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PACE/E F 2 K o2 S35 SR A B BIKDF - (S W.369.7.37) MEAIRE KA. XA SR EE/EHK
eMRTD, AJ H 1 1014 FAH B 1% 8 «

*  MRZ: HK,;=KDF: (MRZ) & X FIZ%HAK, 2N ER. RMPUTBAC, ZEHAZLMIEEX (MRZ)
VRAETI, BV bS5, AR ARS8 R A 5k

+  CAN: HK;=KDFz (CAN) & X FIZEHAK &R LR . ZZHABE RS (CAND JRAM K. CAN
SEEVEIE B, D ZRBENLELE Oy BE L (ltn, A nas P O BENLINEE) - Doc 9303
S AT Ay . B SE A A 6TR A AT CANIEAE T HIVE .

: HEMRZ GE#72, A a8, 2IHA) MK, CAN®RERETALEN,
VERP AT 1 — 585, PACESCREAN 7] (1 B Gt -
«  JLTDiffie-Hellman % 51 i i 1038 F L5 5
o BETIRITER BB DRI N WL S R
o EHIEBURY RIE A, IR R EN APACE ML
U SR SRR A AR B, DULSES et 2 S A 36 P Pt S5 5 S S o ) — i DL AGES AR e X R R R
T X FFPACEMIZEIG R GER UL, N S RF I8 FH W S RN R i A2 DA L o SRR VIR RS 2 T R 1)
441 HFE

IS R G W\ CAYEF.CardAccess (£ 1L559.2.1175) SHeMRTD L FFIPACES 4L, R BUEfE H IS4,
B Ji5 $0AT Lo

MNAEH T P4
«  Doc 93035 X F 51036 4> # %€ READ BINARY ;

o HAA4ALT P E B MSE:Set AT ( B FH % & A iE B iR I 68 B MANAGE SECURITY
ENVIRONMENT#5 %)
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I R G AMeMRTD AN 1 N A% I 554.4.4. 275 TP RILUE 19— R A1 T AIE iy & S0t T 2120 3R -

1) eMRTD:EFyBEHLI A1 EENIELs, M ZBENEUNE Nz = E (Kys) » HHK, = KDF, (n)/2&
ML O RA KN, IR CRIEGER RS .

2) BRARGALZOLaHIT, MEATAs=D (Kp2) -
3) eMRTD: H AIEL KRG H HHAT FHIEIR:
a) ST BEAL RS 06 75 1) H A B
i) X TIEA L, eMRTDE A IS R G058 el i 2580 A8
i) T AR, I RGeMRTD A AR IE 5 —ANFENLEL
b) %M 4.43 3R, THHEIGK D = Map (Dics,...) »

¢) fEImI IS By L ht 3T R 4 Diffie-Hellman 35805 (3 WE59.67) , AL =M
#K = KA (SKph,ic, PKpn,rp,D) = KA (SKpw,irp,PKpH,ic,D) -

d) 7EDiffie-Hellman 25 43 ¥ i5 ik F2 7, 48 B L B RN 2 396 28 40 8 36 E 15 4 A 4 PKpp,ic A1
PKon,irp/ A F 1

e) M9 7.17 4k, FH S 1% EHKSmac = KDFmac(K) FTKSgne = KDFene(K)

f) IR EE4.4.347HA, ZHIHZLKINELHTiro = MAC (KSwac,PKpr,ic) FlTic = MAC
(KSwmac,PKpm,irp) -

4) T, BFHUELRAT RS A RS H VRS HECAC, BEIE %A = E (KSgne,
CAc) , I INBHER RILE A (B NHA4.3517) LR Ac, Wi HZ2E M
O VAEEEE CACKUE IS R B st (B W564.4.35.27) &
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PSR TR A 53 ML L

SRR AERER

BERARZERTAIFD

FFASISHDic
kel IRAS
115z = E(KyS)

D= Map(D|c,S,...)
MR BEALI I 25 1)
(SKbH,ic, PKpHh,ic,D)

& PKonic # PKomirp

K = KA(SKpH,ic, PKpw,iFp,D)
HHTc=
MAC(KSwmac,PKpH,iFp)

[T HECACcH %
Aic = E(KSgne, CAc) % ]

s = D(Kn2)

~—Mapf HAhH R —
D = Map(Dic,s....)
16 B LI B 2 B T
(SKpH,iFp,PKoH, 1D, D)

< PKbon,ic, PKpnirp—>
K EPKoHic & PKow,irp
K = KA(SKpH,iFp,PKpH,ic,D)

T H T =
MAC(KSwmac,PKph,ic)

<~ Tic, Ti,m ~

[—Ac —~]
AETirD MAlETic
U2 AR VIE S ]

E1l PACE

442 BERS

Y HFPACEIeMRTD:E Fr WA AR FA ) Bl 52 4 . CRLAE AHE BB 45 0 i) (AR B SOk ) 1E
WA R AIRE” (0x6982) [F) B

E: AT L HFBACHIeMRTD# 48 & AL7E £ BLIR 444

IR AT T PACE, eMRTDE CAZ I 1 BT At T 8 112 o A5 FHIRAE 23 16 % B K Smac MK Sene 5 3l 22 4238 1.

443 ZBEBMTE

AL IV R R A

25k E BB AR B e HE . B RA U R & iR A HE, (B8R AEBL BRIk,
BB T AL TEE . eMRTD® AT S —Fh UL E &S .

E: —BHEARTTATEANERS: £ TXA2RE, RAAEIUEFASDES, L kAk FIDHE A LT

FRRS ARBPATO L EH
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4431 DH

X TDHRIPACE, 245 FH 559.671 AR 20040 I 1 Sy kA =0

<2 DHHIEEMER

BFRIAT R | XFRERD AKE LEIBEIR NIES hE
id-PACE-DH-GM-3DES-CBC-CBC i 3DES 112 CBC/CBC CBC
id-PACE-DH-GM-AES-CBC-CMAC-128 i AES 128 CBC/CMAC CMAC
id-PACE-DH-GM-AES-CBC-CMAC-192 M AES 192 CBC/CMAC CMAC
id-PACE-DH-GM-AES-CBC-CMAC-256 M AES 256 CBC/CMAC CMAC
id-PACE-DH-IM-3DES-CBC-CBC Bk 3DES 112 CBC/CBC CBC
id-PACE-DH-IM-AES-CBC-CMAC-128 Bk AES 128 CBC/CMAC CMAC
id-PACE-DH-IM-AES-CBC-CMAC-192 Bk AES 192 CBC/CMAC CMAC
id-PACE-DH-IM-AES-CBC-CMAC-256 Bk AES 256 CBC/CMAC CMAC

4432 ECDH

KTECDH NIPACE, WAZiffiFH H H £59.6715 AR 3 AH B 1 Sy AN A% =0

WAL P A AR R4 s K R B 2. A% A 559.5. 179 ik i b AL IS 4
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%3 ECDHRIEEMIRR

BAFRIRF AR EFS MERERG | A ZEIBIR AIE
KE 2
id-PACE-ECDH-GM-3DES-CBC-CBC i 3DES 112 CBC/CBC CBC
id-PACE-ECDH-GM-AES-CBC-CMAC-128 i AES 128 CBC/CMAC | CMAC
id-PACE-ECDH-GM-AES-CBC-CMAC-192 i AES 192 CBC/CMAC | CMAC
id-PACE-ECDH-GM-AES-CBC-CMAC-256 i AES 256 CBC/CMAC | CMAC
id-PACE-ECDH-IM-3DES-CBC-CBC G 3DES 112 CBC/CBC CBC
id-PACE-ECDH-IM-AES-CBC-CMAC-128 aH AES 128 CBC/CMAC | CMAC
id-PACE-ECDH-IM-AES-CBC-CMAC-192 aH AES 192 CBC/CMAC | CMAC
id-PACE-ECDH-IM-AES-CBC-CMAC-256 aH AES 256 CBC/CMAC | CMAC
id-PACE-ECDH-CAM-AES-CBC-CMAC-128 | iliiE AES 128 CBC/CMAC | CMAC
id-PACE-ECDH-CAM-AES-CBC-CMAC-192 AES 192 CBC/CMAC | CMAC
id-PACE-ECDH-CAM-AES-CBC-CMAC-256 AES 256 CBC/CMAC | CMAC

4433 Aot Fe ST AL

eMRTD:U B BEHLIA ST IE I BEHLALs, ZFENL BRI NI 3 7 A5 8, 1 fEeMRTD i FE A A B 7y
HEME() > H KIS

o BENLEsAE N A niR A K, = KDF(n) M E N4 E 75 P AL R &, %18
[ISO/IEC 10116]ACBCHE X HE4T % .

o TN E BT R E I Map, K BENL B O BENL R A AR .
o XTFAMLYE, RBENLISIERS —ANBENLE E KK b R R, R SO %,
EXAEN T, k 2N HBEEEONEHAKE, | 245 > k2 HELE() 24K E 5
55
K BENL B sE BB AL ELS, t Wb NBERGRE, N N S i —Fb .
o B AmA (3H4.433.170)

o AmEg (554.4.33.27F)

o HHAINEBA (364.4.33.37) .
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44331 i Fekgt
ECDH

EHiMap:G — G #E XNG = sxG+H, H, i3 <G> HH, ##53logeHA %N . H5 N HiE 4 Diffie-Hellman
EHPRI[TR-03111] 347 7HE, Bl H = KA(SKwmap,ic, PKmap,iFo, Dic) = KA(SKwmap,iFp, PKwap, ic, Dic)

E: BN ERECKA AL Al A4 B F Ik kL ) FHLE,
DH

PR EiMap:g — §#E SUNg =goxh, H 1, EFE<g>Hh, 13 logghAR%n. BLRhMILIE h = KA(SKwvap,ic,
PKwmap,iFp, Dic) = KA(SKwmap.irp, PKmap,ic, Dic), HFE 44 Diffie-Hellman 45 ¥y i 2B 47 11 5.

i L4k FI[RFC 2631]3% K 69 240 303 7 ik kot o) F B3k 2

44332 A kst
ECDH

E¥iMap:G — G e NG = fo(Ry(s,), o, Rp()2% L7445 5 WL BIGF(p) st X I BENLER %, f6()
FEHGF(p) e KM BI<G> R s . BEHLELUN 2556 RBENLE SRR, IR I%LeMRTDE Fr o DaBEHLER ER,()
R W S0, BB ZE[BCIMRT2010] N LL A & o PELHHER W EB.

DH

HHMap:g — gHE LUAg= fo(Ro(s1), Hirt, Ry()/2¥s )\ 755 B R BIGF(p) e R IV BENLER L, f() 2
Y5 GF(p) LR WLt Bl <g> Mk H. BENLE N AR RABHLIERE, HRELeMRTDE . ABEHLERER() A
W B2 N (x)=x2 mod p, a = (p-1)/q R ¥ Sitirh LA as + 1.

THREHLE AR ST

BHIR(s0) A CRLKFEIRD AR5 shl CRLKIEKID LRt WU FIGF (p) 1 75 Zint(xall¥a]l..|x0)
mod iy B, BRI ALR(S.A) SEAT AW I T 3 2.

% HR[ISO/IEC 10116], #iatkIalE=0, X —#Jid &3 T CBCHZ P AR K 2L B IBEO MR, HA, k
& EORIEHKE (61 o DNER, 258k %858 N EHKEK. MikFEs/N{En , #43n*1 > log, p + 64,

E: RAATAES-1928 F A 2 B 4548 18 AL E2ANA2 3T, RN TP REH . EDESH I
T, kikik A% F1284%, R(st)84rd 5 #1284z,
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14
& @
5 k, k, ke, e
@ ¢
X, | Xy
M UH AL H—KHEE BOREY

E2 {hREH ST
Aoy SR :
« X T3DESHIAES-128 (I=128):
— ¢c0=0xa668892a7c41e3ca’739f40b057d85904
— cl=0xad4el36ac725f738b01clfe0217cl88ad
+  KTAES-192RIAES-256 (1=256):

— c0=

0xd463d65234124ef7897054986dcalal74e28df758cbaal3f240616414d5a1676
— cl=
0x54bd7255f0aaf831bec3423fcf39d69b6chbf066677d0faae5aadd99df8e53517
44333 & HRINERES

PACE-CAM IR B EX FIPACE-GMFT R BB B A ] (2 WL5654.4.3.3.171) &

4434 NIEL R

A8 FIAUE R 025 51 13 e R 2E 1 5 B K Smac7E A FIEHE X B (22 0L9.4) R 2 il i 22 41 CEDHERR IS 4L,
ZWEE9.4575) EEA B EVGESRE, Hrh AR R 5 MSE:Set AT (S W 554.4.4.17%7) PRI AE
PRIRAT

E: OHGINEAIBANGATIAR, BRI AL,
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3DES

1% [ISO/IEC 9797-1] a5 43 4H %5 i DESHIV=0IMACH 1:3/HH 48 17152, LARER (3 H3DES [FIPS
46-3],

AES

E8 T K B 117 BN ERS F {8 FHAES  [FIPS 197] f[{ICMACH: =, [SP 800-38B] .

4435 HE K IGERIE

eMRTD:E: F L AUAR HE 556,215 Frids 2 A 25 S A X SKe, PKico TR FH 8 FAE LS FIPACESK e, I it
Fr N UES b 2 EE

44351 HeMRTD 4K

O B IR N 4% B CAlc = (SKic)™ * SKmapic mod pEATiH&, i, SKic & IEFSFAH, SKvap ic 72
O FEPACE LS BEH KT HR IR A (S LE64.4.3.3.071) , p AT A E RSB . NS 28
PR URAE (193 BH K Sene X 00 Fr AIE B BEAT I, AT A2 i in 285 A A E$ 85 Aic = E(KSgne, CAc) -

Z: £eMRTD:XY: | 69 /N HAL AL F TR AT H(SKie) ?, HAH L e A ASR F, B BT OREEHE,

44352 At

i AT A 2% DK E CAic FEIZIEPKwvapic = KA(CAic, PKic, Dic), HHPKic ZeMRTD®E 1 HIF S AH.

E: LGS R NEMA 4 S BT A INIE . RA B &N E A LT R RIEE, eMRTDS A 4 T
MAEAF 8,

44353 MR

NARYE [ISONEC 9797-1] “IHFE k27 SF BN ) HE 1T 3H 78 .

44354 AES

MiAR#E [1ISO/IEC 101161, IV=E(KSene,-1), LACBCHLA(EHAES [19], Ho-1RKFEE1281 748, L
WAL,
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444 NRAMUBIERTT
¥4 5 N A T SEiEPACE:

1. MSE:Set AT

2. GENERAL AUTHENTICATE
4.4.41 MSE:Set AT

A MSE:Set ATH T HATHELPACEW ML . MSE:Set ATXIPACEF4# F HPACEX S AR IHAF (Z M4
4.4.37TF5E9.2.371) FRaR, AR IRFFE S N A FRICOX80T I NLEI S %, SRR,

we
CLA & = e
INS 0x22 ERErE e N

P1/P2 | OXC1lA4 W A T A BRI

A 0x80 AL HLE] 5| DAL
FEE BB AFRRTT (RRME, FRiRFTOX064 18 ) .

0x83 NI 5] R PELY
A FH £ 112 Fh X AN Hiedhi o R0 DL R Bl B
0x01: MRZ_information

0x02: CAN

0x84 A5 AT EAEE A5 A EEE SLai
RS E A E, B—ALLERIRSHE T TPACE, %35
Xt Gt ALY, AR B A 3 S B R R .

0x7F4C PEPHA F AR HE&MM
L 21 SRR T & s ) AE U EN LR 2 %4 PACE ) —#B4>
RE], MZEAREST S (FF Doc 9303-12 H15E ) WfEAE (S0
4457) .

RS G AL B IO AR TRAF R 152 B O id-1S(Z )T Doc 9303-10).
AT R AR 10 167 350 N & BB 1o

Al | - BRI

IRA&T | 0x9000 Ak
il CIEFE VORI
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0X6A80 G A F AR IR P 09 A RO B
FVEAS SRR VIR R
0X6A88 E S &N &
e s (BI04 S50) AT
HAh BT R AR R AR
PRSI AR 5 I
E Ol —REBITRAAREFEARNTRE BN, TETEF-ANAIRTROENAFLEG A £4,
E 2: M TMSE:Setd 4, 1% 2w WA AN LA SRS RIEXN £, LARRLIZEEFHICKRIe
EAIRE IR %,
4.4.42 GENERAL AUTHENTICATE
{5 F|— 3% 55 GENERAL AUTHENTICATE A 2K A TPACE BN
ws
CLA Rk
INS 0x86 GENERAL AUTHENTICATE
P1/P2 | 0x0000 BRINZE AP
A 0x7C A INGE AR WAL
PSR e F Tt R
e 2
HrE 0x7C iiﬂ‘i)\iﬂi*i%)% B
544575 BTG I P SURE 2 B 5 %
R 0x9000 AL
T Pl BB mih
0x6300 INIE % I
s BB R
0X6A80 G AR IR A B FOR IE A
Pt i s oL
HoAth B AT A AR R AR
i CGEIR) RIK
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4443 btk

A 445 0520 F T GENERAL AUTHENTICATE @ 2K i & - 41 5 BN BT ER L K . BrAES A Imife i, &0y
SEEAE AT HAME . 2T adEriegis R, WIISO/IEC 7816-4] .,

445 IR

PSR 2 B % 5 N AE — % Ff GENERAL AUTHENTICATER A, [EIRAF R E R SCR e AR IR A 1 & 46
T BN SV AEEHE G G B CRE 2 i 2 Fnm N B AR RS e (L 2R4.4.4.275) -

=4 PACEZHIHIE

i SR ULL] il e S HiE AN ULINE- €

1. I HEALE - N 0x80 | I BHALEL
2. WS E L EL 0x81 | Msf Hiidfn 0x82 | WRGTHE
3. PATE i 0x83 | I 2% 0x84 | Ikt A%
4. HHIAE 0x85 | A4 it 0x86 | WAIE4

0x87 | INENMZH CH MR

0x88 | INENLIZE CHZ&MFD

Ox8A | N A iFEdE CH 11D

IR EHE X R OXTFACTEPACE W B Ml 4E 4 2|1C (S W554.4.4.175) It HICKFAuAE, W AZAEEIN
WS, fEXFIE T, B ROox87M A& B MUGEN S % . $dE X 5 0x88 1T e & 4L il I IENL
W%,

W SRAE A S, A INE S SR (S W 5H54.4.3577) , (HIEHARNE I T A A 1ZEE .

4451 HmEREALE

BN (S W54.4.3.3%) Nk gmb o )\ 575 .

1. A NIESE N B2 H



22 PLEL BT iE 1

4452 AR

A2 e HR KR 2 T T B A P Fg i«

44521 8BS

A% (B 0504433 FI39.4.447) REWA TS ANA 22 2 IR AR A B s Bt T 5
BRI

44522 &ML
BEALEL N gmis o )\ AL 75 5 .

Er REAT AR, LT XA HIET RO0X82E A T,

44523 & INIFmET

RS A P G f AT T RS AR R (3 WL5R4.4.5.2.17%5)

4453 N

NP I 29,4 55T R BEAT S A

4454 NIELHE

WAEAHE (2 IL54.4.3.4%5) BIREHIDH L35 .

4455 NiEMAHF

WAEALAE 225 (CAR) £ Xt R 14 Doc 930312+ (131 k47 ZmAd «

4.45.6 AR INEHE

TE I T A FH [ TR-03114] h L5 ) R S FE20S ()4 05 Fr A IE R i Ay )\ o 735 o T R FE20S () 3K LA

[FIRERCR A\ L AR i B R B B AT ik, RO AT REAL A AT 0x00's s F DR300 82 45 4 0 )\ At
TR
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5. HIBAIE

B T LDSER AL A, ARREfih sNAE B B IR — MR A SR (SOp) o X R K 8 KL
s, HAFELDSHAMESIE R (W.Doc 93035 LA 251054 -

Bl A & EEF 24 #H AN ELR 240, 508 CMeMRTD Rl THEAZE 4 #FUET (Cos) KA K48,
R BERZ S Z X 5 (SOp) o« X, M IEMF LA R (SOp) N, LDSHIN A M= 2L,

MU TR 75 B eMRTD b fE B R 1AL PR Ty o [RLE, M F i S S i 1 2
RN«

WEBAE AT IE B SOp MILDS [ P4 75 A 3 S8 HORBAB N o B AN BEBI kX 12 i A ol FhL % P9 9 ) 56 4 9% DL
B B i

Bt eEhAIE RGN %A 2 LAkt eMRTD I N4 2L &5

5.1 #WEMIAIE
5.1.1 #TEIGTFE
BT FEHAT R AP IR

1. BIRAGN NI R RS i BOE 2 2% % (SOp)  GIEfF % 45 R LA TR IE 4454
FEH (Cps) , 7 W.Doc 93035 4510864 )

N

U0 R G0 8 £ LI FRAIE AR Doc 93035 SRS 123 73 F THIEMF 22X R (SOp) 2544 11 A AT 4
FEM25 4 FAE B AT .

w

A RGN AL I HHIE R4 AR IR IR Z X R (SOp) 354 .

R

A 2R G0 AT AR B fih QA l L e b SRR SR R s 4.

PG F2 G0 N B 4L N A BRI 45 RS IEAF 22 X R (SOp) AR B S 4t
ITLERL, W OREUR AL B R SRR BAE 2

o1

B H At A AR A A
1. EIGRGEAL 51 AT A UE 25 44 #E 2 7545 DocumentTypeExtension..

WRA, B RGN EHADocumentTypeExtension. H¥E2H 1 HE4F 2K R A ] M MRZ I IE
P2 — 8t (435 WDoc 93035 S0 F 5123543« Doc 93035 34455106 4> f1Doc 93035
A3
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WHERES, &I RGN EHAE2E 4105 B KeyUsage % 5 AdigitalSignature, £ XA iA
W25 42 11E 15 R 4,8 ExtendedKeyUsage-Extension ( .Doc 93035 S {55 125873 «

2. IR ARG RN CLR T A E AR Y — o
Subject-field, DL AIEAEZE 44 35 1E 15 (¥ SubjectAltName;
Subject-field, LA ASEHE (HRZELVIEHAET) [ISubjectAltName;
Nz i A i b S R P a0 210
AHMRZ.

UEAh, ARG A SO AR R LR N A S FTIMRZEBEAT X B (4355 WDoc 93035 ST £ 121
gy~ HBI0EE AIEEIH ) .

3. BIARGNAZIUEHZLIET PR EAE A HEeMRTDRIZ & B (JlDoc 93035 30142512
H) .

PAE AT AR AEAS 2, AR fkeMRTDH) N — i REAT AL WRFERZ 5«

5.1.2 LDS2K FRIMI N2 18152

BT ML IRATIE AR R 5 B NI BUE AN AR Z X RO RS, IR % X R BEF R NS . AT R
UEREA A 5N BB (SR, B0 RS IUN BN 5N B R4 AT BU R P ER:

1. I RGN AK I Doc 9303-124 37 I U0 UE AAF AT 4 21 ] T 25 28 A 0 R 2538 FE H AR A2 . A1 06 R
i nl LUE 058 ERIRIEB MO A R AOIE F R A28 4% (2 WDoc 9303-10)

2. I RGN AR IR AR A4 F A PR BAE SR R %4 .

Er T AR HICE R 8 B30 AL K 69 BB T Ak AT .

6. AFFEARTUERRKER BEAIE
R B S R LR T PR AP HLeMRTD B 5 AN B 4t
RTS8 P T LA SR S0 1 Bt

1. 56.1%7E 8 EFAE, X EBHAIF BT EF.DGISIFELE R LR . IR AT A, &b Al E
I EF.DGL5H - $04T = FhNGIE .
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2. HE6.271 i M A NGE . WO B E B 3 R i i EF.DG14/EF.CardSecurity H (19 #H B %2 415 5
SecurityInfosHIfEfERE R, WHRFTH, i al 5B F4%FEF. DG 14/EF.CardSecurity J 3147
B FAIE

3. HAATE LA B B NIERE 469 PACE (PACE-CAM) . 37+ it EF.CardAccess A AH M 1
PACEInfoZE M MR RT IR M F Ui R s Th k4T 7 R R F A iE LS T PACE, &
A AT T AP BEAES Fr e

2 HURTZ & EF.CardSecurity

fi FHI >k E EF.CardSecurity ) 281, BLRAT 9 BATIE A A IERR S0 B 5% 5 B PACE—#8 73 FITii
B WU EeE A IR, OIES - (554.4.3.5.27%5)
6.1 FEFMAIE
TR AR RS IR R RVARTIFD (I RSG) KM ER #7254, SRAUEAFREfh AR il i

A, M ARERERAESE R E SN EAIEEHEN (KPraaf1KPuaa)  HFE4H15 (A8 (KPuaa)
5D WU R IR AFAELE UL 22 45 R (SOp) /1, K AT FH 28 3 B 725 44 HEATIAAIE » A0 AL (KPraa)
WA AE AR ok B B PR R 1) 22 A R

IS EMRZIEATME CRIFREF 243 % (SOp) FHIBFIHIMRZ) 11 FHeMRTD 3= 31 WAL 25 43 X
(KPraaf1KPuaa) #EAT ) 1) - 25, B IG R GAZ IS T IR 22 &% % (SOp) A& MAFiB7E H S2eMRTDH
3 S A A = ol S 3R AT &

FBINIE 7 EeMRT DA it AU pli b e HL 46 A0 B

6.1.1 THSLIRSE
{4 FI[1ISO/IEC 7816-4] INTERNAL AUTHENTICATE #4347 2 8h000F .

W SRAE AL 2 AT IS AT EBAE, LAURIE 9.8 ik, FirA i & A MLE Ay 22 43l TN F P iSO e
HITHT R
AR, IFD (&L RS LR (eMRTDIHEEMALBILE) AT FIEHR.

1. IFDAM—ABENIZRND.IFD, J{HINTERNAL AUTHENTICATE iy & ¥ BN LEUR % 282 i %«
2. ERCHERAT T AIHRAE:

a) R EM;

b) HEh(M);

¢) THHEZYo, FEKIEWREIFD.
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3. IFDZEINTERNAL AUTHENTICATE iy A B R, FFAS 24 ik F 2 5 4R 0] 1 IE A o

6.1.2 LT

6.1.2.1 RIMEL
NN — 8T I (RND.IFD) .

E: MABRFEZZMAR, Plde, A TBAC/IPACER MAE T AL AT EINIE.

6.1.2.2 N E Ik
HRAE[ISONEC 9796-2] F I HU 284 7 K1, AEAEHISE T BE RPN, G i it H 24 .

FERICH, KRR B PIREL, LofRARZE A4 25 Rl R v A5 T A RSO0 o B H A e R B o 2R AR 4 A
B FE AL HISHA-L, UL ZiE R AR 7 BUA DL (tiseg L) ML A R A 7 Bk 2 (tiEN2) .

JE 7 B R DA AR B 3 30T 2

B R SHA-224 SHA-256 SHA-384 SHA-512
R B 0x38CC 0x34CC 0x36CC 0x35CC

HT H AR R R, SR SHA-1. SHA-224. SHA-256. SHA-384 1 SHA-512 {EN{#i ] RSA 4T
FFNUERIES R HL

B L HTH MM EMIFIM2I R IE,  HAr MDA 22 eMRTD A K B e — 4FKBENLEL (RND.IC) , H
e (X548 %) He=k-Ln-(8xt)—41FH, MM2:2EH AR R G4 KIHWRND.IFD.

BT HERDAE — DA EAIRE I B H M2 254 .

eMRTD)M %52t [ 1ISO/IEC 9796-2] B.6ELFTIRMIZ G AT %, 1AM 1ZAHH [ISO/IEC 9796-2]B.4AR Tk
HIZE 4 T % . eMRTDBAN St HAh 25 42 A5 il T % .

A6 R 50K St [1ISO/IEC 9796-2]1 B.6EX iR A 4 A o &, I H N i% 520t [1SO/IEC 9796-2]1 B.AE FITik 1)
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6.123 MEGAKFELH &K

WA 2R B2 42 B0g, MR [TR-0311A]ME FH B e 25 42w 2. AN S Ad A7 A5 R I 4 i R B 2. NiAd
FH i H A 5 0458 D P RO ARE [l 2 B 7 25 42 By K P A () Bl 3 e A PR B B0 . AN S RFSHA-224 . SHA-256.
SHA-384ESHA-5121F A E A sk . AN A# FIRIPEMD-160F1SHA-1.

TRAKIHEME B R HIBE NI RND.IFD.

6.1.3 RAWMYEIESRET

HRAE[ISO/NEC 7816-41HH &, BEit— ki INTERNAL AUTHENTICATE i & 34T E3hNiE.

e
CLA TR CRE
INS 0x88 INTERNAL AUTHENTICATE
P1/P2 0x0000 | —
A RND.IFD DB
i
el LR AR B A o PELY
IRGTFH | 0x9000 | B 4k

CRR AT B

HAt A 7 Gl X5 R
P CRIUC

6.1.4 EENAIEZESA
FEAEZ R (KPraafKPuaa) M LA %2407 A K .

FEFIEA] (KPuaa) MEBIVAER] (KPraa) #RYAF (i fEeMRTD AR i sUEE BB BR . MU, AT
B B AN IE ] T IR L8 % 5 .

E: BEESAZ A T HIAETF, £ ABT18484% (de R 4E FI3DESARAE 69 A8 ) /179245 (e E
1% I AESAR #2895 4 K)%Tﬂ% BB, ¥R KR R SR TS AR B eMRTDY: K A 3 A 4009 &
%o

R B BRAE R WA B £ M ) B K, (RY eMRTDAE H A T A RN AN 52 ey o 25 18 385 24 1) 26 %

K.
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6.15 EIMAEQAER

FAMEA A EELDSEHE4H15 . s b8 GEFRA AAHEE) e S I[RFC 52801+ 5
9.1% . FTE K%M R LA LU ML (DER) #2574, DUMERFH 24 i 5e 8k,

ActiveAuthenticationPublicKeyInfo ::= SubjectPublicKeyInfo
6.1.6 EWTE

LA BR 411510eMRTDFR (45 B0 R GET, T4 Y = S UEAL ) DR A2 MBS R AU i
B L BRECR, W R AR R fih U i B M SE B E AR DL A

I A G AR R o AR il L AT N 10 3R -

1. MeMRTDEEHUEANMRZ CAnRiE B 1 ABACH — 0 # B L 15 ) , JF5DG1H HIMRZEE
EEXT . IOUDGLIHSEVEAT 52 Bk O 22l i s AN UEREAT S8 UE, AL PR PR MRZ 2 s () HLR
#wE.

2. WEBIELUEW] 1 DGISH F SR 7e 8tk o X AT BAAf fR T ZIAIE A (KPuaa) & HSEH) HoARE
B

3. NWIRIEE %4 % (SOp) AREEHIN, &I ARG TR, 78 FleMRTD IR fih U4 i i i
B3 ] - 2 H i 48 FHeMRTD ZE B AE Z 4% (KPraafIKPuaa) o

TR PAT R — MBS, BT DHEBEf %2 4% % (SOp) &)@ T SEBREFRT, FEH i 4 g
L LS, 1 L AR i =X o r B A S BRI A A2 DR 1
6.2 HIAIE
O VAE ORI ER A A Diffie-HellmanZE 83 U i b, $2 08 LR AT UE AR A A 22 4l {5 B e DE
A FEBNAE ) 32 EE 2 HIAE T

o BHIERERE S BUOMZ MG E R BN ASR A AT 1
o BR T HRFHLESIRAT IR A BIE, I BOE IR R 2 1R .

SR 1A T SR 4T A LB Sk
FH A P DR B B 6 A i A P TS IRAT TR b

o RPN R AT AR R LT ML IRAT IR IO A7 A A

«  ANHIfEfELEChipAuthenticationPublicKeylInfo G IMEASIE E) 454911 SubjectPublicKeylnfo
(EHAHFEED F (HEE9.2.671) .
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A5 P BT 1 2 1 AT R A, IO L LB ARAT AL R0 A A B Rt i gt AT 1 B A

BNSRICSCRFE P NI, 1CTH] LSRR 32 304 s DA IE AN /B AT DL SRR B LB IRAT HE AR R A v At
WA BRE T AIE S LDS2 FH v I Bs 4L U7 19 45 5 AT, 1CAb Z S S0 RS R AdE

E: R EEERAY R [TR-03110] & %, WICL R X € FHgRATIE R A F 6935 K Nk,
6.2.1 1HYISE
A5 B e i AN L L RAT UEA S T BT

1. HFHLRAT UEAR S 1) i 0k H g S Diffie-Hellman A $APK c FII S #Dic»

2. A Bl Diffie-Hellman# 3% (SKow,irp, PKow,irp, Dic) HK4 Il A 8P Kow iro K15 25 HLF AL
BEARATUE RS Ao

3. HETFHLIRARAT UE A0 v AN 28 PR & #R AT T A
a) ;H\:g%‘“”:é}K = KA(SKlC, PKDH,IFD, DIC) = KA(SKDH,IFD, PKIC, DIC)

b) MRIEKIRA T % 4 i 215 %5 81K Smac = KDFuac(K) and KSene = KDFene(K) »

KI34E th T fRif kA «
IC G&FR) IFD (BER &%)
FRAS B XS (SKic, PKic, Dic)
— PKic, Dic —
gty IN RS ER)
(SKopw,iFp, PKpH,iFp, Dic)
« PKow,Irp —
K = KA(SKic, PKph,iFp, Dic) K = KA(SKpH,irp, PKic, Dic)

E3 ERINE

LI PKIcH) FL S, 283 RN AT B BAIE .

6.22 RERS

U I E R I A0AT, DU A] DA R AR 2 15 25 5 K Smac AT K Senc B8 22 438 . 750, A5 22 A 2 57 1)
25 (PACEEBAC) 4k4LiH4T 22428,

E: BAINGEL A R IELZ SR RPAT . RA LA 8 SOpdt 4T A INIES, & F Uk RITIEA S
AT STHONA R AT,
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6.2.3 ZEREHTE

HARSR K H B R . B0 RGNS TS BRI 46, P HLESERATIE ARG
A SR AL EREA A

6.231 A TDH#Y A NIE

FETDHIE e, 28 F 259,615 FIRS R AH M VA A e ST 4, o Zifdf FHPK CS#3 [PKCS#3] M
AJEX9.42 [X9.42]

*®5 ETDHHGRINER R IRATRT

ERFRIRTE xRS EHAKE REBM
id-CA-DH-3DES-CBC-CBC 3DES 112 CBC/CBC
id-CA-DH-AES-CBC-CMAC-128 AES 128 CBC/CMAC
id-CA-DH-AES-CBC-CMAC-192 AES 192 CBC/CMAC
id-CA-DH-AES-CBC-CMAC-256 AES 256 CBC/CMAC

6.2.3.2 A FTECDH#& X R NIk

SETECDHIE T INIE, 5208 I 25 9.6 5 A6 (1 A B S92 A% 2K

%<6 ETECDHRT K IMERZEIRFRIRTT

ERFRIATE xRS BHKE REBN
id-CA-ECDH-3DES-CBC-CBC 3DES 112 CBC/CBC
id-CA-ECDH-AES-CBC-CMAC-128 AES 128 CBC/CMAC
id-CA-ECDH-AES-CBC-CMAC-192 AES 192 CBC/CMAC
id-CA-ECDH-AES-CBC-CMAC-256 AES 256 CBC/CMAC
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6.24 NAMIBERT
BT AR EE, SO R NIE AT A P RSB TTv .
« CRFIBDESZ 4@ HIAAT S A RS A T 4y 4«
1. MSE:Set KAT

© CRHIAESZ Anl AT O R IERLAE FI R 81 i 7 41 i 2 Fe 91 AT TR I 3DES % 4 il i kAT
(EUYA RN

1. MSE:Set AT
2. GENERAL AUTHENTICATE

6.2.4.1 1% AIMSE:Set KAT 5% 2L,

7E: MSE:Set KAT A ¥ /| Fid-CA-DH-3DES-CBC-CBCA7id-CA-ECDH-3DES-CBC-CBC, Bp4c4 il LIk
T 3DES,

we
CLA ke
INS 0x22 (ERLIE 7N

P1/P2 Ox41A6 | &5 T iS5 g b i AFAR

A 0x91 s BN %A WAL
I A 4HPKoniep (S WE59.4.475) 4wt g SCASAME .

0x84 #4735 R EEE- S aatl]
WSRAHA I, B0 AR BT A 24, %8
Pt SR M ER) (ZNLEE6.2TTFIEE9.2.671) .

Hidhs - BRK

RAEFTT | 0x9000 EE A
FRINEAT AR . CIRAEFT TR

OX6A80 | 44 H I 3 i) S R TS B 4

I P 2 S B8 AIE I
Atk BA R A X AR

ZHTESL i P IRA
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6.2.4.2 1% AIMSE:Set ATA#GENERAL AUTHENTICATE % 3L

1. MSE:Set AT: 4 MSE:Set ATH T &M S Bl I 646 » A T8 F A IEFIMSE:Set AT HH &5 A A IE
W EFRRFF (B WEE6.2.3TMEE.2.7H) 8/, ZAMRIFE S NH A COX80INENHI S %, HES W FE.

W

CLA Lk

INS 0x22 EH A

P1/P2 Ox41A4 B INGE
B T BB UGE B EAR R

B 0x80 F AL HLH 2| A WELHY
BB P AR REF (R E, FRIRTTOX06 KBS ) o

0x84 4R 5] A EEE S Lah

WAV, BIH O RMERREHE 21, %8
Past S T, PASE B A AR IR .

e &2

HiE - N

RAFHT | 0x9000 ha218:4
SRR 2 WIE1L .

0x6A80 AR B A H B
R SL R B IR A R

0X6A88 AARE] 3] A A AR
51 %A CRIAAERD AATH

other BAE R AR KR
P EIH RS

E: RAAFARATHTBQN, —RBMERAETRTEE AT R E R LD R,
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2. GENERAL AUTHENTICATE: fff#ir4GENERAL AUTHENTICATE S jiit5 FriAiiE.

we

CLA B CHEE

INS 0x86 GENERAL AUTHENTICATE

P1/P2 0x0000 NN TERI 1IN

b 0x7C 2 A INEH I A
PSR 52 B X 5
0x80 | IS A%

e 2

it 0x7C 2 A INEH IR T
P SURS s B X 5

W&ETH | 0x9000 A
Hie CEEO .

0x6300 INIE K
Hie CEBO R

0x6A80 BAEIRS RN EA
Fir i (1 200 Ak

0x6A88 ARE] 5] F &
SUHEEE CBIAAED) ASATHT.

FoAt BA R S X AR
il G R

Er EEANNZEFREGH XIBFNERIGEAA (LFH2.11T) - R X H S AR, %354 MAEMSE:Set
ATR LA 6% A F25 .

6.2.43 I&ET A

ImEy A% (S W559.457) NG gmtD NhIE th 2k & (ECDH) BCfF5 %% (DH) .
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7. HEAfteifzinlEhiH S

NTROREERILE N, A AR R (AR B B BN A KR, 2D B MRZATRFIE 18717 A\ i 1
B ZeMRTDHATI AR, P A AT L E WA 2] (BB .

B T U AR RO BB R T EAE YRR AL, [ BRI 43 2 DRI A B A i K FE SR
BT RE PR o D9 A [ OO A8 5 5% [ AT DA 8 A7 it AR RT/ B 356 B ) D17 170 sson s 2 e, EL A by 25 18 15

Fot 7 7] 3 2 b A SRR A N AN BRHE B Z I o 22 FIBR 1) o IX AT DB RS AR S I . R U i) 4% ) s E
BT AT A AESS B A T R 3 B n] BRI E o an SR TR B A, AT DA H AL .
7.1 RIEIAIE

L AENLH A 5. LDS2 S FHAR P F B3t i A UE iT TR BT W LR AT A B F 2 e o
A DHRAE .

L P AE PSR — NP TR PR, 3R 2 ) B A B0 GIE . PR T [TR-03110] HhE5E 9™
JEVT IR ] A0 SRR BB SCRRIE PN, S AR AR BUEAT O A E R AR 1) PACE .

PP B I FL B R 5 B0 IE 2 i 2 75 A B I BRI o T B e T RE 2 U I U, R AT
ARSPITA P REE . B, & mAER &Ik B R T AT UAE, AP T s E A A AE
22 4 JE AR 33 BT A R UUE RS ) PACE . 4R B FEL I 6 Z90HS 24 S (47 1) AN BR 4 5 28] ey £ o 28 0 960 IE F) 1 P
NS 2 Ay Bk .

A R RIS AT DASERE R SO AN B ML ARAT TEAF B2 PR e v (9 28 S A IE . A SR & S A UE ] T OR 7 i AL
TRAT UEAT L FH A AN AR At 2 P o RO At 2, O ol PR B 0 0S4 2 S v R 28 B E

E: W REEZSRBY R EEF [TR-03110] # &, &R EHE LM LFCTHARKRATIEHN Z AAZF F 8924
3%HINIE .

7.1.2 HYHSE
PLR 25 B8 it 2 i FIEE il FEL B HAUAT

1 Al SR R B AOAIE it . 2B OB R AR A B CVCA APIIRIERIEF TG, JFLLZ
e P4 A .

2. SENHEIRIEES, RS A PKirp.
3. HEAULERBEHLE RN nie RIKGE I .

4. i Lh2E44 siep = Sign(SKirp, IDic|ric||Comp(PKow, ko)) AT Wi B o
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5. FEMHEERT Verify(PKiro , Sirp, IDic ||ric/|Comp(PKDH,IFD)) = true.

E: B PKpprp AR R ANER S K IGEMRS 6 PACE #M £ 89, R AR T 2AEH (Blde, £
i B INIE B AT 69 PACE 2 B $hATX A INIE), W& Z4E B 3749 % 4R,

FEARP N, Ich%ﬁﬁkﬁﬁﬁﬂg*ﬂ?lﬂﬁt
WA BAC, IDic 28 & ENLEEX FF B FHLEE R TR FE S, BRI .
WIURAE ] PACE, WA 4 i HRL S I IS PACE A% IDie, B IDic = Comp(PKph.ic)o

E: £ MF ¥ AT 4SR8IEZ AT, F B M AT PACE #,

A B
SR (SR IFD (BHEL)
FEALIESE re
e
sikp = Sign(SKirp, IDic||ric||Comp(PKbpH,iFp))
o

Verify(PK:rp , Sten, IDicl||nic]|Comp(PKor,iFp)) = true

713 RERE

U SR A A AEFSCAAT - 5 AL B IS AR B A DA TIE 28 S PRI A 28I 3 o A A P B s (107 TR BUPR . 2R
A REBURSE T LDS2 N L o A AT S0 (07 TR0 AR 5 DU 438 s Jo2 A e e 235 £ B FE B FE 46

SR, 4 S FEL B 7 IR A1) 22 s o) 1 428 e DA E PR I Bl 2 A 2 ST 1 22 4 ¥ R A s D U T PR, Bl & s R ABL 1 1
AR A A A 0 A AERRE Y PACE ) —34 . SRR ANSAE Rl — A2 if b 52 — IR BL Bl 2%
SEIAME (LA 9.8.1 T fI4E 9.8.3 Tie T “£&1F” MIE ).

1 REGZERIEA IS AR S0 S AN S BT EAIRG, T RARAL R A, B IR
BUK % 2 AL R R A YA RS,

E 2 RAENESHBRTLIRIGEN 0, BELIRINERIK, ©FAIERITIESE R LR E 2 2H &
(RAF R AR A H &HR) .
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7.1.4 ZREHMTE

7.1.4.1 RSA #435iNE

XT3 A RSA FIZ& e, 2048 F DL BRI .

71411 45k

NAE I 7 W48 2 1) RSA [RFC-3447], [PKCS#1].

£ 7. FH RSA HITRIFNERNX RAFIRFF
OID z£& BMIHE ¥
id-TA-RSA-PSS-SHA-256 RSASSA-PSS SHA-256 BRIME
id-TA-RSA-PSS-SHA-512 RSASSA-PSS SHA-512 BRINME

55 RSA-PSS — el HI (BRI S HoE i T

HOSE: IRYER 7 kBB,

WA AE L. MGFL [RFC-3447], [PKCS#1# ik & B 52 .
Salt Length: Firid 0o By H 1 )\ AL Z 1 K

B FE: 0xBC

7.1.4.12 AR

{8 Doc9303-12 5 3 fFH AR 1) TLV #3X[ISO/IEC 7816-8].

X GARIRAT NI R 7

FEEL A7 KNl 2 048 BY 3 072.

CEEENA S T E SRS

7.1.4.13 AHEYE

2y (1 R 48 W I 2 81 Comp(PKpriep) 2 7E X DH 2 3EAE 1) SHA-1 HRFIAE, BRIV %2 K5 20 1)\ 535 £

7.1.42 ECDSA ZmihilE

XT3 F ECDSA & SimAiiE, 22048 F DL Bk Ak .

7.1.42.1 4% %

A IR 8 i E 1 A I A 44 #% 2( [ TR-03 11111 ECDSA.
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#< 8. {¥F ECDSA #H1TE&mINERIX RARIDFF

oID o MIE

id-TA-ECDSA-SHA-224 ECDSA SHA-224
id-TA-ECDSA-SHA-256 ECDSA SHA-256
id-TA-ECDSA-SHA-384 ECDSA SHA-384
id-TA-ECDSA-SHA-512 ECDSA SHA-512

7.1.422 AR
NEAEFH Doc9303-12 5 3 A Fh ik i) TLV #% 2[ISO/IEC 7816-8].

X SEFR AT M HLE 2 8.
th £V 224, 256, 320. 384 B{ 512.

WSH P E[TR-03111].
7.1.423 AHESE

23 ) i I B 23 87 Comp(PK i ep) %2 58 SR ECDH A FE 211 x A, BI—AN 52 K B [log256p] )\ 7
dﬁ"'% o

7143 GEBRIE

N T RAELSAES, AU AR A NI e, IS T AR B B AR AL X
R B B 2 SR B Y CVCA IR A8 .

7.1.43.1  HERHBREE R KRR
FEAFEEC (HD AN NLET B, WIA6 15 R RUR 2 A A AR SR B R R N A7
(FD AN

RS BB I AT H I By (FD S AL H ;A
i FH Bl 2B 2 H IR S 5 A RO A 4K CVCA 4.

(FD A MNCARFE AT LA A 4N AMELLRTH CVCA FHE NEE S
7.1.432 HEBAER

T CVCA i FH 1 25 50 2 B ISR AR 4k, IRt 454 A CVCA BEHEIF T . CVCA BEBAIE P04 20 FH LATT Y CVCA
B4, BIEAA BT AR H IR CVCA S5 4H . B2 i v 8 75 AR FR U2 1) AU B IE 1578 N 3 o i LB AT A

BT HL IR A R RE A i B 2 I IME A L
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E: BF CVCA 43 iEHiAKE (31 Doc9303-12), Eme % % 552 AMAANEEE,
7.1.43.3 X457 HM

BN AL B A A R I CVCA BERGIES, (EARERE 2 IR DV M miE+. v 7 e it S id iy,
R RS AL I {3 FH HL 2 T A

SHETEEA: QORI A BRI B, U B R R O 2 i R AN T i . 2% S0 e R R A
AR CVCA BEHAIETS . DV L+ v i 2 sim ik 5 b A 3 B sRcBniE B A R H 9T 3 A E .

TR RIRIES . WUERMUAR (FHIEAFRAIE 23 (DV) B A 1 L B A AR LAAS CRAT IERRIE S 26 20 H 0 0 4 i e 45
W 28 S E Foo2 HER R . N DV 224 ) CVCA BEBRIE T . DV IE-B A& it i, MMMy .
MBS BN HEI .

Zhi AT LLKS CVCA BERGIEF . DV IEAS M2 S 1k 45 4328 21 42 1 ri i UL S8 24 T 1 SUIAN A7 G A2 SR i L B B 1Y
AR, R 280 AT 5 B RE 4R B2 AT 2 S A IE

i EREHBMBIEL KR REGIES (PATLHMG A AH), RIEERLHER AFH .
7.1.43.4 —BRISIFFEFF
WEFIEAE I P A3 = AN P

1. ERIIE: B4 UAURA R, BRAEIEF & CVCA BEHEIET, BNNEBAR I . 1 SR80 R,
REFF R E

E: CVCA S H i3 e H LR R R A A AR R I8eu ] RAZ T ERTML Y AT B 2169 2L,

2. REPIRZSES: JIRAIE DV IESS, AU 41T H Y, LS AN APIREME (B RIERY R,
WS I EEAE R SRR IS AT 5

3. B U RONEA N AR R B R REAE A W RAE N IR SR A N R T
ANUAEAEAE AR IR T, AR BAT 5l A 28 H AR A

SR i B AR T AN ZE B AR s R E e AU SR T BRAE R S D

BRIEES: HfEE SR EEERSE,
BREES: WG RS T30 DV UEFS o a0 FLAR R 10 24 57 H 391w e 5 A AU n 2030 3 39,

Ban, B R A T A B B, T B A R AR FE AN T CVCA SEHEIE B MIAIE . 72NN Jm Sk
UEASJE, AT LABHBRZE F (S A
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7.1.4.35 IR
DLR B8 UF it B Ayl 3, o] B T30 0FE B . % T NSRRI E S, AR R B BRI AT LA T 25 0
1. HERHEBRKIEIED ER%4Z . RS LAER, WEIE M.

2. WRAEFARZ CVCA BERGIEFS, WIEREIE 2 H 915 5 s B 1) 24 i HIEEAT PR 2R3 H
WE T H AT, ISR I

3. ERIEFAM, WSMNERTOEHAHMENE (BFEMAKRIERT R .

« T CVCA. DV MHER A SmiE+s: HIE-F5 A 2 H 3015 B i B0 2 i AT b, 2R
AT FSH R T AR, K 2 T S e A R H

« T CVCA BEHAIE fTH) CVCA NP INE 22 G A7 il £E 4R 1 FL I A A7 BB AR B3R
SRJE e BT ARG AE A5

o XFT DV AI&SRUE : IR S HTH DV 8 Sm A5, 43 5 T J5 B2 1E 556 31E 5 25 A «
4, TAATREAESE R N A R R S AT S 2E F DABRAIE DV IES,  JF 0T MASAT 5 R B
7.1.43.6 AHRAME

FFANIE B N EA —AMIEBEA AVGFRER (W Doc9303-12), FHAT#ANIFT & (M Doc9303-12, 45 7.2.2.6

BN

o

o UEPEEA NEBEAR IR AR CAMNEA S BRI Rt (H H AU AT B A AN [ 1) 2 5K

LEDIN

o R NRBUBBCRI A e i 8 MR UE 5 ATUA LR 23 TE FRAIE 5 R B AR K 44

N T HEIET A AR B4, SRR HL AU 4 0E+ . 518 DV IEBM 5] i CVCA IEHHh
B A SRNIERI LA /R “and” .

A RS, P B 3 P R AR T
« ARG CVCA:
—  ULEEBSIE T HIE X CVCA MUK .
—  AERUCB L AUEHH S AT, B AR SR AL

— UM A S I TR RUR, A  F b ZUASE P I A5 2 A 0 S L 2 i H 3
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— R T CVCA U5 M BURE S AR CEI RLZIEA REEAD «
HRAER DV:

—  HIEZ CVCA MK DV WU HIE .

— R 2 ATAE I TR) SRR, 8 s H 6 0 2004 FH UE 45 A R0 30 53 HL 24 i 8
— R T DV U A USSR (EI RIS R .

A R 2 2

— UEPBHENEES DV K.

—  WRAE R AER R ZIE T (S0 7.1.4.33 7)), WK AT AN RV, 56 A R
W Z5UASE FHIE 5 25 2% 39 B M 2 il 3

— SRR AR A R T TR E i U7 1] SRS AR -

E: AEPBHFHARBERANIEY BT AL S KDL 7P RIRA 42 (RFU 42)o 2347 FIACRA ],
R R MDA s ST

71437 ANHASAN
HHAIE 3G IEFE P 5N B9 A BH 7K A BN B A4 7R AR Rl FE i o
WRER R OAMIEIE DA ANSE, EREBNIZIEL TN AH.

KAFN: WETE CVCA SEHEA P (1 AR A B AR AN, I HALJ0U 2 S A7 il A2 SR 1 P B KT Y
ffo TR AL H T HdiE Bt 2 BL T %A

o CEWRMERIE SR SR AR AR A G
© ERIWEAMFIEBFAASHENEEAA A AN E R, LITHEL TN
o AEEIREN AR A&,

JE FAANZE F K A SN AT 2 BT B A

5158 N A o DAVAR 12 S 11 G R /S PE VA= S I T = NS ] B ANTIRNS E D W €A A O
oA

FER AL BRINT S, BT .

TE 5 BEIN B AR BRI SE BRZ AT, e ARRE T (R PSO: BAEIEF BAMBINIE) -
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B R R S m AR AE &
L AMFREAUE MR S AR A, TREE AR A,
SN TTEHE: X TR KA UG SR A, BAUFEAE T A S # LR N (2 1 Doc9303-12):
EBRAANSE
UEBFFA N CRUH A B BO
UEFSAE 2% H 34
« UERRAH
o UEBYRE GimE)d
% 7.1.43.6 TR T AR (CVCA. DV i) (1T EANEFRAA A RA BEAL.
E: BHRAENHEXIOETRERA L, TN T AT THE.
715 NMAHLHIERT
LA fiir & Fp 1 S 5 22 4 S — A DA S 28 3 A -
*+  MSE:Set DST
»  PSO:Verify Certificate
*+  MSE:Set AT
+  Get Challenge
+  External Authenticate

FHENEIGUER CV AR (CVCA #EAEH . DV iEH. Zamitf) EEDE 12,
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7.1.5.1 MSE:Set DST
74 MSE:Set DST A T & ilF HIE.
&%
CLA RSk E
INS 0x22 B A
P1/P2 0x81B6 BB BT 2 ARG AT 3R AIE
A 0x83 N4 B R DAL
FERE AP 1SO 8859-1 ZMALAFR.
e &2
A - AUN
REF 0x9000 A ARAE
NG E H R T %48
0x6A88 A KB 5 KA
PRI, N AHATTH .
other B R Yt iR
AREREEH .
Er ERBMERGAETRBIRT RGNS RN R TR B AR E SR,
7.1.5.2  PSO:Verify Certificate
54 PSO: Verify Certificate H T4 iF fl 5 AAE 15
Eihg
CLA Lk e
INS 0x2A AT 2 AR
P1/P2 0x00BE IOAIE H R IE TS .
A 0x7F4E JE 45 JE T DA
F IS E 09 E P E L,
0x5F37 -4 B
B ERIER A L
A 2
B - (TN
REF 0x9000 W HLAL 32
R ERIIEAEFE S A A,
HoAh HRAE £ AR KB
TIESENAH B, EPREEZ).
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7.1.53 MSE:Set AT
{4 ] MSE:Set AT #4725 IF B P1/P2 %8 A4 0x81A4 Fox, W FF.
&%
CLA RSk E
INS 0x22 R E e N
P1/P2 0x81A4 L AIE :
A 0x83 NG AL R B B DAL
ZHARXT SR T H 1SO 8859-1 4Ail 44 R ik 33 £ v 1)
VNCGER
Al &2
B - AN
REF 0x9000 A
WL EL Ak i B Fa 451
0x6A80 §A AR F BP0 5O B
FVEANZ SR I G R
0x6A88 A KB 5 KA
51 B AT H
HoAth Ak R Al R R
PRSI R A R L
Er ERBAFERGAETRBERT RGNS RN R T B iR E SR,
7.1.54 Get Challenge
Eihg
CLA Lk e
INS 0x84 Get Challenge
P1/P2 0x0000
Him - (TN
Le 0x08 DA
e 2
Hs rc 8 AT FEALYE:
RAFH | 0x9000 F AL 2
HAth Ak A AR X4 R
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7.1.5.5 External Authenticate
&%
CLA RSk E
INS 0x82 ANEBINIIE
P1/P2 0x0000 A EVARRS B .
A L 24 L
Al 2
B - (TN
REF 0x9000 AR
INEEE o AR 4 A B 36 EIE 15 18 BRI T X 20 2 05 R AR
0x6300 =4
AP AN N
0x6982 ZARERBL
IR SR, DR SR 283ty 24 J1F R OCUE R A AS e vl FH A e (i, 28 iA e 2248
PATED.
HAh BAE & oA R 4R
UNIERE

7.2 HEYIHEHERIME

N BR A5 i) FeAd AR AL, B T DO EATTHEAT DN o D9 RENS i I 1 it , 206 R G0 AU 4% A B
TInEs g SR AN E T (03 B AT [ B AT, AEASTIF T B 2 9

X HAR AR AT BEAT R4, BOR T IR AR IINE, B3R A5 2 T LA [ SO0 7 2 IO

8. BERARZ

N T SCRET R A DI REMeMRTDSEHLIK) 5E LRI, 46 28 G0 096 2 FE L 5 bk 2% AF o

8.1 EAialzH

SCHRFBACHI 06 2R G0 006 /2 R ik Sl T 2% -

1. HRARGNAENEPREFSRBMRZ TR AR R AT B8] (KenoHIKmac) o
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2. HIPHABACHIeMRTDIRMEA T R4, WM HH L@ INKEEEE T INEN, ZR%
FIAR A 5 R4 3 R IR BN .
8.2 OLIAEEIEI Y
Y HFPACERI 6 22 48 06 200 /2 N 41 Se e 564k
1. B RSG5 0 MSZPRE 3R BLMRZ F1/8XCAN
2. HIPHABACHIeMRTDIR AT R4, WM HH L@ INKEEEETINER, %24
FIAR A T R4 A7 TR R L
8.3 MTEMIAIE
N T XA AEeMRTD AR 32 fih 242 B L B (K BVE BEAT W B IAE, B0 R4 T B 1 S R [ a2 i HLR 1) 35 4H
1. M TEANEREBE RN, FEHRELCAIEFHEMIEF FHRI AR S BN 22 i T2
ARG

2. B, WTEANERKESEE R, IEAFEAE IR (Cos) BUIES: L IREUHIAHSCAE B M
LT B RS

FEAS 28 I B2 AR ) FE X 25 4 CA A i, Bl BRI AUE AT A% 3 4 o

FEAE FAUEAF 24 AU (Cos) IRUEIEMF 2N RSOp 1, EI R G NAE I E K & 4 CARPIZ I HA
%o

@3

BEAh, A6 ARG AT SRR R (P R .

8.4 EZNIAIE
A RGO EBAER SRR AT IER .
IR RYCFF EBAE, ZOREL R AR EETIMRZ B

GRE R R G SR ESINE, B R G N SCRR 6. 17 P A K E S A IE R
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8.5 HIAIE
EEL S WU PUYARINTIR:OF-E S Pl prd i
IR EL R GSCRRE FNE, EORER RS H LRI MRZEIGES -

IR AR RGOSR AIE, B RGN SR 556,275 BIr i B AIE B3

8.6 LZumIAIE
U6 28 Gont S DA IE B SRR TR A

WAL KRGS RFZIIME, WERER KRG EG “ & HER RAELARIGE 1. BX RS20 T
HDV L & il .

IR AR RGOSR NI, A RGP B SCRFER 7. 1795 i (1 28 s A E PR o

8.7 R4 YMHERMEE

AR PR AT 25 A A MDA B e T IR R N AT, et S IR — 15 S B [ X e R O
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9. EAME
9.1 MZIBZEFRIE (ASN.1) 2549

H¥E 45 M subjectPublic KeyInfoflAlgorithmIdentifieriE XU F:

SubjectPublicKeyInfo ::= SEQUENCE ({
algorithm AlgorithmIdentifier,
subjectPublicKey BIT STRING

}

AlgorithmIdentifier ::= SEQUENCE ({

algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL

}

parameters [ EA&(E BRI IL[X9.42)F[TR-03111],

9.2 KT XHFHMLAMZFHFHINRAIER

ASN.1H#E 45 SecurityInfos N i ML FHLBRATUE AT fe gl DARWISCRR 22 bl . Bd 454 H

(SVEIE IR
SecurityInfos ::= SET OF SecurityInfo

SecurityInfo ::= SEQUENCE ({

protocol OBJECT IDENTIFIER,

requiredData ANY DEFINED BY protocol,
optionalData ANY DEFINED BY protocol OPTIONAL

SecurityInfollZ MW & MITRA T X:
o BERIRIRfFprotocol 4RE SCRFIITML.
«  JF A requiredDatafl & WHILREE BB HIPE R .
«  JFAHoptionalDatafl & WK E B FRPEHEE .

PACERIZEER

HRXNSCHRFPACE, SecurityInfost[fF T 415i:
o WAEDH - MERRE S PACEInfo.

. ST RS — D BRI S H4E, DAOFEPACEDomainParameterInfo,
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AA (EFNAIE) REER

W SR H LB R AT UE A B oK F ECDSA CHff 5] i 46 30 7 %5 44 B0k ) 28 44 VL kAT F 3k,
SecurityInfos# i $fisecurityInfoshi:

. ActiveAuthenticationInfo
CA GERINIE) REER
AR SCHES FNE, SecurityInfoshl & 4.

. WERSE-MEHRASSEChipAuthenticationInfofAHRM 1]
ChipAuthenticationPublicKeyInfoo.

KIHNENREER
e A EIMIE SecurityInfos A VS T4

s  ZE/WPNHE—A TerminalAuthenticationInfo f#{E.
HRINANRLER

Doc 9303-10 5305 3.11.2 & WUE A& B3 A S BEE.DIR K487~ R HFE P W SRAFAEAT A
LDS2 MR, Wz £ #F K. BT EEDIR WAZ 4, RIAT g, #ltn, 47 1A IFD KRIlA 1
N, R LDS2 MR, W4t EF.DIR % 4RI A/E N securityInfos.

Hipthil W= 2E2

SecurityInfos AR I SCHF HAM P SR AL ILARAE S M PN, #5960 2 48 al BOETARAT R AT

9.2.1 PACEInfo
R S R R AT S BIPACER LIS B

« BEbRiRffprotocol Mk E B M MIGE (HIEPRE, XREMEMMAC) .
«  versionfREMBRA . AL FRA2.

«  B¥parameter Id Ml TRRFBSERRRTT . WEREFHLEIRATIECF S A AR HELL S 5 (Z
JLEE9.5.175) , JFNPACEIRMEZAN kI Z 8, i protocol &*-CAM-* OID (FARFRINTTF)
=, MZifd S parameterTd. A NIEBLST #E4TPACE, parameterID (&
Hobr WA RN B WS A INUE % S M ID, B o 44 It keylD 1)
ChipAuthenticationPublicKeyInfo, HHkeyID&HE T %M F FparameterID.
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PACEInfo ::= SEQUENCE ({

Protocol

version
parameterId

OBJECT IDENTIFIER (
id-PACE-DH-GM-3DES-CBC-CBC |
id-PACE-DH-GM-AES-CBC-CMAC-128 |
id-PACE-DH-GM-AES-CBC-CMAC-192 |
id-PACE-DH-GM-AES-CBC-CMAC-256 |
id-PACE-ECDH-GM-3DES-CBC-CBC |
id-PACE-ECDH-GM-AES-CBC-CMAC-128
id-PACE-ECDH-GM-AES-CBC-CMAC-192
id-PACE-ECDH-GM-AES-CBC-CMAC-256
id-PACE-DH-IM-3DES-CBC-CBC |
id-PACE-DH-IM-AES-CBC-CMAC-128 |
id-PACE-DH-IM-AES-CBC-CMAC-192 |
id-PACE-DH-IM-AES-CBC-CMAC-256 |
id-PACE-ECDH-IM-3DES-CBC-CBC |
id-PACE-ECDH-IM-AES-CBC-CMAC-128
id-PACE-ECDH-IM-AES-CBC-CMAC-192
id-PACE-ECDH-IM-AES-CBC-CMAC-256
id-PACE-ECDH-CAM-AES-CBC-CMAC-128
id-PACE-ECDH-CAM-AES-CBC-CMAC-192

id-PACE-ECDH-CAM-AES-CBC-CMAC-256),

INTEGER, —-- MUST be 2
INTEGER OPTIONAL

9.2.2 PACEDomainParameterInfo

U LB RAT IR0 R PACER Z I RIS B, NI BR a5 R 6 B0, I A 205 BLA I

« BB IRffprotocol Nk ESHNZA (RIDHELECDH) .

+  F¥ldomainParameter N &S 4.

o HPparameterIdd] H T R AMIE S EARRFT W15 B F I RAT IR A VPACERRfit 2 />
ERUSTE 28 m'J%@ﬁ@ﬂﬂ%%%ﬁparameterIdo

PACEDomainParameterInfo ::= SEQUENCE {

protocol

OBJECT IDENTIFIER  (
id-PACE-DH-GM |
id-PACE-ECDH-GM |
id-PACE-DH-IM |
id-PACE-ECDH-IM
id-PACE-ECDH-CAM) ,

domainParameter AlgorithmIdentifier,

parameterId

INTEGER OPTIONAL

Er WFWIRRITIEH SR TEIBFEZANERBARE (FSATIBRREERBAEAKRE) . £XMHF
AT, /M PACEDomainParameterInfo ¥ 4§ £ /718 4 o
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PACEDomainParameterInfo & IS HEANZLET N, WTREA LS. FHAZENPACESEE
SR AT I S . T LR T UE AR A RR R 9.5. L9 ML E I 2 b — M E I S HUE . BERARSA
P38 F BT WL R AT UE A O S At ) BRI 240, BRAEE 0 2R G0 B A A TE X L3 S 4R 2 42 11 .

I B A BH 5 E N B SO A BREREAT S8 . K T4 1) B0 245 BT 2 W58 9.4.5715 .

9.2.3 PACEXKAHRIRTHF

PACEf# FI & AP IRTT A 5 fEbsi-de M

bsi-de OBJECT IDENTIFIER ::= {
itu-t (0)
reserved (127)

BUER T IR FIRIRR:

id-PACE OBJECT IDENTIFIER ::= {
bsi-de protocols(2)
}

id-PACE-DH-GM
id-PACE-DH-GM-3DES-CBC-CBC
1id-PACE-DH-GM-AES-CBC-CMAC-128
1id-PACE-DH-GM-AES-CBC-CMAC-192
1id-PACE-DH-GM-AES-CBC-CMAC-256

id-PACE-ECDH-GM
1d-PACE-ECDH-GM-3DES-CBC-CBC
id-PACE-ECDH-GM-AES-CBC-CMAC-128
1id-PACE-ECDH-GM-AES-CBC-CMAC-192
id-PACE-ECDH-GM-AES-CBC-CMAC-256

id-PACE-DH-IM
1id-PACE-DH-IM-3DES-CBC-CBC
id-PACE-DH-IM-AES-CBC-CMAC-128
id-PACE-DH-IM-AES-CBC-CMAC-192
id-PACE-DH-IM-AES-CBC-CMAC-256

1id-PACE-ECDH-IM
1id-PACE-ECDH-IM-3DES-CBC-CBC
id-PACE-ECDH-IM-AES-CBC-CMAC-128
id-PACE-ECDH-IM-AES-CBC-CMAC-192
1id-PACE-ECDH-IM-AES-CBC-CMAC-256

id-PACE-ECDH-CAM

id-PACE-ECDH-CAM-AES-CBC-CMAC-128
id-PACE-ECDH-CAM-AES-CBC-CMAC-192
1d-PACE-ECDH-CAM-AES-CBC-CMAC-256

identified-organization (4)
etsi-identified-organization(0) 7

smartcard(2) 4

OBJECT
OBJECT
OBJECT
OBJECT
OBJECT

OBJECT
OBJECT
OBJECT
OBJECT
OBJECT

OBJECT
OBJECT
OBJECT
OBJECT
OBJECT

OBJECT
OBJECT
OBJECT
OBJECT
OBJECT

OBJECT
OBJECT
OBJECT
OBJECT

etsi (0)

IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER

IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER

IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER

IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER

IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER

{id-PACE 1}

{id-PACE-DH-
{id-PACE-DH-
{id-PACE-DH-
{id-PACE-DH-

{id-PACE 2}

{id-PACE-ECDH-GM
{id-PACE-ECDH-GM
{id-PACE-ECDH-GM
{id-PACE-ECDH-GM

{id-PACE 3}

{id-PACE-DH-
{id-PACE-DH-
{id-PACE-DH-
{id-PACE-DH-

{id-PACE 4}

GM 1}
GM 2}
GM 3}
GM 4}

1}
2}
3}
4}

M
M
IM
IM

1}
2}
3}
4}

{id-PACE-ECDH-IM 1}
{id-PACE-ECDH-IM 2}
{id-PACE-ECDH-IM 3}
{id-PACE-ECDH-IM 4}

{1d-PACE 6}

{id-PACE-ECDH-CAM 2}
{id-PACE-ECDH-CAM 3}
{id-PACE-ECDH-CAM 4}
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9.2.4 ActiveAuthenticationInfo

W LR AT UE A8 v SR FHECDSASE 4 B SE I £ ANIE, HL AL RAT UE AR 8 3@ 8 2 s 45 A s
H14HHISecurityInfosWIEE FFlSecurityInfolil:

ActiveAuthenticationInfo ::= SEQUENCE ({
Protocol OBJECT IDENTIFIER (id-icao-mrtd-security-aaProtocolObject),
Version INTEGER, —-- MUST be 1

signatureAlgorithm OBJECT IDENTIFIER
}

id-icao-mrtd-security-aaProtocolObject OBJECT IDENTIFIER ::=
{ id-icao-mrtd-security 5 }

KT signatureAlgorithm, MAFAH[TR-03111]4 & LI EMAFRIRFT

E: X T EHRAFIRFid-icao-mrtd-securityf£Doc 93035 LA % 10352347 7 2 o

9.25 ChipAuthenticationInfo

AR AR P0G T SE M A AR RS
© FARIRfFprotocol Mtk E EAE M A FEIE (RVE IR, XNAEHLAMAMMAC)
o BHersion (RA) PifgE Ml HIRA. HAET, ARG SHFRRAL

o BHkeyid CEPHMRFT) WTHREIAME R IR R B 7 LS RAT UEAR S 3R 2 AN
FOANIEASE, W25 Hlkeyld.

ChipAuthenticationInfo ::= SEQUENCE ({

protocol OBJECT IDENTIFIER (
id-CA-DH-3DES-CBC-CBC |
id-CA-DH-AES-CBC-CMAC-128 |
id-CA-DH-AES-CBC-CMAC-192 |
id-CA-DH-AES-CBC-CMAC-256 |
1id-CA-ECDH-3DES-CBC-CBC |
id-CA-ECDH-AES-CBC-CMAC-128 |
id-CA-ECDH-AES-CBC-CMAC-192 |
id-CA-ECDH-AES-CBC-CMAC-256),

version INTEGER, —-- MUST be 1

keyId INTEGER OPTIONAL
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9.2.6 ChipAuthenticationPublicKeyInfo

PR S IR A — NS A VAEA ST, SR A AT B HLEIRAT UEAF O R AR E WS B EAT PACERT A9 .
« BEFRRffprotocol MR E AP (AIDHELECDH) .
. F%)chipAuthenticationPublicKeyN W& wmiL )5 A% .

o B¥keyIdW HTRAMBAGIRIRRT . WOR B FHLURIT RS R 2 NS VAEA S, 5
B TR S ) GEBUS PACE, W2 F ke yId.
ChipAuthenticationPublicKeyInfo ::= SEQUENCE {
protocol OBJECT IDENTIFIER (id-PK-DH | id-PK-ECDH),

chipAuthenticationPublicKey SubjectPublicKeyInfo,
keyId INTEGER OPTIONAL

E: BT AERATIEMH SR T AR ZANAGERGEE AT (SR TIHRRA LA A REARL) o £XA

BT, LA EChipAuthenticationInfof*ChipAuthenticationPublicKeyInfo¥ 452 Kb
EAAIRT o

9.2.7 ERINEREIRIAF

JAE T 5 B AR FR IR AT

1id-PK OBJECT IDENTIFIER ::= {
bsi-de protocols(2) smartcard(2) 1
}

id-PK-DH OBJECT IDENTIFIER ::= {id-PK 1}
id-PK-ECDH OBJECT IDENTIFIER ::= {id-PK 2}
id-CA OBJECT IDENTIFIER ::= {

bsi-de protocols(2) smartcard(2) 3
}

id-CA-DH OBJECT IDENTIFIER ::= {id-CA 1}
id-CA-DH-3DES-CBC-CBC OBJECT IDENTIFIER ::= {id-CA-DH 1}
id-CA-DH-AES-CBC-CMAC-128 OBJECT IDENTIFIER ::= {id-CA-DH 2}
id-CA-DH-AES-CBC-CMAC-192 OBJECT IDENTIFIER ::= {id-CA-DH 3}
id-CA-DH-AES-CBC-CMAC-256 OBJECT IDENTIFIER ::= {id-CA-DH 4}
id-CA-ECDH OBJECT IDENTIFIER ::= {id-CA 2}
1id-CA-ECDH-3DES-CBC-CBC OBJECT IDENTIFIER ::= {id-CA-ECDH 1}

id-CA-ECDH-AES-CBC-CMAC-128 OBJECT IDENTIFIER {id-CA-ECDH 2}
id-CA-ECDH-AES-CBC-CMAC-192 OBJECT IDENTIFIER : {id-CA-ECDH 3}
id-CA-ECDH-AES-CBC-CMAC-256 OBJECT IDENTIFIER ::= {id-CA-ECDH 4}
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9.2.8 TerminalAuthenticationInfo

SRR 2 R b A R SRt 25 A IE O VRS

© XEFRRAT protocol MIHAE M A umIAENL, PIYRRE fPMSCRT BERR I 8] A7 A .

© B version MEEMMMARA. HAT, BCRIVESCER 1 A, iHER, [TR-03110] 5 ERA E

ST RIS 2 B, X T AR ) YE .
TerminalAuthenticationInfo

protocol
version

9.2.9 RIFINIEX RFRIRFT

JSZAE FH BA R 5 RAR IR

id-TA OBJECT IDENTIFIER
bsi-de protocols(2)

}

id-TA-RSA

id-TA-RSA-PSS-SHA-256
id-TA-RSA-PSS-SHA-512

id-TA-ECDSA

id-TA-ECDSA-SHA-224
id-TA-ECDSA-SHA-256
id-TA-ECDSA-SHA-384
id-TA-ECDSA-SHA-512

9.2.10 EFDIRInfo

=

smartcard(2) 2

OBJECT
OBJECT
OBJECT

OBJECT
OBJECT
OBJECT
OBJECT
OBJECT

::= SEQUENCE ({
OBJECT IDENTIFIER(id-TA),
-—- MUST be 1

IDENTIFIER
IDENTIFIER
IDENTIFIER

IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER

{id-TA 1}
{id-TA-RSA 4}
{id-TA-RSA 6}

{id-TA 2}

{id-TA-ECDSA
{id-TA-ECDSA
{id-TA-ECDSA
{id-TA-ECDSA

Hem ai B3 7 SR S0 B WA SCAF EF.DIR WA S BRI A

EFDIRInfo SEQUENCE {
protocol
eFDIR
}
1id-EFDIR OBRJECT IDENTIFIER ::={

id-icao-mrtd-security 13

}

OBJECT IDENTIFIER(id-EFDIR),

OCTET STRING

2}
3}
4}
5}
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9.2.11 TR EE

RRARHIM AN S RSB S RE, P HLERATIE A A N A it securityInfos (X
By ) 38 FH 4544 W.Doc 93035 345510354 ) -

WIER LR AT UE AR 8 7 SCRFPACE, U 32 321 A A8 25 1 S A EF.CardAccess & L 2 (1), I HLV
S5 PACERT L FEHIAH K SecurityInfos:
— PACEInfo

— PACEDomainParameterInfo

g

—  ATPHLERATUE AR SRR S R IR BAT FIPACE, 2K
— BT HLBEMRATIE AR R SRR S A IE, B

—  HFHLEEARAT UEA R SRR A SO R RS o AEE

D 3 S A, ) SO EF. CardSecurity /2 A ),

FHMNAE FHlsecurityInfos:

— SBHANETAFERIChipAuthenticationInfo

—  PACE-CAM/:t FMIEFT b FIChipAuthenticationPublicKeyInfo
— A A ET L FE i TermninalAuthenticationInfo

— W EAAEZ A AL RAT IR S B FEFDIRIn o

— EF.CardAccessfl & fJSecurityInfos.

o ISR FHLERAT IR SCRE R AT 8 AR RO RIPACE,
o UHFHLEIRAT UE R AL S I S DG4 L B,
o HTFHLEIRATUE RS A SR ML R AT IR A N R A I 2 e, B
o HTFHLEIRATUEARE A SRR ML IR AT UE A S R 7 A 8 E,
HHMAE FHlsecurityInfos:

— OHINEFTLFEFIcChipAuthenticationInfo

— OHINEATL T FIchipAuthenticationPublicKeyInfo

—  ZRiRMET Y B TermninalAuthenticationInfo

— EF.CardAccessH B & fiSecurityInfos.
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SecurityInfos 4 % (4 $§ DOC 9303 5 3 4 # Kk # HH 1Y EF.CardAccess fit 2 & 1)
SecurityInfos) MNANIMEMELE B THLELRAT IR M EF.DG14 (J.Doc 93035 551048
AL

AL AT 2 A A securityInfos.

E: RAR B AEEF.DG14 ¥ & SecurityInfos 4o EF.CardSecurity 49 A 9 M W 4% 3 A I 54 £k, 12 L4+
EF.CardAccess& A #4789 .

9.3 NHAWYEIEE T (APDUs)

931 ¥ERKE

WA IR S (B, ANH. 24 BRAN, Al A AR S Vs B e, DMz
P RIES B HLBRAT IR B o R T R K B AR B WL [ISO/IEC 7816-4].

9.3.1.1 W -FHIERITIEHS R

KT PRI RS, W R SCRR A A 28 R EIRFE 0 e Sk s H K g

BEAHY B, YIRS A N R R K . R LSRR A SRR A, A
FE[ISO/IEC 7816-4]H L& [ATR/IATSE # EF. ATR/INFOH £ B

90.3.1.2 #3%

X2k, XY RKEN SRR ER . B4 ZET /T, 2o NS & LR AT UE AR A
ATR/ATSE# EF.ATR/INFOH & 5 R T F R K E . &g A5 BR T 5l 2 2 AP S P o iy
FEKFE, BRAEE T HUSARAT RO (RS i e AR H 22 00 X K /NEATRIATSEREF. ATR/INFO A BF B i BH

. MSE:Set KAT
+  GENERAL AUTHENTICATE

932 itk

A5 A2 T GENERAL AUTHENTICATEM 4, LUK & ZI FIPACE WM SE it iEHe il K . v &8 A5
HFHALEK, BRAESHAE MR R. T a8 iEE ILISO/IEC 7816-4].

9.3.3 HIEMHR

i 4> B R APDU R 3 2 0 25142 HE AP DU A Hhify 1 1) B A S 80308 S8 ) 8080 o 52



56 PLEEIRITUE1F

E: ANBRMEI L B R, AR T X LA ay ZARFE, e MSE:Set AT/GENERAL
AUTHENTICATE. {22, {£PSO:Verify Certifcate &4~ 69 LT & X FH, BAMERRE, WF2E L.
94 NIABEIR

PNHBHEX S8 — AN EHALIBERTLVE M, A& — MNEAPR IR LMK EERE R A A HBAROXTF49
BB R SRR e BE X %

o FUARIRFTR N EE R, A LA (R BN SCRE SRR 5O, B R
o ENOORPEBHE N R B AARIRATE L BE AEMNES .

AR o AP 0 2 S e X A R R 0 T

9.4.1 BUERNTREmL

TEFF 5 BT e ok ] — b B OR G fiise) B\ R eh o BT\ 719 e e, BIAS
A5 FH 5 515 (B D9 OX00 ¥ 1) )\ L 515

DG TG 2 5T, AR [TR-0311 1] FH oA s 47 i L

9.4.2 RSAN%A

RSA A ELE AR RANZR 9 Fros . B0 S =2 [ 5E ) .

#&9 RSA %A

HENR 1= ¥R e it CV iAIE
X GARIRFF 0x06 X bR RTF m
HEhiE n 0x81 X GARIRSF m
AILIREL e 0x82 X RBRRST m

9.4.3 Diffie Hellman/A4A

DHA AL A X R L2100 Hdl s G 2 [ e 1«
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#*10. DHAAKENR

BRI R 7S % 3]

HARFRIRRE 0x06 HARFRIRSRE
FAE p 0x81 T 5 8E
TFREIT q 0x82 TFF5 44
KA g 0x83 TFF T B
NGELIEN y 0x84 T 5 8E

i BREHSRARS SRR T BBEY, FHHRDEREERTRR D, BpLHAMA0X008 &4
FH. KR, DHASSBD G MK L&D TEHO KA.

9.4.4 MHEIHIZAA

R I TR 2 AP A I BEX . BARXT RIF R B ER, A RIS EL AR TR T
AN EAT, B A ETE, AR B

%11 ECDHAHRBIEXRR

EETPOEA ¥R FRE e 3}

BARBR AT 0x06 BAARRFF
R p 0x81 TofT 5 5%
R a 0x82 ToRF 5 B4
FRE b 0x83 TP 58
B G 0x84 R
B SIRT r 0x85 TofF 58
AN Y 0x86 A1 i 28 R
R f 0x87 TP 58

9.45 I&mETA%A

XFIER AT, &Sy Cm. Hik, RAWSCAYE, HDiffie-Hellman A4 1 A S Ey ARG
[ 28 A A A SY, TR T8 L SO e Bt 5t o s R s A
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Er EBOTIE I ANMAZATIRGE. 3 FDH, B A E &8 FAUERATIEA S K 4o il LPKCSH3IE # 42 4449

BAKE 56912 8,
9.5 HHBH

& 7 PACEInfofl & IS LIS, GBS EAlgorithmIdentifier P4 (S HHELLT)

{EPACEInfol, R12m R IFRENLINSHAIDT B 25| . PACEDomainParameterInfoffiifH
WIS AL FH PR AL S H TR B 1D .

951 FnERESH

ROZAEH N RATR RIS EID . BRI S S AR IR S B B 1D

NEZAE R A AR RS 5 B AR IR AlgorithmIdentifier (ZWE.1HT) WM RUEMLIR S

standardizedDomainParameters OBJECT IDENTIFIER ::= {
bsi-de algorithms(l) 2
}

fEAlgorithmIdentifierW, ZEARIRIRFTA] 5 FHRIT HIARHEIL IS BAND RS, AL S 1E% M br
HfFalgorithmIdentifier#, Plparametersf#ft.

F=12 tRERIESH

FRIRFF BFR Ky (BD) | KB &%
0 1024-bit MODP Group with 160-bit Prime Order 1024/160 GFP | [RFC 5114]
Subgroup
1 2048-bit MODP Group with 224-bit Prime Order 2048/224 GFP | [RFC 5114]
Subgroup
2 2048-bit MODP Group with 256-bit Prime Order 2048/256 GFP | [RFC 5114]
Subgroup
3-7 RFU
8 NIST P-192 (secp192rl) 192 ECP | [RFC 5114], [FIPS 186-4]
9 BrainpoolP192r1 192 ECP | [RFC 5639]
10 NIST P-224 (secp224rl) * 224 ECP | [RFC 5114], [FIPS 186-4]

11 BrainpoolP224r1 224 ECP | [RFC 5639]
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FRIRTT R K () | %R 5%
12 NIST P-256 (secp256r1) 256 ECP | [RFC 5114], [FIPS 186-4]
13 BrainpoolP256r1 256 ECP | [RFC 5639]
14 BrainpoolP320r1 320 ECP | [RFC 5639]
15 NIST P-384 (secp384rl) 384 ECP | [RFC 5114], [FIPS 186-4]
16 BrainpoolP384r1 384 ECP | [RFC 5639]
17 BrainpoolP512r1 512 ECP | [RFC 5639]
18 NIST P-521 (secp521rl) 521 ECP | [RFC 5114], [FIPS 186-4]
19-31 | RFU

* IR A A R — A

952 EAESH

DHEECDH) Z AR bRIR fF dhpublicnumberi{ecPublicKey N4 B T 5 FAlgorithmIdentifier
(ZWH9.175) WH RIS

dhpublicnumber OBJECT IDENTIFIER ::

iso(1l) member-body(2)

ecPublicKey OBJECT IDENTIFIER ::

iso (1) member-body(2)

ansi-x942(100406)

ansi-x962(10045)

number-type (2) 1

keyType (2) 1

SO G i 2R B, 4 S B JfE ECParameters &5 M) O B i i, 1F N parameters @ & 1E
AlgorithmIdentifierP, HIATREH TR LM AMAISE.




60 PLBERRAT UF1F
9.6 HAMEEE
ZIE SRR R R B 45 HDiffie-Hellman Al Elliptic Curve Diffie-Hellman £ 1) 75 :
=1 BRAWEEE
Bix/R DH ECDH

AW R Sk [PKCS#3] ECKA [TR-03111]

X.509 2 % 20 [X9.42] [TR-03111]

TLV A8 TLV, ZW59.4.37 TLV, ZW%9.4.47%

I B A BB IE [RFC 2631] [TR-03111]

9.7 EHAIREMH

9.71 ZEHRIRERY
FAHYRAE KD (K, c) 58 ST
BN HETHHA:

o JEEMEHEK CBEFD

o R2fumEI e BRI R (LD
Wit B2 R I
ENE: AT FHIBNME:

*  keydata=H(K | c)

o iikeydataft] )\ o7 ZH 5 e

HPIIRE B BKDF(K,0) f E— D S T H() & s B e 28, BV RO R 800 o7 4 KT 08 IR A 2 4
MR HOEIME SRR B3 v D05 7 e e

E A FRBKKRE R ANZAFT T $ Ao R F A8 TECKA[TRO3LLL] A Ak, M &A% A 4 Ak S AIX A AT
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9.7.1.1 3DES

N T IRA 12861 (R ZH BRI AT Z 11247 ) 3DES [FIPS 46-3]454H, N1# FH &% & B SHA-1 [FIPS 180-2],
HDIGHAT T HVEIN L IR

«  ffiHkeydataf11 58/ J\ i 2 ¥4 likeydataA, fd FHkeydata 1942161 )\ i 41 2H plckeydataB;  FHiAth /\
PAAEH

« % keydataAFlkeydataB 1 77 {2 50 A LS B IE AR I IDES % 8H GEREEPERDD .

9.7.1.2 AES
RNURHE12817AES [FIPS 19715 4H, Rifd FHEL S A EUSHA-1 [FIPS 180-4], JF A AUdkAT FAIE4NT IR
«  ffiHkeydatalJ1 42164 )\ 14 HoAth )\ ALZHAMEH

IRAE192467 F1256 2 AES [FIPS 197124, M A% FISHA-256 [FIPS 180-4]. N5 19267 AESE4, Wb ZidkAT
NHNESME TR

o flifkeydtafy122240 )\ 2 Hofth )\ HAE T

9.7.2 EHFEAIGE] A

IR AR (KD TR XU H3DES % A 7 i SAE A FE A W] 8 Kene = KDF(K, 1) fllKmac = KDF(K,2)H
fEH .

9.7.3 PACE

I KDF«(m) = KDF(f(n),3) S A% SR AL R E, AR H 2 miR A2 N %41 . 1445 7 041 9hid, Al
K= f(ﬂ',):

F11 OSHwB

A< YmHg
MRZ SHA-1 GEMFS || AR || BiEEED
CAN [ISO/IEC 8859-1] =7

E: AVEMINS IR S LA R B IEH S, S TIEH SRR I AN FHEOTD 1R E4, B4 55 24
FFBEANIER T ARKEFREELR, ROFERLTH. 7 LDoc 9303-55 L4 54.2.27 697E)).
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9.7.4 ZLBEMNEH

I FH 285 5Kk A] 73 55138 i KDFene(K) = KDF(K,1) FIKDFwac(K) = KDF(K,2) JRA: Hnas 35 5 IE %540 .

9.8 RLI\BIM
9.8.1 SIEREN

AW B, SRR EaiE, 2 E S (RIEBAC. PACESE: F A UER L
S DI

45BN T-3DES[FIPS 46-3]Ei# AES [FIPS 197] AUbnas- A iR scsl, ENHE7E. Insssds, BEE¥s
A BN B NN BT IR T8 . S H R 289.7. 1715 ik il 35 AH YR A s BUUR 2B

E: AABFHRZAEBMERLT, BHKEHGINEDSRE B THEMAEL.

9.8.2 XRZEFFIHHR

KIZFHH RS (SSC) NRALFT 58E . SSCHINMKNETH T4 N oHE T HKE, Bl
S F3DESA6467, X AES 12847 .

PERF R i 2 B I N APDUZ B, #FN 8 INSSC, BN AR AR Ex, FEH—n 4 HLSSCIHIE Ex+1.
B — AN B [ SSCHE x+2.

IR E el I, fEFSSC R

o HTEADRE G IH SRS M IH R SSCHEAT R Y. IR IEH T T 210 & P i i
B S A i A AR

o NSSCUEHMIVILEME, 55T 3DESM.459.8.6.3 i fl L T AESIL459.8.7.3 74,

o EABEr RS PIRHTSSCIRY 5 B i 4/ L o

9.83 =IELIE
WA FE 22 A R R R A N B Y B I SCAPDUI ,  FEL LB IR AT UE AR A8 7 A 6 250 By 22 43 i
AR W A8, A HUBRAT UE RO Fr SR P A7 i 1R 2 U B, B 2R 1 A B

Er FAAERER, T AIRRITIES S A T R X E LA,
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9.8.4 SMAPDU (Z£BHMABMHNEIERT) HIHSLEH

SMEHE X G Zitti ST AEH  (WL[ISO/EC 7816-4]) -
«  Command APDU: [DO*85° or DO*87°] [DO*97°] DO*8E’,
+  Response APDU: [DO85” or DO‘87°] [DO*99°] DO*8E’,

24 INS ZEE, NAEH DO87’, 4 INS &N, NAEH DO85 .

FT A SMELHE X R4 25 % FR[ISO/IEC 7816-4] 4115 %€ MIBER TLVHE :iE T 4if% . MACTH S L AL & i A4k k,

[R] e 2 200488 FH 2715 CLA = 0X0C o

B2 % 4l iR, LI SEPMER B ONLe . PR TR B, WK 2 I A X R 5 EAPDUE R 2y, LA

i L R fE -

KISZE T eSS AILe r] OIS OL T, W R 2 0R 37 (1 iy & APDUREAE 9 32 R4 1) fir & APDUI I .
RICHHETTH], W2 ESLDO ‘877 WRLeAFTH], ZHREILDO 977, Jyidt % & MiAG, EUANEE A Lel

PR G B 7B (5 W[ISO/IEC 7816-4] () 5510.47%5)

Ko 7 AEBEE T RIS OL T, DR R 2 OR 57 AT B APDURE AR O 52 R 47 I Wil ML APDU L R . 2R TE

BT, W Zr%ES7.DO 877,

9.85 SMSHIR
KAETRIEON, B PLRRAT IR R F 2 e fFE a4k,

o AR aCICHE DI B B

o ARERARRICTEMR S — 2 A & I U S 22 B W UR . FEIRXMIBEIL T, RS T UL TE 2 423l 1

K1 LT R [A] .
IR AEIN R, BT IRAT IR 2 R Ak O TR 8 B, JF B 2 17 R ALRR

E: WTRAIFZBAICL LR ENHILFTARE, BRTREEIRFAGTEFTE,
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PLEETRITUE(F

¥k Lo Helh Le
CLA,INS, P1, P2 Le Bt Le
- B 97 B 3 0 1
il k¥ k7 XTI '80°( '00°..'00] Le
Hedf
XX s
pihs | s000 0000700007 | e S 0 | oriie [ w000 on

HEE LR
N

LD

| ]

‘87" L 01 i Hi 4

I

‘SE 08' MAC ‘

‘00" or
‘0000 *

&5

HEEBINSEHHSMESAPDU

#00" FR i
‘00 00" I i < 5



FHN by PR ITIE L 2 65

AR AR B S 7 KR S0

w SW1-SW2
R BE 2
I 7 Bl
Y \ 4 A
2 80°00 Sz
24
i
\i v Y
3DES I AES SW1-SW2
2
v Build DO ‘87’ BuildlpO ‘99’
5P . e it 1 SW1-SW2 %
P \ﬂn \\ 1 1 ¥ i N
87 L 01 i e 18 £ e 99'| ‘02 24 | 80 00,
T A
f1cc
Y
‘87" L ‘01" <encdata> ‘99" | ‘02 S")’Jf‘i"? ‘8E’ | 08 G SW1-SW2
2 4
24
Z AR+ APDU

E6 TEEBINSEISHISMIDR
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9.8.6 3DES T{ft&E=

9.86.1 M

HRYE[ISO/EC 11568-2]K FICBCHL = MEH3DESH %, #lghifk [ &1Vv>40 (REI0x00 00 00 00 00 00 00 00) -
HRAE[ISO/NEC 9797-1]34 78 /7 VL2 8E AT 1 7

9.8.6.2 4 &INIE

SRR G AR H [ISO/IEC 9797-113H B ERS SyER3 AT v 5, Hh &k N H %8 DES, #liGtkm&EIV A0
(8F71) , RHI[ISO/NEC 9797-1$RFE 5 ik 2 AT T . TH EMERS KLU 8 T -

JEIAAIEE . EHEATMACH SH RSN B TSSC CRIEF AT |l

9.8.6.3 R#EFIHHE

XFBAC CGEAV;HEH]) faik T2 48, SSCRF|FHRND.ICHRND.IFD# H M U AR 715 i+
Ji B EE B TR AR -

SSC =RND.IC (4MRAEA X TH) || RNDIFD (AN RICA AT -

TERTA HANE O, RIEFFIEEs NG 46 82 (BI0x00 00 00 00 00 00 00 00D -

0.8.7 AEST{Ef&Ez

9.8.7.1 MmE

W NE R, MARYE[ISO/NEC 10116]H1 % S K Senci#f 4T CBCHENAES [FIPS 197100%, HAIV = E(KSgn,
SSC).

9.8.7.2 4 &INiE

WRAIERF, B FKSuaci#E 4T CMACHE R [SP 800-38B]IIAESIiz &, MACK E N8FTi. HiITMACTHH K
RN ETSSC CRIEFFHITEE) 20,

98.7.3 R#EFIHHKE

RIEFHNTHEES BT aa 8 % (RI0x00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00) »
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[X9.42]
[ISO/IEC 7816-4]
[ISO/IEC 7816-8]

[ISO/IEC 8859-1]

[ISO/IEC 9796-2]

[ISO/IEC 9797-1]

[ISO/IEC 10116]

[ISO/IEC 11568-2]

[ISO/IEC 11770-2]

[FIPS 46-3]
[FIPS 180-4]
[FIPS 186-4]
[FIPS 197]
[SP 800-38B]
[RFC 2631]

[RFC 3447]

[RFC 5114]

10. &EEL (FEH)
ANSI: X9.42, < il 55 A P A 0 HION B i O R A0, 19994F
ISO/IEC 7816-4:2013 R -F — ZEMHIEK K — 4T THMAHHN. w2 d
ISO/IEC 7816-8:2019 WK — S+ — 5 8 ¥4y wAIE/ER A FLE]

ISO/IEC 8859-1:199815 EHiAR — S gmid B 71758 — H1Ms: fi 1 F
RE1S

ISO/IEC 9796-2:20101F B H AR — “L&H AR — HEWEH FEL 7iE— H2i
Gy T BRI

ISO/IEC 9797-1:201115 BHiAR — Z&H AR — WEIMEL (MAC) — 1
A% F 9 4L 25 05 B ML)

ISO/IEC 10116:201715 BEHiAR — &R — nfiisr 1Mz T

ISO/IEC 11568-2:2012& Rl R%y — ZHHEH () — 28 WREE, &
S A TN A iy R

ISO/IEC 11770-2:201815 BHiAR — wa&H AR — SHEH — 5285 FHXTFR
Hi AR ML

NIST FIPS PUB 46-3, ##E &t (DES) , 19994

NIST FIPS PUB 180-4, ZAx#5Ibrift, 20154

NIST FIPS PUB 186-4, #7244 brifE (DSS) , 20134

NIST FIPS PUB 197, @& brdtE (AES) MIRIIE, 20014

NISTHEA HARA)800-38B, KT /0 AH A REATHL U@ : CMACIAIERL, 20054
Rescorla, Eric: RFC 2631 DH# MM 9%, 19994

Jonsson, JakobAlIKaliski, Burt: RFC 3447, AR HE(PKCS) #1: RSA 2554 ML 2R
2.10%, 20034F

Lepinski, Matt; Kent, Stephen: RFC 5114% FHIETFFR#ERI A /DHERZL, 20084F
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[RFC 5280] D. Cooper, S. Santesson, S. Farrell, S. Boyen, R. Housley, W. Polk, RFC 52804/
X509 FHFERE VIt E FH AIIE P53 5% (CRL) #E#%L, 20084F

[RFC 5639] Lochter, Manfred; Merkle, Johannes: RFC 56391 [ it 2k %74 (ECC) Brainpoolfsfk i
LA 2 2E B, 20104F

[TR-03110] BSI: i AR$EFIRMTR-03110: HLIEZARAT UEAF IR i 2 22 A= ML

[TR-03111] BSI: HiAR$e'FHENITR-03111: Ml fhZk % 1S, 2.0k, 20124F

[PKCS#1] RSASLH 2, PKCS#I v2.2: RSAZLFRAE, 20124F

[PKCS#3] RSASZH %, PKCS#3: DHEHIBhiidriE, 19934F

[Keesing2009]

[BFK2009]

[BCIMRT2010]

J. Bender, D. Kiigler: PACEf# R 5 % {41 : KeesingiE 14 A1 & 43 11, 553034, Keesing,
20094

J. Bender, M. Fischlin, D. Ktgler: PACEZ AP Pl e 443 #T: 1SCE i 3%2009,
LNCS, #5735, Springer, 20094,

Brier, Eric; Coron, Jean-Sébastien; Icart, Thomas; Madore, David; Randriam, Hugues;

and Tibouch, Mehdi, A ZCA AT A1) B E i [ ih 25, #5923k e — CRYPTO02010
4, Springer-Verlag, 20104F



F11ER T B RA
RIEMRZIRE IS B1ZARE CGERIE)

AV ], PIEAR SRR R BOERTRE — R AR I P B AT LB B LR AT UE A A SR
AT I o

A7 15 fR B 2 AP 32 B PSR Ao UEAF AT M ] (KenofKmac) HIBEHLPE IR A BRI
ITENE A e T T 2R O B RO B0 BFFAIE AT 5 . H 2R EUIANE L F . BRI, PR B0R % 91 — MR
Wi, JF B 4 sm BRI . SEPRiRg 3 ZEHCR TR 5 B2 . 3 — AR RBUR R IRATIE R U, S PIIN fok
SREERZIN:

o BUEUFf 556407 (3652 * 102 AT RE 1)
o RIS 73067 (3652%369*103FH AT AEME)

R REAESE —MBOL T, AR ESRIESE S A NEENL. 25000, EEEOLT AEA . ARG
HRIEIREOLRZ D, UEFREAYT 10 5 PR SRR aT RESEAR, Biltn, i R RE A AR A R S
B RENS REIEAT 5 5k IR RHK

S AT I 3 1 1) 22 VR IR BRI TE, IR IR TR SRS C “Rs &7 O Ml
PR — AN RSETT M RIALEL AT GRS MERAEFR ¢ “A817 D i,

A YAEIERTHSL (PACE) HIBCTH 2 HISRAR R Z B . PACESREUARX FRE TR A L 2 i T4, HonmiE
SR OB TE 5. G RPACE H1256/ 7 A [ il 2k B 19 AIAES-128 GEF L) LB, iR PIRIRs/v128

AW

7
DAZRUX 43 P A A (A ik -

o ARENNE: X MEL S, RO K B SN i AR I C, i i A 4. A R
SRR AR XN C R P SCTE B R SR BE U TS0ty 2 P Jl Dy T R P B R T T 2 7 ) 8 RS PR BB PO I 1D
FRAE DN A — R 4R SR ], DL AGBATE 49

o BT XA N By, RPSGH AR AN S A AR AR I CROTE DL A P s i . R
PR AR ST 2 TR B B R P ST B R SR, Rl m] BE PRI T 2 18 25 B AR 5 P DL R B A 5

&b
HE/J o

JEREUEE— A5 S, 20 % P i E T 25 A U e % il I PACE I 5% LU L [Keesing2009],  PACE % 15 43 41 il
[BFK2009].






F11ER 7 KRB
ECDHA BBRET S 4RFD (RRHE)

Bl mimBFENSRMEE

FER S H(a, b, p, )TN, Hii(a, b)2#hZ REL, piE SCHZE R R BUR R, H iy
A

E:y?=x3+ax+ b (mod p).

EfI I aifg, HrgR AN RmE, f BOVRE T . PACE v2ERik g FHEE[q]H I S E N EMIT. Figihd
RECT AN, S

o<t<p,

I B [ 52 I 1) Y 1A — A B T E[q]#Y A WI[BCIMRT2010] iR, Aigmbisf piRh2 AL, HUk T Fr A FH o A1
FrRA&R:

o« B2HIRAE AT AARR(x, y) i H AR I pH G S A DL 5
o B3EIBAEFHHE v LLARAR(X, Y, Z) Fir AR ] it 2 A O
ANERATIE R, 1
X =XZ2mod p, y=YZ3mod p

R CE, AR SRR . B, PACE v27ESEHLE S B (A Hh ZLDHEE H15C b BO 1, RERSF
ISR Hh 23 AT R SRR 4 0 (AP Frifl s IS JT 56

IR SRR, 5 S AR R GBS K2 R B RIS S TTHE 7 LE AR AR 1) s S A N 75

VERO T PR B SERE T R U, g i T 25K p = 3 mod 4.

App B-1



App B-2 PLEETRAT IETF

B.2 {5t HREISCIR

FE MR SO IR

WIAN: HZESH(a b, p, f)FIt, fFifH0<t<p
Wl EMFEEE FREQINIIA (X, Y)
5o =-t?mod p

X, = -bal(1+(a+0?) ) mod p
5 X3 = a X2 mod p

1% hy = (X2)%+ a X2+ b mod p

1% h; = (X3)%+ a X3+ b mod p

45U = t3h,mod p

HHEA = (h) P14 mod p

TR AZh,=1 mod pFRE (X, y) = (X2, A h,mod p)
PR SE (X, y) = (X3, A U mod p)

0. fri(x,y) =1If1 (x, y).

©ooNO A WD PG

[EEN

SEHUERE

BABRIEABINTEL, 3R S HAT i 8] B A B e H e
DR
X2 = -bat(1+(a+a?) 1) = -b(1+a+a?) (a(a+a?)) P?mod p
HA ELET iR Mp-2M B RIa 5
LIRTRAFEHp-1-(p+1)AIIBURFIE 5
E: YRIOE 2B AR FIiTAAERE. RS BEKI, RETHFTL, B TELZIFERE,

B.3 T LLALKRAYSEIR

F IR SRR
WA BZSHa b, p, AL, F/50<t<p

Wit : EMREEN FEE[QIN A, Y, 2)

1% a = -t?mod p

157 = a(a+o?) mod p

X, = -bZ (1+a+a?) mod p

15 X5 =a Xomod p

T ho= (X2)*+ a X, Z4+ b Zmod p
H5hs = (X3)*+ a X3Z4+ b Z°mod p
15U =-ath,mod p

A = (hy) PHCD4mod p

WIHRA? =1 mod pERE(X, Y, Z) = (X2, A hamod p, Z)
HNREX, Y, Z) = (X3, AU mod p, 2)
XY, 2) =[1(X Y, Z).

CoNoaR~wd PR

=
= o



FHN by PR ITIE L 2 App B-3

SLILER

BRI, LRSI PAT I 18] Hh 0 R 7R B — BURHE S kg o (AL, W AT i 8] K 22 Se L0y
S AR AR I P £ o

E: BAETFIETIN TR AE L P RI0TF 64 E ik,






F11ERTHIFRC
WEEXE (ERH)

F e — AN T2 LA IR A (IC) A (IFD) 2 (8] §# i) -2 i, o LR
AT UEAE S A A5 BEAIE SR e 5 A SK e -

o ARIE AN BENLIE R AR 19 c BN L RAT IR A
o BUEIRATIEAF S A LARE 44 5=Sign(SKic,c)fF R -

BRI — AR 1] B A R WG AE T LB IRAT UE RO SE B B AEAN RN IDE 20 BT SO RIS 00 T X
THECEAI . BIONZELARMBE T W] %38 1 FCSC RS, B0 b w358 RAE o] 58 =75 MAE T LB ARAT IR AR A 1y T S
BHZHE .

BRI —MREHLAL B, (H 288t BE DL — R CVE URME R CATR) kR 7 A Bz A&, B4, iESKiro
HoR % E S, H

¢ = Sign(SKep,IDic||Date||Time||Location)

e I A IV SRR R 0 25 44 T VR AR B W ) o A4 T PR i Tl SE AR I T I — W R . T 2 A 44 T A
A, 5 AR 2 S RN AR R 2 B PKeo AR T 58 =75 # ATl IR 1228 4 A2 R IR QI T stsh, i T
R LR R AT UE AR5 P e 0 el B8 A0 B P A sk, 5 = J5 W HEWT IR 5 2 F0R . R — R 0E SR 8 I TR) R — 4
b LR R AT UE A FUHY

MARRTT T, 2% AT A T 3 32, Biltn, IEWIEE — N AL EBE ANBL. WIERT %,
XAUESE B BR N GO7 T AT BERGHE A o 452 i T BBV EIFARIR T30 & o, IR T RERT . SoREAEER
TR AT B8 A2 SCHF B BAUEAE AN SO R AT [ 42 ) 1) o LB RAT UE AR e AERXMIB DL, A2 — Lo A B
Bt R, AT A EARBER RS HTAHES, PIRERIBITIERAT R G, AT
PR BRI X — AR, RO S RHIEA R0 B X — m A IRAEAE, (H A DB R FIE R
UENFRATUE P B B b o, o, s 4 =) B iR T

ANFTRESR RO e W, R AR AR ARG 5 N, W AT RER BT, AEANE YT, IR Bt s T RE R
A1 TR AHIE S 22 D BAGANFT 5E . SR STl M AEBOR RV RER, HIX — i s AR AME I B (S AE—

ZomIERRAE G ], B AR A TT 4R B AIE 2 B CA A A LB IRAT R T i B . BRI, i
I K B — A 52 R FERI N B i AN R — A B 4

App C-1






F11ERFMIRD
SEf): BRG] GERME)

D.1 MZE{AFF (Kseep) HEZH
AR — D NN FE Keeed VR AE I 3DESSEEA ) SEH . AFE I AE LA o) 33 81 sz ) — A “ TR

B'J)\:
Kseed = Y239ABOCB282DAF66231DC5A4DF6BFBAE’

HEMZEZESA (c=400000001°) :

1. K seeq HC:
D ='239AB9CB282DAF66231DC5A4DF6BFBAEO0O0OOOOL”

2. T DISHA-1ELA -
HSHA.l(D) =‘AB94FCEDF2664EDFBOB291F85D7F77F27F2F4A9D’

3. T AU I 3DES 55— MIZE — 3 Bl I DES T HIK MKy, (RIBDESHHIRZKAM KoffJIEH) -
Ka = ‘\AB94FCEDF2664EDF’
Ko = ‘BO9B291F85D7F77F2’

4. A R AR A
Ka= ‘AB94FDECF2674FDF’
Ko = ‘B9B391F85D7F76F2’

HEESINERITERE$ (c=°00000002’) :

1. K seeq FC:
D= '239AB9CB282DAF66231DC5A4DF6BFBAEO0000002”

2. T+ DISHA-1EL % -
HSHA.l(D) = V7/8062D9ECEO3C1BCD4D77089DCF131442814EAT0A"

3. TR K Ay
Ka = \7862D9ECE03C1BCD’
Ky = Y4D77089DCF131442/

4. LGk SR v
a= ‘7962DSECEO3D1ACD’
Kb = '4C76089DCE131543"

App D-1



PIEIRITUE1F

D.2 EHEAREZS (KencFKmac) BUIRE

AR T HBL 2R A A s S0
TO2HLEEK . il 5 it 9544

1. FEIMRZ
MRZ = I<UTOSTEVENSON<<PETER<KJOHN<K<K<LLLLLLLL
D23145890<UT03407127M95071227349<<<8
2. RHEMRZE# “MRZIEE”
uEE= = D23145890734 BB = 9
HA H i = 340712 RIGHEAL = 7
Ak H = 950712 KIS = 2
HLEEXAE & = D23145890734934071279507122
PELTEIT,
TD2HLEEX, B 58N 7157
1. FLHUMRZ :

MRZ = I<UTOERIKSSON<<ANNA<KMARIAKKLLLLLLLLL
1.898902C<3UT06908061F9406236<<<LL8

2. WHEMRZE# “HLUEXELR” -
W= = 1.898902C< B = 3
HAE H = 690806 RIS = 1
bk H = 940623 RIEHENAL = 6
HLUZX EE = 1898902C<369080619406236

TDIWLEEX, EH5 89N F47F

1. BEEUHLEE X

MRZ = I<UTOD23145890<7349<<<<<<<<LL<LL
3407127M9507122UTOKLLLLLLLLLL?
STEVENSON<<PETER<JOHN<<<<LLLLL

2. MALEEX Gz “HLEXER”
W= = D23145890734 KIH¥AL = 9
HAE H = 340712 IHEASL = 7
#HukH = 950712 Kb = 2
HLEX(EE = D23145890734934071279507122

B3I,

TDINLEEX, UEAF S9N 71

1. BEHUMRZ

MRZ = I<UTOL898902C<3<<<<<<<<LLLLLLLL
6908061F94062306UTOKKLLLLLLLLKL]
ERIKSSON<<ANNA<KMARIA<KLLLLLLLLKL



FU wfst P T =L

App D-3

RIEMRZ I “ ALk X fFHE”

W5 = 1898902C< BB = 3
HAEH®E = 690806 WIHAL = 1
BUEHE = 940623 WWHAL = 6
HLEZX E5E = 1898902C<369080619406236

THE “HLEEXAEE” FISHA-1LHS:

Hshatr (MLiZX ZE) = '239AB9CB282DAF66231DC5A4DF6BFBAEDF477565"

A 21675 T i K seea:
Kseed = ‘239ABICB282DAF66231DC5A4DF6BFBAE’

RIEEE.7. L/ D L HE I AV M ZEH (Kene FMKmac) :
Kenc = ‘ABO94FDECF2674FDFB9B391F85D7F76F2
Kmac = Y7962D9ECEO3D1ACD4C76089DCE131543"

D.3 SIEEHIAIEMEL

AT SR PEIIAT HE AT 1] $2 6] (K 52 51

B RG
1. MeMRTDIAEE A RICIE K —N8F T BEHLEL:
4 APDU:
CLA INS P1 P2 Le
00 84 00 00 08
1 W, APDU :
M) )z 34 412 15 SW1-SW2
RND.IC 9000
RND.IC = 1'4608F91988702212"
2. AR — N8 T BEH LA — AN 16 F T AL AL -
RND.IFD = ‘781723860C06C226"
Krep ‘0B795240CB7049B01C19B33E32804F0B’
3. %E4RND.IFD, RND.ICHIK ep:
S \781723860C06C2264608F91988702212
0B795240CB7049B01C19B33E32804F0B’
4. F3DES# 4 Kenc NS

V72C29C2371CCO9BDB65B779B8E8D37B29
ECC154AA56A8799FAE2F498F76EDO2F2’

Errp



PIEIRITUE1F

5. FH3DES#H HHKmactT HEiroIMAC GGH ENIERD) -
M1ep = ‘5F1448EEA8AD90A7’
6. B EXTERNAL AUTHENTICATEm &34, ¥ dr 2 APDU K % EeMRTDIEH: il =VIC:
cmd data = V72C29C2371CCOBDB65B779B8ESD37B29ECC154AA
56A8799FAE2F498F76ED92F25F1448EEASADOOAT7’
4 APDU:
CLA INS P1 P2 Lc IR Le
00 82 00 00 28 cmd_data 28

B ML RATIE AR AR 3 A 2K C:

1.

2.

RIS ANIGUE B e, I RND.IC S5 1S BIGET CHALLENGE fir4- B A i BAAE L85 .
AR —AN16 71 I BE LKL :

Kic = ‘OB4F80323EB3191CB04970CB4052790B’
T HEK MK ) XOR:
Kseea = ‘0036D272F5C350ACAC50C3F572D236007

RIEHE.T.1/M XD LM HS1ERE] (KSgne MKSwmac) :

KSgne = ‘979EC13B1CBFE9IDCDO1ABOFED307EAES’
KSuac = ‘F1CB1F1FB5ADF208806B89DC579DC1F8’
RIS s

ssC = 1887022120C06C226’

ZEHZRND.IC. RND.IFDFIK|c:
R = ‘4608F91988702212781723860C06C226
0B4F80323EB3191CB04970CB4052790B"

F3DES# 4 Kenc RN »
Eic = V46B9342A41396CD7386BF5803104D7CE
DC122B9132139BAF2EEDC94EE178534F"

FI3DESZE HAKmactT HEIcHIMAC (H EIANIERD) -
Mic = \2F2D235D074D7449"

B EXTERNAL AUTHENTICATEM MR HE, FFKm SAPDUKIEFI B R4 -
resp data =‘'46B9342A41396CD7386BF5803104D7CEDC122B91
32139BAF2EEDC94EE178534F2F2D235D074D74497



FHA G BRI 22l App D-5

i . APDU :
Nia) )57 250 478 1 SW1-SW?2
resp_data 9000

BRRS:
1. A R ICEFRI B E s, I EhE B RND. IFD A1 A2 A FIRND.IFD .
2. T Kiep FIK c[fIXOR:

Kseed = ‘0036D272F5C350ACAC50C3F572D236007
3. FRAE259.7. 01 /I DL &1 %50 (KSencf1KSmac) :

KSgne = ‘979EC13B1CBFESDCDO1ABOFED307EAES’

KSuac = ‘F1CB1F1FB5ADF208806B89DC579DC1F8’
4, TR RIEFFH RS

SSC = Y887022120C06C2206"

D.4 ZR2EMN

ENIFA ST 255 )5, B9 RGIEFEF.COM CUFID = <011E) , il it 4 A 22 43 il i BUE 3
B P 5 K Senes KSMacHISSC (B4 R AL B 45 3B T4 438

B, KILHEEF.COM, BHUZICAFRIRTIUAN 7, IR E R AL, AR5 B ORI 719

1. EHEF.COM
ANZZARY K i 4 APDU::
CLA INS P1 P2 Lc IR
00 Ad 02 0C 02 01 1E

a) I RTAT, JFHEma S HRk:
CmdHeader = ‘0CA4020C80000000"

b) EFEEE:
Data = ‘011E800000000000"

C) FH K Senc I 2 Hidfs -
EncryptedData = ‘6375432908C044F6’

d) HEDO87:
DO87 = '8709016375432908C044F6’



PIEIRITUE1F

2.

€)

f)

9)

h)

)

HEH:CmdHeader (7 4-#i3k) FIDO87:
M = ‘0CA4020C800000008709016375432908C044F06’

TFEMEE B UERS :
i) SscChni:
SSC = '887022120C06C227'

i) JERESSCHIM, 18N e -
N= '887022120C06C2270CA4020C80000000
8709016375432908C044F68000000000”

i) FAKSwactl-ENAIYE B ETD:
CC = ‘BF8B92D635FF24F8’

#IDOBE’:
DOSBE = ‘8E08BF8B92D635FF24F8’

PRI R IE 52 IR I APDU :

ProtectedAPDU = 1‘0CA4020C158709016375432908C0

44F68E08BF8B92D635FF24F800

P leeMRTD AE#2 ik =01 C i )3 APDU :
RAPDU = ‘990290008E08FA855A5D4C50A8ED9000"

I THEDO 99 HITH B IERS, 3% 1FRAPDU CC:

i) SSChni:
SSC = '887022120C06C228'

i) ERESSCHIDO9Y’, .

K = '887022120C06C2289902900080000000"
i) FAKSwac THHEIESINIED:

CC’ = ‘FA855A5D4C50A8ED’

iv) #CC5 RAPDUMIDOSE ##is 1 th 4
‘FA855A5D4C50A8ED” == ‘FA855A5D4C50A8ED’

BEICAT DY A1 ) A A
AR [ 5 APDU:

CLA

INS P1 P2 Le

00

BO 00 00 04

a)

M HRTHT, R AL lck:
CmdHeader = *0CB0000080000000"

? YESo
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App D-7

b)

d)

f)

9)

h)

)

T DO97’:
DO97 = ‘970104’

#%EH:CmdHeaderf1DO97:

M = ‘0CBO0O00080000000970104"
HHHEMAIMAC:
i) SSChnl :

SSC = '887022120C06C229'
i) JERESSCHIM, 18N 7e -

N = '887022120C06C2290CB0000O0

800000009701048000000000"

iii) FAKSwmacttF BN BINUERD:

CC = ‘ED6705417E96BA55’
B DOSE’:

DO8E = ‘8EO08ED6705417E96BAL5’

Ky It & i%protected APDU (B2 454 (9 52 FH WS Ecd s 7)) -

ProtectedAPDU = *0CB000000D9701048E08ED6705417E96BA5500"

Pl T LB IRATUEAF AR i A CHO R SZAPDU - (2 B S 78D
RAPDU = ‘870901 9FF0EC34F992265199029000

8EO8AD55CC17140B2DEDS000O"

HISTFEDO87 AIDO 99 EFE /I TH BAINER, L6 UERAPDU CC:

i)

i)

i)

iv)

sschni -
SSC = '887022120C06C22A’

ERSSC. DOS7FIDO99’, FEIhnIE 7 .

K=1887022120C06C22A8709019F
FOEC34F99226519902900080"

FAKSmactH 78 BAAERD

CC" = ‘AD5S5CC17140B2DED’

#CC’ 5RAPDUIIDOSE # 4 1F L 45 -
‘AD55CC17140B2DED’ == ‘AD55CC17140B2DED’

ﬂqKSEncﬁgﬁgDO‘gTﬁlﬁ:
RS EHE = Y60145F017

i A -
L=<14"+2=2257

? YESo



PIEIRITUE1F

3. Mm% 5 B AT TR A% 184 11 1 ki 4

AZARIF )2 APDU - (R s 80D

CLA

INS P1 P2 Le

00

BO 00 04 12

a)

b)

c)

d)

e)

f)

9)

h)

W7, JHER Ak
CmdHeader = *\0CB0000480000000
T DO97’:

DO97 = '970112"

“EH:CmdHeaderf1DO97:
M = ‘0CB0O000480000000970112"

THE M EAAED :
i) SSChni:
SSC = '887022120C06C22B’

i) EHESSCHIM, FEHg N7
N = '887022120C006C22B0OCB0O00004
800000009701128000000000"

i) FHKSwacTH SN B AINIER:

CC = ‘2EA28A70F3C7B535’
#3DOSE’:
DOBE = ‘8E082EA28A70F3C7B535’

MIE I K IE 2R IAPDU (N A B e ot .
AR IAPDU = *0CB000040D9701128E082EA28A70F3C7B53500"

B iteMRTD AR I C KM S APDU :
RAPDU = '871901FB9235F4E4037F2327DCC8964F1F9B8C30F42
C8E2FFF224A990290008E08C8B2787EAEAQ7D749000"

BT HDO 87 ADO 99 iEFE HITH B AIANIERS, I6iFRAPDU CC:

i) SSChni:
SSC = 1887022120C06C22C’

i) HHESSC. DOS7’FIDO9Y’, FEHINIE AT :
K=1'887022120C06C22C871901FB9235F4E4037F232
7DCC8964F1F9B8C30F42C8E2FFF224A99029000"
i) FHKSwactt5HIH BIERYS:
CC’= ‘C8B2787EAEAQ07D74"

iv) BCC 5RAPDUDOSE ik EL 5«
‘C8B2787EAEAQ7D74" == ‘C8B2787EAEAQ07D74’ ? YES



FHA G BRI 22l App D-9

|) ﬂaKSEncﬁﬁ%}DO‘87,£&T)§!
fRZHHE = 104303130365F36063034303030305C0261757

EF.COM##E = 60145F0104303130365F36063034303030305C026175’






E1MHMRE
Sl WRNAE GRRHE)

gl MAERARRIC E S HBGE A2 X R (SOp)  (ANEA SEAFE 4 HUET (Cos) ) .
A IR2 MAEF 245 R (SOp) BHUEP%4 4% (DS) .

A IR3 I R GAE R 44 A FHEIESOp.

R4 I RS E R4 CAR L IECos.

W R A ERIMA P RIS UE AT 2 BRI, XA RSO N AR IS 1, JEAlfE &g R A .

%5 MLDS CGEHEEE5HD bz BUH < f e 4 .

Nl

ke THE A R B K

N

A YRT et S AR B 5 SO I AH MBS EAE LR

N

RSP BT MR A R, XA OR BRI P R USRI, BEA B

App E-1






1S HIRF
Sl EFAE (R

ARSI R 515 5E

1. FE B R 0oy AL RSA

2. B PE (K) - 1024437 (1287%)
3. HUH Sk SHA-1
GRS

WL BN A8 TR

RND.IFD = “F173589974BF40C6’

N

AUR2 MEAEER L, IR A2 APDU KA B BT LR AT A (¥ i I C

fir4-APDU
CLA INS P1 P2 Lc S HURE Le
00 88 00 00 08 RND.IFD 00
eMRTDIE#fhzRIC:
HIE3 MR 20 3 i APDUR 5E M2
M, = ‘YF173589974RF40C6’
IR B :
T=‘BC’ (H, SHA-1)
T JOWFETTARTEE) =1
LIRS fiff e K
a. c=k-Ly—8t—4=1024-160-8—4=852{i
b. L|v|1 =c-4= 848’&?
%6 A K A L IO B H LM, -

Mi= 1‘9D2784A67F8ET7C659973EALIAEA25D95B

6C8FI91E5002F369F0FBDCESA3CEC1991
B543F1696546C5524CF23A5303CD6C98
599F40B79F377B5F3A1406B3B4D8F967
84D23AA88DB7E1032A405E69325FA91A
6E86F5CT71AEAS78264C4A207446DAD4E
7292E2DCDA3024B47DA8’

App F-1




App F-2

PIEIRITUE1F

N
~

QIEM:

M=M;i|M;="9D2784A67F8E7C659973EA1IAEA25D95B

6C8F91E5002F369F0FBDCESA3CEC1991
B543F1696546C5524CF23A5303CD6C98
599F40B79F377B5F3A1406B3B4D8F967
84D23AA88DB7E1032A405E69325FA91A
6E86F5CT71AEAS78264C4A207446DAD4E
7292E2DCDA3024B47DA8F173589974BF
40C6”

I8 HEMEISHA-15F -

H=SHA-1(M) = “C063AA1E6D22FBD976AB0FE73D94D2D9

LIRSS R

A

CeD88127'

F=16a’ |Mi|H|T=

‘6A9D2784A67TF8ETC659973EALIAEA25D9
5B6C8FI91E5002F369F0FBDCESA3CECLY
91B543F1696546C5524CF23A5303CD6C
98599F40B79F377B5F3A1406B3B4D8F9
6784D23AA88DB7EL1032A405E69325FA9
1AGE86F5CT71AEA978264C4A207446DAD
4E7292E2DCDA3024B47DA8CO63AALIEGD
22FBD976ABOFE73D94D2D9C6D88127BC’

N
=
o

M EZNIEFAAFINES, T4 -

S='756B683B036A6368F4A2EB29EAT00F96
E26100AFC0809F60A91733BA29CAB362
8CB1A017190A85DADES3F0B977BB513F
CO9C672ES5CO3EFEBBE250FE1B722C7CEE
F35D26FC8F19219C92D362758FA8CBOF
F68CEF320A8753913ED25F69F7CEET772
6923B2C43437800BBCO9BC028C49806CF
2E47D16AE2B2CC1678F2A4456EF98FC9”

LRl NINTERNAL AUTHENTICATER &0 S 504, K41 S APDU & 1% B A 46 R Gt :

i v APDU :

M) Rz #5472 33

SW1-SW2

S

9000

2. mIFEHES (RNDIFD) WA #GRE, HMLZIH IFD A&, Frlsns ik EER (‘6A”).



FU wfst P T =L

App F-3

B RS :

WIR12

HIR13

NG
=
(2]

N
l_\
~

N
=
oo

IR R AL AT i -

F=>

6A9D2784A67TF8ETC659973EA1IAEA25D9
5B6C8FI91ES5002F369F0FBDCESA3CEC1Y
91B543F1696546C5524CF23A5303CD6C
98599F40B79F377B5F3A1406B3B4D8F9
6784D23AA88DB7EL1032A405E69325FA9
1AGE86F5CT71AEAS78264C4A207446DAD
4E7292E2DCDA3024B47DA8CO63AA1EGD
22FBD976ABOFE73D94D2D9C6D88127BC’

WARET, W #

T=1
FEHUEA
D="

FREIM;:

My = *9D2784A67F8E7C659973EA1AEA25D95B

BC’ (i.e. SHA-1)

CO63AA1E6D22FBD976ABOFE73D94D2D9
CeD88127'

6C8FI91E5002F369F0FBDCESA3CEC1991
B543F1696546C5524CF23A5303CD6C98
599F40B79F377B5F3A1406B3B4D8F967

84D23AA88DB7E1032A405E69325FA91A

6E86F5CT71AEAO78264C4A207446DAD4E
7292E2DCDA3024B47DA8’

PR, BELHAREKE, FrillEMS CRIMZER: (Bl: RNDIFD) :

M* = Y9D2784A67F8ET7C659973EA1AEA25D95B
6C8FI91E5002F369F0FBDCESA3CEC1991
B543F1696546C5524CF23A5303CD6C98
599F40B79F377B5F3A1406B3B4D8F 967
84D23AA88DB7E1032A405E69325FAS1A
6E86F5CT71AEA978264C4A207446DAD4E
7292E2DCDA3024B47DA8F173589974BF

40Ce6”’

THEM*FISHA-1E A1 :

D* = "C063AA1E6D22FBD976AB0FE73D94D2D9

CceD881277

EL B DAID*:
DZTD*, NIIERI.






FLLER M RG

SEf5): O4IAIEEEHZ (PACE) — @ FRhst
(ERM)

S B SR A A 55 4. 475 HLAE 1) A5 P B T S PRI PACE BB PRAS SE Bl o 5 — AN S4B 2 T ECDH B B AS # s,
M55 — AL TDHE I Hbh il . R BE KT E7 75t fl R oR .

FEFASELEIR, MRZAMEIN 4. X SEFRE KA . 5550 H7E A I MRZAH SR R -
« iEfF5: T220001293;
«  HAEHI: 6408125;
«  BuEH: 1010318

R, WL X g BB KA YR A2 N3 255K, N

TE2D2A41 CT74EAOB3 8CD36F86 3939BFA8 ESO032AAD

89DED1B2 6624EC1E 634C1989 302849DD

G.1 ETFisErhZZEHAZH®NMNL (ECDH) RISEHI
A S5 3 F N P A vEE 4k BrainpoolP256r 132 2 % (JECDH  ( JL[RFC 5639])

B A M PACEIn oo BEJE 5% I 8 P A2 # K APDU S Y P H0s B 78,  BLHE 26 K P A BEATL
HORN I 258 o

WErZS

A A AR HEAL IS B, B S5 M PACEInfo 4 UITPACE R E W MG E . ke, AFE

PACEDomainParameterInfo.

PACEInfo 3012060A 04007F00 07020204 02020201 0202010D

App G-1



App G-2 PLEETRAT UETF

TNRZBIHH T PACEInfolf) B Ak 4

g | KE & ASN.12¢#! b

30 12 FF %) PACEInfo

06 0A 04 00 7F 00 07 02 02 04 | ZARPRIRAT I FHECDHE B A2 i p 50, 388 FH S A
02 02 AES 12841 % #]HIPACE

02 01 02 B H2h

02 01 0D B Brainpool P256r 1tk 2 %

NITEEE N, F#E4H T BrainpoolP256r145 2 £ 1) ASN. 14w 5 .

fricd | KE & ASN.13RY i
30 81 EC 2l WA
06 07 2A 86 48 CE 3D 02 01 BARKRRTT #i%id-ecPublicKey
30 81 EO 2l WA
02 01 01 EE AR
30 2C 2l FHemhisg
06 07 2A 86 48 CE 3D 01 01 BARPRIRTF FHU,
02 21 00 A9 FB 57 DB A1 EE A9 BC E EX )
3E 66 0A 90 9D 83 8D 72 6E 3B
F6 23 D5 26 20 28 20 1348 1D
1F 6E 53 77
30 44 5] 2k AR
04 20 7D 5A 09 75 FC 2C 30 57 EE F6 J\ALF T Z¥a
753041 7AFFE7 FB 8055 C1
26 DC 5C 6C E9 4A 4B 44 F3 30
B5 D9
04 20 26 DC5C6CE94A 4B 44 F330 | J\ L i ZHb
B5 D9 BB D7 7C BF 95 84 16 29
5C F7 E1 CE 6B CC DC 18 FF
8C 07 B6




B s

PUEHRITUEF L 2L

App G-3

04

41

J\L 5745 TG

04

- R IEGE

CE 3262

8B D2 AEB9CB 7E57 CB 2C - XALFR
4B 48 2F FC 81 B7 AF B9 DE 27
E1 E3 BD 23 C2 3A 4453 BD 9A

69 97

S47TEF835C3DACAFDI97F8 | - Y AL FR
46 1A 1461 1D C9C277 4513
2D ED 8E 54 5C 1D 54 C7 2F 04

02

21

97 48 56 A7

00 A9 FB 57 DB A1 EE A9 BC B BN
3E 66 0A 90 9D 83 8D 71 8C 39
7A A3 B5 61 A6 F7 90 1E OE 82

02

01

01

B R T

EFECDH IR kA2

N T HIUEAPACE, £ R I& a4 MSE:Set ATZ I Ao

T>C:

00 22 C1 A4 OF 80 OA 04 00 7F 00 07 02 02 04 02 02 83 01 01

C>T:

90 00

BEALT>CAE b AL L5 0 IAPDUIK G S, COTR R M Fr RAELE 2 m IR o fir 2 S a0 R 2w o

e
CLA 00 iD'e
INS 22 EHE A
P1/P2 C1 A4 58 A FLAAIE D ASEAR
Lc OF BRI K
Hidhs fric | KE 18 e
80 0A 04 00 7F 00 07 02 02 04 | LKL : FFHECDHE P15 #e il . 18 Ik
0202 SFIAES 1282 1% % 4 YIPACE
83 01 01 F4: HliEX




App G-4 BLEEHEITHE
i
&Y 90 00 IEH R AE
HnZERER 2

SRJE O R BENLAE RERE L, Il I K Hon s

it e 49 2 BE AL %S 3F00C4D3 9D153F2B 2A214A07 8D899B22
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GiaCe
CLA 00 B3
INS 86 GENERAL AUTHENTICATE
P1/P2 00 00 BRI AT 1L
Lc e EVE/I N1
K Frid K 18 I+
7C 0A - BASVAFEHE
85 08 B4 6D D9 BD 4D 98 38 1F |ZMMIiAIE4A M
Le 00 Wi 7 50 338 1 0 e K 15 4 T 29256
L)
K Prid Kz 1B &
7C 0A AR
86 08 91 7F 37 B5 CO E6 D8 D1 | HINIESM
REF 90 00 IEHIBAT







F11ER 7 B RH
S O4IANIEEREMIL (PACE) — & RS
(R

A B SRR S OGT R RS FIPACE BIM SR AN S48 o 55— S5 I T 5] o 2 5 358 46 i CECDHD
AR T DHE P AZ I (DH) o ISR B 2 AT s 6l /9 AL L XIRAE ) # PHK

H.1 X TECDHAISEH

A S5 3 F-BrainpoolP256r L [ 28 . A< s vp 45 FH (1) 43 20 55 i 2 AES-128.. T — T, IS Hn T

=4 A9FB57DB A1EEAOBC 3E660A90 9D838D72
6E3BF623 D5262028 2013481D 1F6E5377

Z4fa 7D5A0975 FC2C3057 EEF67530 417AFFE7
FB8055C1 26DC5C6C E94A4B44 F330B5DS

ZHb 26DC5C6C E94A4B44 F330B5D9 BBD77CBF
95841629 5CF7EICE 6BCCDC18 FF8CO07B6

BEAE TG X AL BR 8BD2AEBO CB7ES57CB 2C4B482F FC81B7AF
BO9DE27E1 E3BD23C2 3A4453BD 9ACE3262

A BTGy A4 bR 547EF835 C3DAC4FD 97F8461A 14611DCY
C2774513 2DEDS8E54 5C1D54C7 2F046997
BN A9FB57DB AlEEA9BC 3E660A90 9D838D71
8C397AA3 B561A6F7 901EO0ES82 974856A7
PSR 01
NS HIn R
Kx 591468CD A83D6521 9CCCB856 0233600F

App H-1




App H-2

PIEIRITUE1F

IZREHLE

O W FERENL B, I K HEAT I, Bl e R s 45 20 B B L 8z A0k 211248 3

2923BE84 E16CD6AE 529049F1 F1BBESEB

i Ja 15 2 K BEH LK
I a1 2B Ez

143DC40C 08C8E891 FBED7DED B92B64AD

BREBEHL 2

BENLIE S BN I SO IS . BEJE A tRIs TS S T . 58, MAESYRA: 1 D BEHL B8 LR iz
FIFIsHIt. BEJG, AR S5 R AT S g i fo o v L ) 24 B E G=fa(Ry(s 1) -

BEAL £t 5DD4CBFC 96F5453B 130D890A 1CDBAE32
PABEHLR(s,t) E4447E2D FB3586BA CO5DDB00 156B57FB
B2179A39 49294C97 25418980 0C517BAA
8DAOFF39 7ED8C445 D3E421E4 FEB57322
Ro(s,t) A2F8FF2D F50E52C6 599F386A DCB595D2
29F6A167 ADE2BESF 2C3296AD D5B7430E
WA TG FIXAR AR 8E82D315 59EDOFDE 92A4D049 8ADD3C23
BABA94FB 77691E31 EQOAEA77 FB17D427
WS A BTG Iy AR bR 4C1AE14B DOC3DBAC 0C871B7F 36081693
64437CA3 0AC243A0 89D3F266 ClEG0FAD
HATEANE

AUy A i A AT 2 R LSS 1 A BRE G BT — B 44 DHE B 10 7 o S Bl 5 KO/ 0 s PO A

EHIFVEASK

107CF586
81909DF7

96EF6155
B9706F22

053340FD
6F32086C

633392BA
TAFF974A

H A PIPK

67F78ESF
16D0OF74B
932B69A9
3A8ADDDC

TF768608
CO1ASF89
62B52A09
D1A3A994

2B293E8D
57D0ODE45
85AD2COA
BO9DED257

087E0569
691E51E8
271EE6AL
F4D22753

2 ALV SK kD

A73FB703
TAQT70E7A

AC1436Al1
6788486B

8EOCFASA
EE230C4A

BB3F7BEC
22762595

L A FAPK kD

89CBA23F
A9FDOB87
6755DESB
OE21FD4E

FEO6AALS8
A95D1471
7B778280
D6DF4257

D824627C
DC1COABF
B6BEBDS57
8C13418A

3E934E54
DCD640D4
439ADFEB
59B34C37




F wfs BT i & =L

App H-3

AR EK

4F150FDE 1D4F0OE38 E95017B8 91BAE171
33A0DF45 BOD3E18B 60BA7BEA FDC2C713

I A 2C[1], s FH B8 R A SHA-1:  Kene=SHA-1(K]||0x00000001) F1Kmac=SHA-1(K||0x00000002),

MKGIRA 2 T K enc M Kmace RJE, (VAT AT160 )\ AL 7455 B T AUS5 R,

Kenc OD3FEB33 251A6370 893D62AE 8DAAF51B

Kwac BO1E89E3 DIE8719E 586B50B4 A7506E0B
MEEIAIE

TE T iR % N BUE A 3  Kvac O ZEAE_E 48 FHCMACK T E A IEAhL

Tl K

TF494F06
410489CB
4E54A9FD
40D46755
DFEBOE21

0A04007F 00070202

A23FFE96 AA18D824

0B87A95D 1471DC1C

DESB7B77 8280B6BE

FD4ED6DF 42578C13
4C37

04040286
627C3E93
OABFDCD6
BD57439A
418A59B3

TieoHI %N B0

TF494F06
410467F7
056916D0
51E8932B
E6A13A8A

0A04007F 00070202

8ESFTFT76 86082B29

F74BCO1A 5F8957D0

69A962B5 2A0985AD

DDDCD1A3 A994B9DE
2753

04040286
3E8DO87E
DE45691E
2CO0A271E
D257F4D2

RS (R VAE 2 R -

Tic

75D4D96E 8D5B0308

Tiro

450F02B8 6F6A0909




App H-4 PLEETRAT UETF

H.2 EHFDHAYSEH
A S AF) B T AT 16047 B T HE M1 02467 MODPEE . FH T A 5245 (1 43 4H 25 15 J2 AES-128

MU

=Hp B10B8F96 A080E01D DE92DESE AE5D54EC
52C99FBC FBO6A3C6 9A6AIDCA 52D23B61
6073E286 75A23D18 9838EFlE 2EE652CO
13ECB4AE A9061123 24975C3C D49B83BF
ACCBDD7D 90C4BD70 98488E9C 219A7372
4EFFD6FA E5644738 FAA31A4F F55BCCCO
A151AF5F ODC8B4BD 45BF37DF 365C1A65
E68CFDA7 6D4DA708 DF1FB2BC 2E4A4371

THEA K TTY A4DI1CBD5 C3FD3412 6765A442 EFB99905
F8104DD2 58AC507F D6406CFF 14266D31
266FEALE 5C41564B 777E690F 5504F213
16021784 BO1B886A 5E91547F 9E2749F4
D7FBD7D3 B9A92EE1 909D0D22 63F80AT6
A6A24C08 7A091F53 1DBFOAOL 69B6A28A
D662A4D1 8E73AFA3 2D779D59 18D08BCS
858F4DCE F97C2A24 855E6EEB 22B3B2ES

g = Hhg F518AA87 81A8DF27 SABA4ETD 64B7CBOD
49462353

i 0 R B s A -

Kr 591468CD A83D6521 9CCCB856 0233600F

INEREHLE

AP EBINL M, S TR AT I, B JEAS DN B (0 B S R B

ZENLELS FAS5B7E3E 49753A0D B9178B7B 9BD898CS

R
L
T BEA L Kz 9ABB8864 CAQFF155 1E620D1E F4E13510




FU wfst P T =L

App H-5

BREBEHL 2

BEHLIESE N BENLEOF I WISOAE . Bl A U THSR St . &5, 5 MAESIRE (K D BEAL B $Rpiz

M Fshit. Fifija, HRAESE RALH STy

SRR

B3A6DB3C

870C3E99

245E0D1C

06B747DE

PBEFLR(S,1)

EAB98D13
84DEAQFE
38099CD1
5E3DC855
BEE0546B
DEEF3CB4
4835C36F
88FBA38A
0FC18725

E0905295
T4AD2B3A
F7FF4EAQ
00EF95E2
472F994B
810932EC
A4F1BF3F
3E6C35AA
8995944C

2AAT72990
F506F0A8
AQ78DBLF
OB4EEF2E
618D1687
278F3533
A0B828A7
A1095925
0F926E24

7C3C9461
3018459C
AC136550
88489233
02406791
FDB860OEB
18C96BDE
1EBSFC71
9373F485

Ro(s,t)

AQC7C50C
607417B6
B6980F01
093ECDFA
5CF19AFA
25087E73
570417B7
819E0DFE

002061A5
EE1B3647
105D24FA
FE6D7125
FF75EFE2
68166FBO
90FF7F74
F5B6E77C

1CC87D25
3CFB800D
B22ACD1B
D42A843E
1DC5F6AA
8ClE4627
TE57F432
A4999925

4EF38068
2D2ES5FA2
FAS5C8A4C
33860383
1F9AE46C
AFED7D93
BO4E1236
328182D2

WS i 1 A2 BT &= fo(Ro(S,1))

1D7D767F
926B9697
C276CDCC
A5BE2557
T6852FA7
EODFF897
34223AES8
5510A6BB

11E333BC
3550656F
61D475CF
8BD4551D
8EEAL4EA
BBE35A47
FC59B664
B633D517

D6DBAEF4
F3C83072
03A98EQC
0B109032
OACA87D1
2621D343
BFEDFA2B
EC25D4EOQ

OE799E7A
6D118D61
0E79CAEB
36F0BOF9
E91F688F
564B262F
FE7516CA
BBAA16C2

PITERNE

o5 P AN 2 g A P HL s B AT A A T @ AT — 1> B 44 DHE B P 7

O IALHISK

020F018C
B1440BB3
E9FO0C5B3
6469CA28
OED4610A
EFA0649C
142729E7
43C1CAD2

7284B047
0C5252BD
2744D840
3EF5C000
B5343390
6A94FDF8
040A3F7D
DD484FEB

FAT7TT721A3
41C97C30
17D21FFA
DAF7D261
897AABSA
2D991ES8E
5A4D3CD7
4ED22B59

37EFBT7AC
C994BB78
6878396A
A39AB886
TT78TE4AFA
3FC332F5
5CBEELFO0
7D36688E




App H-6

PIEIRITUE1F

BRI AHAPK

928DI9A0F
36E42431
FF111F71
AA87B079
8DDDC39A
ES5A80E4
D379935C
5EA75679

9DBA450F
138A4378
CB6DC1DO
07AADI9FB
DC3AD2E3
746FBO7A
771BD7FB
524CDCOC

13FC859C
500BEB4E
335807A1
A6Bl69AF
FF882B84
9767679F
ED6C7BB4
6A91370C

6F290D1D
0401854C
1388CC8E
6D8C26AF
D23E9768
ES2133B4
B1708B27
C662A2F3

3 AV SK iep

4BD0E547
8C4F5F5F
6981271B
6DE4AA40
103BA3DE
6F4C3736
0O0FOF0D6
52445C1D

40F9A028
FF65AA09
C905F355
6C1171FB
E16419AA
52E0C3CC
A6T7F004C
FC4F1107

E6A515BF
15947FFD
1457B7EO
43DD939C
248118F9
E7F0F1DO
8BBA33F2
203F71D2

DAF96784
1AODF2FA
3AC3B806
4BA16175
0CC36A3D
C5425B36
B4733C72
EFB28161

)

AN
3
)
E
I
PEay
D\

VEAPK kD

0F0CC629
C68E4EFO0
E4F8A951
CD7C351A
FFCB3702
1492344C
76CE9D87
AEG6EDBAL

45A80292
TF27CB9D
557E929A
9BD2CD72
62CF308D
85290691
832386D3
A9894DC5

51FBT7EF3
9CD04C5C
EB48E5C6
2CO7EDEL1L
D7BO7F2E
9538C98A
19CE2E04
094D22F7

CO094E12E
4250FAEQ
DD47F2F5
66770F08
ODA9CAAA
4BA4187E
3C3343AE
FE1351D5

419410D6
0A2705C1
CATEC52B
1D59A57F
28BDFDB2
23C2FCDO
011D5798
9B08D977

COAl17A4C
A434C8AS8
DE7615E5
3174084D
DA191EA2
AF12EQ0F9
B2FCBCI1F
E9498560

07C54872
9A4CFE41
345E48AB
3CA45703
239E2C06
EOBY9FCF
14FCC24E
EG3ETFFA

CE1CBCEB
F1D78124
1ABB6ETD
97C1lF622
ODBE3BBC
91FF1959
441F4C8F
B3134EA7

3L AE 08 2R B SHA-1: Kene=SHA-1(K]|0x00000001) f1Kmac=SHA-1(K]||0x00000002) , MKH 5 Hi 21 %
KencfKmace RJ5E, USRI BB RTL64N )\ A7 715 15 H an R 46 3

KEnc

01AFC10C F87BE36D 8179E873 70171F07

Kwmac

23F0FBDO 5FD6C7B8 B88F4C83 09669061




FA by PLEEIRITUE 2L App H-T

HEIAE

E T 38 5 NEE A B Kac O34t L FICMACK THFIE 2

TicHI % N Ef 7F49818F 060A0400 7F000702 02040302
8481800F 0CC62945 A8029251 FB7EF3CO
94E12EC6 8E4EF07F 27CB9DIC D04C5C42
50FAEOE4 F8A95155 T7E929AEBR 48E5C6DD
47F2F5CD 7C351A9B D2CD722C 07EDE166
770F08FF CB370262 CF308DD7 BO7F2E0D
A9CAAAL4 92344C85 29069195 38C98A4B
A4187E76 CE9D8783 2386D319 CE2E043C
3343AEAE 6EDBALA9 894DC509 4D22F7FE
1351D5

Tiro B A\ 238 7F49818F 060A0400 7F000702 02040302
84818092 8D9AOFID BA450F13 FC859C6HF
290D1D36 E4243113 8A437850 OBEB4E04
01854CFF 111F71CB 6DC1D033 5807A113
88CC8EAA 87B07907 AADIFBAG6 B169AF6D
8C26AF8D DDC39ADC 3AD2E3FE 882B84D2
3E9768E9 5A80E474 6FBO7A97 67679FE9
2133B4D3 79935C77 1BD7FBED 6C7BB4B1
708B275E A7567952 4CDCIC6A 91370CC6
62A2F3

FH L EJAAE A R A «

Tic C2F04230 187E1525

Tirp 55D61977 CBF5307E







F 118y MiF |
e : OSINEEERSL (PACE) — PACE Bl Emst
(ERE)

AP SRAR B T T 5 b 2 B PSS M i (ECDHD A A INIEBR S ) PACE PRMAISEH] . R &/
HIEEE /G maaviia ilE e
HLEEIX MRZ # AR 14 SRR KU A8 N AL DA SR it 12

WS C11T002IM4;

o HAHA: 9608122;
«  HZEHM: 2310314,

Rl MLEE X A% K AMYRA NS 9 K. N

894D03F1 48C6265E 89845B21 8856EA34 DOOEFS8ES

4E6FOFBF 7BE748B9 32C7B741 61BBASDF

K

1.1 ETHEZE AL (ECDH) IS

A S 45 3 B P A vEE Ak BrainpoolP256r 132 2 %1 (JECDH  (JL[RFC 5639])
B HA B PACEIn o, Bl 5 51| 45 3 5 15 FT 28 4 1 APDU S P CEHE 570, 038 A 1 i A B AL
HOIG I 25

WErZS

A AR A I S, Bl S5 PACEInfo ZHHHAAT PACE THEM ARG LS. ful2d, AHHE

PACEDomainParameterInfo.

PACEInfo 3012060A 04007F00 07020204 06020201 0202010D

TRIZHHIHE T PACEInfo K BARLGEN.

App I-1




App I-2 PR T T iF 1
Frig | KE & ASN.13:7) pes
30 12 %) PACEInfo
06 ) 0A 04 00 7F 00 07 02 02 04 | -2 thkrif 1% HIFHECDH 1Az e il 05 AIE i
0602 RIAES 1284515 %41 (IPACE
02 01 02 R Evl
02 01 0D B Brainpool P256r 1tk 2 %
RNHTERRIL, R H T BrainpoolP256r1 241 ASN.1 4ifd.
i | KE {1 ASN.1%5) pad
30 | 81EC FAl R
06 07 2A 86 48 CE 3D 02 01 BARKRN T #v% id-ecPublicKey
30 81 EO 527 WS
02 | ol 01 #opy fiAS
30 2C 51 Fepibis
06 07 2A 86 48 CE 3D 01 01 BARKF RIS ZHUE,
02 21 00 A9 FB 57 DB Al EE A9 BC R ZH p
3E 66 0A 90 9D 83 8D 72 6E 3B
F6 23 D5 26 20 28 20 13 48 1D
1F 6E 53 77
30 |44 =27 £ 7 #2
04 20 7D 5A09 75 FC2C 30 57EEF6 | j\ fir == sk ZH a
753041 7AFF E7 FB 80 55 C1
26 DC 5C 6C E9 4A 4B 44 F3 30
B5 D9
04 20 26 DC5C 6CE9 4A4B 44 F330 | 155 ZH b
B5 D9 BB D7 7C BF 95 84 16 29
5C F7E1 CE 6B CC DC 18 FF
8C 07 B6




FU wfst P T =L

App I-3

FRid

®E

=l

ASN.128)

=

04

41

JANDASEREE:E

BERERG

04

R IEGE

8B D2 AEB9 CB 7E 57 CB 2C
4B 48 2F FC §1 B7 AF B9 DE 27
E1 E3 BD 23 C23A 44 53 BD 9A
CE 32 62

x A8 bR

54 7TE F8 35 C3 DA C4 FD 97 F8
46 1A 1461 1D C9C2774513
2D ED 8E 54 5C 1D 54 C7 2F 04
69 97

y AR

02

21

00 A9 FB 57 DB A1 EE A9 BC
3E 66 0A 90 9D 83 8D 71 8C 39
TA A3 B5 61 A6 F790 1E OE 82
9748 56 A7

B

AT n

02

01

01

B

REATF

EFECDH IR R R iE

N T HIIEWPACE, £ KIE A MSEATEN A .

T>C:

00 22 C1 A4 OF 80 OA 04 00 7F 00 07 02 02 04 06 02 83 01 01

C>T:

90 00

BEAL T>C & MZR S 32805 Fr 1) APDU R4 5, C>T Hom S i R a5 45 43 (I N o i S i R R .
we
CLA 00 iD'e
INS 22 EH ARG
P1/P2 Cl A4 B2 AR ELVAIE I EA AR
Lc OF e/ AINRN
K il | K iz} E
80 0A 04 00 7F 00 07 02 02 04 | # 1 HLHI: FH] ECDH ZHIZZH L &
06 02 INIEBLS AT AES 128 21 %5 41 (1) PACE
83 01 01 [14: MRZ




App I4 LI IEATIEE
Ml Rz
RS 7T 90 00 1 A
fnEZ=REANL B

RIS BENLAE RBE LR, IRl KA Hn s

i Ja 15 2 K BEH L s

658B860B C94DF6F0 44FCE6D5 C82CF8ES

I a1 2B Ez

CB60ES8EO D85B76A9 BD304747 C2AD42E2

28 Sy 9 ) 0 BE AL

T>C: 10 86 00 00 02 7C 00 0O

C>T: 7C 12 80 10 CB 60 E8 EO D8 5B 76 A9 BD 30 47 47 C2 AD 42 E2Z2 90 00

i APDU AT L I 4 i i L

we
CLA 10 i A
INS 86 GENERAL AUTHENTICATE
P1/P2 00 00 BRI B AP 1L
Lc 02 K
K Fric K fH *
7C 00 - R
Le 00 M 7 488 1 90 B K -1 K 2 A 256
i) /&2
K Frid K fH ¥
7C 12 A IIEE R
80 10 CB60ESE0 D85B76A9 PIEACETIR
BD304747 C2AD42E2
R&FH 90 00 IEH A




FU wfst P T =L

App I-5

BREBEHL 2

Wt AL K 33 P e S A RS 81— A

IR S . N AR 1T (0 BEALI 5 X I e 2

L imaIFATH

5D8BB87B D74D985A 4B7D4325

FE835122

77340079

8914AA22

BOF7B976
738135CC

i i1 A8

7F1D410A

105D7457
1AB88910
ACBODC62

DB7DDB3B
B4A3ADEO
4A27DB6D
TFTBDCAC

84BF1030
02384F30
842B0190
29969E19

800981A9
86C67EDE
20FBF3CE
DOE553C1

O ALY

9E56A6B5S
F1943528

9C95D06E
E577F238

CE5CD10F
81D89D8C

983BB2F4
3BBEEOAA

ORI~

A234236A

D2576E52
04F36571
C46E3771

A9B9621E
77183C12
3A356E65
342C8FES

8EFB73B5
08BDD552
A451E165
AEDD0926

245C0E09
80CAES8B3
ECCY9ACOA
85338E23

2C1DCC17
292E9AAE
403A8CF3

4FF97C1A

73346492
TEE37736
3CA7DCOD
AD48A5CA

C6636A36
EF58B9DO0O
9DF61D08
2A554B07

EE4B965E
A043F348
89CE2442
1EF7638D

WAL 5 2 TG

89F0B5EA

5CIOF5B51

44BEFB2D

TF12B79E

BF3BE293
5CA95AF4
D3A0DBD7
548379A4

C75903A3
85DCT7E88
1CBSE61S
0E45963B

98613192
6F03245D
971CF474
AAF3E829

LIRS

TR % APDU,

AR S BE AL AL .

T>C:

10
DB
AD
DB
DC

86
3B
EOQ
6D
AC

00
84
02
84
29

00
BF
38
2B
96

45
10
4F
01
9E

C
30
30
90
19

43
80
86
20
DO

81
09
Cé6
FB
E5

41
81
TE
F3
53

04
A9
DE
CE
Cl

TF
10
1A
AC
00

1D 41 0OA
5D 74 57
B8 89 10
BO DC 62

DB 7D
B4 A3
4n 27
TF 1B

C>T:

C
B5
52
65
26

43
24
80
EC
85

82
5C
CA
Cc9
33

41
0E
E8
AC
8E

04
09
B3
0A
23

A2
D2
04
c4
90

34
57
F3
6E
00

23
6E
65
37

6A
52
71
71

A9
77
3A
34

B9
18
35
2C

62 1E 8E
3C 12 08
6E 65 A4
8F E5 AE

FB 73
BD D5
51 E1
DD 09




App I-6

PUEIRITUE1F

APDU HIS5H I B HIAN T

we
CLA 10 fin &
INS 86 GENERAL AUTHENTICATE
P1/P2 00 00 NN RSRER RIS
Lc 45 B K
et Frid K fH b
7C 43 - ANASNUEEARE
81 41 SR
04 A H 4 55
7F 1D 41 0A ... XA bR
86 C6 7E DE
1A B8 89 10... yALFR
DO E5 53 Cl
Le 00 M 5 50 0 38 P T e K15 A B 2 256
e Rz
Kt Fric KE (=l *
7C 43 ANAINIEE A
82 41 I S5 250
04 ENER
A234 23 6A ... XA
80 CA E8 B3
04 F3 65 71... AL
85 33 8E 23
REFT 90 00 IEHIBAT
BUTE RN

EH =,

i R S e oL A P AT — 2 B IR R A A A B 2 BB IS B, AT — B4 ECDH 504

PRSI ST o A 2 x ARARAE N SRR, OSSP  HsRE (KDF) U35 — M AR FR IR 2 185 4



N g LRI L2 App I-7
4RI EFASA 76ECFDAA 9841C323 A3FSFC5E 88B88DB3
EFF7E35E BF57ATE6 946CB630 006C2120
2 (1) A B 446C9340 84DIDABS 63944F21 9520076C
29EE3F7A E6722B11 FF319EC1 C7728F95
5483400B FF60BFOC 59292700 09277DC2
A515E125 75010AD9 BA916CF1 BF86FEFC
A I FAAA CD626EF3 C256E235 FE8912CA C28279E6
26008EDA 6B3A05C4 CF862A3B DAB79E78
A 02AD566F 3C6ECTF9 324509AD 50A51FAS
2030782A 4968FCFE DF737DAE A9933331
11C3B9B4 C2287789 BD137ETF B8AA882E2
A3C633CC D6ECC2C6 3C57AD40 1A09C2E1
R 67950559 DOCO6B4D 4B86972D 14460837
461087F8 419FDBC3 6AAF6CEA AC462832
A E AT
T>C: 10 86 00 00 45 7C 43 83 41 04 44 6C 93 40 84 D9
DA B8 63 94 4F 21 95 20 07 6C 29 EE 3F 7A E6 72
2B 11 FF 31 9E C1 C7 72 8F 95 54 83 40 0B FF 60
BF 0C 59 29 27 00 09 27 7D C2 A5 15 E1 25 75 01
0OA D9 BA 91 6C Fl1 BF 86 FE FC 00
C>T: 7C 43 84 41 04 02 AD 56 6F 3C 6E C7 F9 32 45 09
AD 50 A5 1F A5 20 30 78 2A 49 68 FC FE DF 73 7D
AE A9 93 33 31 11 C3 B9 B4 C2 28 77 89 BD 13 7E
7F 8A A8 82 E2 A3 C6 33 CC D6 EC C2 C6 3C 57 AD
40 1A 09 C2 E1 90 00
T R A B R
we
CLA 10 i A
INS 86 GENERAL AUTHENTICATE
P1/P2 00 00 BRI B AP 1L
Lc 45 LACITRN
Kot Pric K B ¥
7C 43 - ENASINEEHE
83 41 2y P i B > £H
04 RIEAR




App 1-8 HLEERE 1T iF 1
44 6C 93 40 ... XA R
C772 8F 95
54 8340 0B ... yAR bR
BF 86 FE FC
Le 00 M 7 50 3 ) U B K =TT K BN 256
i
B Frid K 18 vE
7C 43 A NEE
84 41 A i s 8
04 P N
02 AD 56 6F ... XA R
A9 93 33 31
11 C3B9 B4 ... yAL bR
1A 09 C2 El
REFH 90 00 IEHI81T

AP FH R (KDF) , MILEREIRA: AES 128 2315 4] KSene 1 KSmace 731 9:

KSEnc

OA9DA4DB 03BDDE39 FC5202BC 44B2E89E

KSmac

4B1C0649 1ED5140C

A2B537D3

44Ce6CO0B1

HEEIANIE

MRS NEHE, 3L KSwac IRAE HAE 4 i

Tieo 5 AN B8

TF494F06
410402AD
1FA52030
333111C3
82E2A3C6
C2E1l

0AO04007F
566F3C6E
782A4968
BO9B4C228
33CCD6EC

00070202
C7F93245
FCFEDF73
7789BD13
C2C63C57

04060286
09AD50A5
7DAEA993
TETF8AAS8
AD401A09

Tk AL

TF494F06
4104446C
076C29EE
8F955483
7DC2A515
FEFC

0A04007F
934084D9
3FT7TAE672
400BFF60
E1257501

00070202
DAB86394
2B11FF31
BF0C5929
0AD9BA91

04060286
4¥219520
9EC1C772
27000927
6CF1BF86




FHA B YL T2 App I-9
S NBE A gmBS i R BTN
fric | KE & ASN.125) pad
7F49 | 4F N Tiro M3 NS
06 0A 04 00 7F 00 07 02 02 | ZAKFRINFF FIH ECDH ZEAAZ b 8 O AR5
04 06 02 F1 AES 128 £iE%5 471 PACE
86 41 AR 28 5 O I A 3
04 ARIES S
02 AD 56 6F... x ALpR
A9 9333 31
11 C3B9 B4 ... y AehR
1A 09 C2 E1
g | KE & ASN.13R pe o
7F49 | 4F N Tic K A\
06 0A 04 00 7F 00 07 02 02 | ZAKFRINTF FIH ECDH ZEHAZ b8 O F AR B S
04 06 02 1 AES 128 &5 47/ PACE
86 41 AT 25 5 23ty AT B 8 3 A
04 KRG A
44 6C 9340 ... x ABFR
C772 8F 95
548340 0B ... y AeFx
BF 86 FE FC
Bt S GE A R
Tirp E86BD060 18A1CD3B
Tic 8596CF05 5C67C1A3
Ja, IR IEIX S A,
T>C : 00 86 00 00 OC 7C OA 85 08 E8 6B DO 60 18 Al CD
3B 00
C>T: 7C 3C 86 08 85 96 CF 05 5C 67 Cl1 A3 8A 30 1E EA
96 4D AA E3 72 AC 99 OE 3E FD E6 33 33 53 BF C8
9A 67 04 D9 3D A8 79 8C F7 7F 5B 7A 54 BD 10 CB
A3 72 B4 2B EO B9 B5 F2 8A A8 DE 2F 4F 92 90 00




App I-10 BLEEHE 1Tl
TN R A A B E S
we
CLA 00 Totr 28 CBEPRE— i)
INS 86 GENERAL AUTHENTICATE
P1/P2 00 00 BRI 25 F R i
Lc 0C HAR K
et prid KB 18 I+
7C 0A - BASVAFEHE
85 08 g2 S RINTRS
E8 6B D0 60 18 A1 CD Tiep
3B
Le 00 Wi S 5030 38 1 T e K 15 1K Dy 256
e Rz
s Frid KR 1B T+
7C 3C AR
86 08 S HIIES 4
8596 CF 05 5C 67 C1 A3 Tic
8A 30 x AR
1IEEA 964D ... s 0 IE R
DE 2F 4F 92
R 90 00 IEHIBAT
S FIAE

M EF.CardSecurity 38 ChipAuthenticationPublicKeyInfo

ChipAuthenticationPublicKeyInfo

30620609
0C060704
04187270
EEE24FEA
C884D256
D28C7A4D
6F02010D

04007F00
007F0007
9494399E
568C2ED2
A40E35EF
973C2DAl

07020201 02305230
01020201 0D034200
7470A643 1BE25E83
8DB48E0O5 DB3A610D
CB59BF67 53D3A489
38A6E7A4 AO8F68EL
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App I-11

TRZEIFH T ChipAuthenticationPublicKeyInfo HARGER]

FRig | KE & ASN.18) P

30 62 7% ChipAuthenticationPublicKeyInfo

06 09 04 00 7F 00 07 02 02 01 | ZAKFRIRAF id-PK-ECDH

02

30 52 ¥ 51 SubjectPublicKeyInfo

30 0C il Brainpool P256r1 #RfEALIE S5

06 07 04 00 7F 00 07 01 02 BARFRRRT PRI I8 2 4

02 01 0D EE Brainpool256r1

03 42 0004187270 ... TR A EA

8F 68 E1 6F
02 01 0D A keyID 13
TN AVEE B TR A AL :

TS S B GE SR 1EEA964D AAE372AC 990E3EFD E6333353
BFC89A67 04D93DA8 798CF77F 5B7AS54BD
10CBA372 B42BE0OB9 BS5F28AA8 DE2F4F92

FRSE (s B T SR 85DC3FA9 3D0952BF A82F5FD1 89EETSBD
82F11D1F OBSED4BF 5319AC9B 53C426B3

FT T s o 1 B i v

F6A3B75A1 E933941 DD7A13E2 520779DF
IV = E(KSknc, -1)
# o GENERAL A234236A A9B9621E 8EFB73B5 245COE09
AUTHENTICATE It 5} i W15 15 D2576E52 77183C12 08BDD552 80CAESB3
RS e AN A 04F36571 3A356E65 A451E165 ECCOACOA
PKapic C46E3771 342C8FE5 AEDD0926 85338E23
SEEBuN 18727094 94399E74 70A6431B E25ES83EE
ChlpAuthentlcatlonPubtheyInfo E24FEA56 8C2ED28D B48E0OS5DB 3A610DCS8
5 H S 1o UAIE A8 PKc 84D256A4 0E35EFCB 59BF6753 D3A489D2

8C7A4D97 3C2DA138 AGE7A4AQ 8F68E16F

ggﬁﬁgﬁiﬁ PKMAP,IC = KA(CA[(;, PK](;, D]c)







11 MR I
THIGFERF GERMM)

J1 BFIUEMRITIEHNAEFNERERF
AHEOERI T I ARATUEE R AR (“LDSTAESE") IERFET -
1 Ui AREA Rt (S5 4.2 79

o RN AR R VT 1) B2 B AR, AT AE D R R ] PACE B BAC, {H T2 4 JE DR A
PACE. M 2018 4F 1 H 1 HITUG, H-FHLESRITUESE P BEASZ £ PACE.

AR AR BB 2 2, TR RE SR A A PACE-CAM.

o BRI SO VRS 1) BT LB IRAT UE AR BT RE B AN KBRS Bdls A0 SR . EF.CardSecurity
(IRAFLE) -

2. JHREEIAE
o BBHIEAR A ROFIRIERE AL, EARIEA R IR R BRI .
3. AAINE

o ARABE AR ER SRR A0, BT R VB BAIE . B AL IRAT UE AR B FE P EF.DG15
FAAER YN BRI SR, EF.DG14 HHAZAEA S SecurityInfos 2 B A AIE ST o

AN SRAL A A AEBR S 1) PACE, BB BRI AT D IR 1 (0 — &R 74T .

«  HES50E5FTHSERAY (EF.CardSecurity. EF.DG14 5{ EF.DG15) HISCHEHIAIESS & A4 fE
FEBUAIIE o

4. HEEIYT 1) 4%

o IR FHLESRAT U BN B9 EOR Y R U, R EF.DG3 AI/EL EF.DG4, AT 4 by
NE.

5. BRHUEME
— BT AERVI AR, BRI R SR, fin, R BR 1R T BSOS R BBURR  H s .
B R AR I0E, AR AR S PR 2) .

App J-1



App J-2 PLEETRAT UETF

J2 ZREREFIUERITIEGNERIEF

ATV P AL ARATIE A B B IR AE T, bR 7T LS RATIEF R FE Y (“LDS2 3CAF™) b, ik
B —ABEZ AR SRR AT T 1] F LR AT UEAF B RE Y o

1 Uil dRfemb R aE s (S5 4.2 715

FEML W E T, R PACE W H T vl 4L iU HL 1%

AR SR AR BB N 20 S, Tk e R R A% PACE-CAM.

A 1l FL S A0 VF S i) LR AT UE AR R FH R 37 b A K U 8088 A 32 SO A i) EF.CardSecurity
2. & EF.CardSecurity /& 5 /£ 1E

« R EF.CardSecurity AFLE, WA FHLEIRAT UEAF AN SR 30AF BIGIE (RS RS i B AN L 5
P HLEEARATIE N R ) o AERXAMEOLT S P HLSEARAT UL N PR PP T 4R BP0 T A
LRI 2 2,

3. FREGEHEIIE
« UL EF.CardSecurity JFIGUESE 4%, ALFEIELE2E 44 38 0E 15 O BESGIE o
o OREHE LRI R R A BEE B IR R 22 A0 BT R, R BOR B %R B R
IR AT IR AE o S [ FHAR S 1) B0 52 2080 2 44 IR ORGP, 7E IO R 545 B 106 200 HL g
ATHAE
4. SEHINIE

o TEFEHHATE FAME. Witk EF.CardSecurity H (1) Securitylnfos 3 B & L EE B, AR E
PEANSCREF SCHFE . FEIX BT, 1588 F LR AT UE A B F RS T R4k SR AT A 3% 3.1
RTINS 2 .

o WEERA SR VAEBLS Y PACE, IBIREATE NP IR 1 I — AT .
o RESGEMATHPERNAS (EF.CardSecurity) 130 IIMIELE & 4 BE S8 BIAIIE .
5. #AMAT R
PAT LI AIE

A0 R R O AL RAT UE A I FH R v AN AU (Y B AT SR U ), U AT DAoL b B



FHN by PR ITIE L 2 App J-3

6. /E5HHE

© BEHEREEEE OSSN .

o T HRTLERUIEAER, RO ESREE, B, AP )E, W LS LR IR
JS2 A AN R BBUR ) 8l

o BRREEERAEIIE, AR BRIV SEEE GPIR 3D






F 11 MR K
RICGM3T RRiAEiEH] (ERME)

AT 5E A2 SN UESE TR BAE FT B9 R 5 4% 8] (2 WL [TR-031101), LRI AEA#£E LDS1 B FHFE R
HIFR SOV 1) o AR B S H [TR-031101 5 A ST & SIS TR ) 22 57

MRHE[TR-031101, HI T Vi EC & EAC H BT HLELRATIECT I M R I A2 e A 35 DA P IR
1 BATEA VIR (E 4.2 75 RGPPSR AT IE R F2 7 s
2. (EHTFHLRARATUE AR R AT S A UGIE (IS 6.2 1) IFRsh#shil il (M5 5.1 31
3. (EHTHUARATUE SRR R AT ZmE (LR3I 7.0 .
Er A AR IGERN E RN R T B4R R 69 T AR AT IR R AL A P AT AU 89 AL AL AR
o £ T AL FAIRRATIEA B AL R E AP AT L
K.l a4

R K1 BRARGHIRN

7 6|5 4 3 2 1 0 #H

X x| - - - - - - fEH (W2 Doc 9303-12 53
-l x x x x x x| Y
-|x x x x - - |RFU

- - - - = b - BT R AT HLERAT R BT AEFF . DG3 (HLED
- - - - = - | BT AT HLERAT R BT REFF . DG3 (4RE0

LU R AT UE AR IR e AN A S A e e 58t 4L 1) 15 ) AU 3E Doc9303 5 3058 12 #70 F15E 10 5
7358 IR AL . $REC CFIELIED  F7 il B R i TE 45 A NP AL 1%

HREMVTBIRFITE, ESESE 7.1.4.3.6 15,

App K-1



App K-2 PLEETRAT UETF

K.2 EF.CVCA

FRPE ARG, A R L B A T S & o A UE ) — 38 20 F T UE 38 E 1) S AMEAE AU (Certificate Authority References)
Y24 PACE W) — & & 2 IFD (WLER 4.4.3.5 1),

BRI Fe 15 1 2 ) 46 L WL ISR AT U AR L IR P b E ST —NIEWISCAT EE.CVCA. HME e 3 T -

#*= K-2. EAXH EF.CVCA

A A4 FR EF.CVCA

A5 0x011C (RO

SRS 0x1C ((ZRN)

TR RR PACE

5 NKUR MAS T N TEHD

PNGN BN 0x00 1) 8 ALy AT 36 AN 7717 ([ )
AERS [CARi] [||CARi-1] [||0x00..00]

W K-2 il s QRS R % SCHF LT LB IRAT IR A B YRR P r (1 28 S AAIE - T A ZUAE P 1 LS R AT IE A
JS2 FH AR H )32 B B AR S EF.CVCA T JOE H T 85 R4 1H CVCA A%,

XA — RIEH T A5 AR GEN 2% (CAR) HdExT R (A Doc 9303-12 5 3C1F).

« ENOEEZHMNENH S EEIENR .
o RIEHPMENUI S BAZRE XD FIZR PR S — D Eaxs 5.

o DZUE TN 0x00 [ 8 A SR A S04

A EFR.CVCA HAEIN EF briRfFAIE EF AR iRTF. WIRAREMEHENE, W () EF FRiRfFRTE
TerminalAuthenticationInfo HA[IESE efcvea FIEE .

W efeven AFHEREM K EF bR iRAF, WA 5 BAR EF FRIRSF. WHRTE efcvea A 44 H % EF
FRREF, WA 45 52 11 EF bRiRFTF I i 3 5CfF EF.CVCA.

TerminalAuthenticationInfo ::= SEQUENCE ({
protocol OBJECT IDENTIFIER (id-TA),
version INTEGER, -- MUST be 1
efCVCA FileID OPTIONAL

}

FileID ::= SEQUENCE {

fid OCTET STRING (SIZE(2)),

sfid OCTET STRING (SIZE(1l)) OPTIONAL
}

|
?—||I}
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