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	DISC
	Disconnect (frame)
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	Data Link Communication Processor
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	Data Link Service
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	Data Link Service Processor
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	Digital Signal Processor
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	Forward Error Correction
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	IP
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	Media Access Control
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	RS
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	SARPs
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	SNDCF
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	SREJ
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	TCP
	Transmission Control Protocol
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	Transport Protocol, class 4
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	Tower Control Unit

	VDL
	VHF Digital/Data Link

	VDR
	VHF Digital/Data Radio

	VHF
	Very High Frequency
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EXECUTIVE SUMMARY

The VHF data link communications are expected to alleviate the controller’s workload and improve significantly the ATM procedures. A wealth of information will be exchanged over the air-ground interface, sensitive ATM data, sensitive AOC data, meteorological data, etc. As of today, none of the underlying communication protocols offers efficient built-in security functions.

For the voice communication channels, the security target is the analogue VHF link between the ground station and the aircraft, and the key issue is how to protect it from such threats as “phantom controllers” which are the main problem observed in the past. Three signal scrambling schemes are discussed (frequency inversion, variable split band and time domain ciphering). Since the first solution is the only one that does not require the introduction of either key management scheme or digital processing, it is the most accessible solution in the short term.

The rest of this preliminary survey is focused at a security target delineated by the VDL mode 2 infrastructure. On the aircraft side, the security target includes the CMU with the AVLC, the VDR and the antenna. On the ground side, the security target includes the antenna, the transceiver and the DSPs operated by the DLCPs. The physical environment with buildings, parcels of land surrounded by fences, etc is out of scope of the security target. The human aspects (designers, installers, operators, maintenance technicians, pilots, controllers) are out of scope of the security target as well.

Although the security issues have not been actually addressed in the standardisation of VHF-based data link protocol, this initial survey shows there is still an opportunity to include security functions with this protocol.

The proposed security functions have the following capability:

· Authentication of the Data Link Communication Provider, operating Ground Stations GSs

· Authentication of the VHF Data Radios, VDRs

· Proof of origin, integrity and anti-replay protection of GSIFs, XIDs and INFOs AVLC frames exchanged between GSs and VDRs

These security functions provide an efficient level of protection for the VDL mode communications in a way that can benefit to both ATN and AOA users. The active security entities that control the crypto keys are the DLCP and the VDR. They would use of asymmetric cryptography with private and public keys. The key management scheme is scalable and can rely on:

· enabling e-facility such as e-mails, or

· other existing legacy ATM procedures such as NOTAM, flight plans.

These ATM procedures might be augmented to distribute public keys between airlines and DLCPs.

Security data would be inserted into the AVLC frames with limited side effects. The securisation scheme would remain optional, ground multicast or one-to-one communication deemed non-critical would remain possible without including security data. Individual ATS providers (and individual airlines for (AOC/AAC) could determine their own security policy for VHF data link communications.

The solution sketched in this preliminary study should be refined in order to optimise the impact of security upon AVLC protocol with a qualified  proper level of security. The proposed solution does not provide any protection against jamming of VHF frequencies. An effective protection against VHF jamming would require an in-depth re-engineering of the VHF frequency management under control of security mechanisms (and probably new institutional and regulatory measures to better protect the aeronautical spectrum).

The only protection that could be provided against jamming in the short term would consist in using the spare frequency management scheme already in use for the purpose of switching to a clean frequency when pilots and/or controllers detect interference with the voice link.

With the data link frequencies, a similar scheme could be proposed, triggered by Network Management events notified at the level of sub-network supervisor.

For the short and medium term, we recommend to:

· refine the proposed technical solutions for voice communications and VDL mode 2 data communications,

· set up a security policy for VHF communications and have it endorsed by the Regulation Committee,

· define a security plan for VHF communications in co-ordination with the stakeholders, (aircraft manufacturers, airlines, DLCPs, ATSOs)

For the longer term, we recommend to:

· address security issues in the definition of new data link technology,

· manage proactively the security policy of VHF communications,

· conduct a cost-benefit assessment of a monitoring and reporting system having the ability to detect and signal any attack in the VHF infrastructure.

1 Introduction

Air-ground voice and data communications are key supporting elements for both the provision of Air Traffic Services and the air traffic situation awareness on the cockpit side and the ACC.

Voice communications are based on VHF DSB-AM infrastructure with 25khz and 8.33 khz channel spacing. Voice communications take place between pilots and controllers. By sharing the same voice frequency between many pilots and controllers, passive listening provides also real-time information of relevance to the air traffic situation awareness.

Emerging data-based air-ground communications services should augment the capacity of ATS by working around the shortage of frequency and the controller workload observed with voice communications in some congested areas. VDL mode 2 (VDL2, implementing a p-persistent CSMA protocol over a D8PSK modulation into 25 kHz channels) is the first data link technology to become mature for supporting data link services in dense continental traffic areas such as Western Europe.

The security of both air-ground voice and data communications is crucial for the safety of ATS.

This document is a security study, ordered by Eurocontrol, addressing the VHF DSB AM and VDL2 communications.
2 Scope of work

This section describes the intended scope of work with respect to:

· The current context of voice and data communication,

· The technical architecture

· The delineation of the security assessment perimeter.

2.1 The voice communication context

The pilot-controller communications in Europe and most of the countries are supported by a VHF communication infrastructure operating in the exclusively allocated aeronautical band (118 MHz to 137 MHz). Two double side-band amplitude modulation (DSB-AM) communication variants co-exist: the classical 25Khz channel spacing scheme, which has been widely used throughout the world and the 8.33Khz channel spacing that has been recently deployed. The 8.33 kHz spacing scheme has been deployed in the most congested areas of the upper airspace in Europe.

Neither DSB-AM VHF spacing scheme is currently equipped with any kind of communication protection measures on the ground, except as operated locally and/or sporadically by ATS providers and telecommunication regulators.

Indeed, besides non-intentional jamming problems, some occurrences of intrusions by “phantom controllers” into ACC-aircraft dialogue over VHF channels have been reported in the past, hopefully quickly worked out by the pilots.

On the airborne side, VDRs in radio mode 716 can support both 25Khz and 8.33Khz channel spacing to meet the communication requirements of 25Khz or 8.33Khz-equipped control sector. Should it be voice communications over 25Khz or 8.33Khz channels none of them has built-in security functions in current VDRs.

Therefore, the VHF voice communication infrastructure will be re-visited to try and propose a strengthening of voice communication security.

2.2 The data communication context

The ATN represents a comprehensive framework for the ATS and AOC air-ground communications. The ATN architecture is an internet-like architecture underpinned by mobile air-ground subnetworks and fixed subnetworks.

The ACARS system (based on DSB-AM 25 kHz channels) is a legacy communication technology mainly used for AOC traffic and marginally for ATS traffic. Today, there is no provision of security services in ACARS protocols. A task force including airlines and DLCP members is studying how to secure ACARS communications.

Security issues have been addressed in the ATN framework to secure end-to-end communications with the provision of security functions embedded into different layers of the architecture. As of today, in the wake of the 11th of September 2001 events and their economical impact on airlines, the operational deployment programmes based on the ATN look likely to be postponed for a couple of years. In between, the ACARS Over AVLC (AOA) system will be deployed for addressing AOC needs and those early ATS services such as DCL and D-ATIS that are currently operated within the ACARS context will be ipso facto migrated to the AOA environment.

Therefore, there is a need to investigate security issues directly at the level of the VDL2 subnetwork, be it used as a stand-alone support for ACARS-based applications or as an ATN subnetwork.

Although this security study has a limited scope, it is expected that the outcomes will provide sound input materials for further works.

2.3 Security target

The “security target” methodology is intended to delineate the domains subject of co-operative security policies in order to implement effective security measures. The domains are:

· the systems, (fixed and mobile hardware, software objects implementing communication infrastructure and distributed data processing).

· the operators interacting somehow with these systems (designers, installers, operators, maintenance technicians).

· a proprietary physical environment accommodating the objects and operators.

The security target is immersed in an external physical environment with clear physical interfaces. The security target has limited trust in the external environment. Specific security policies apply to each domain of the security target. The implementation of these security policies allows for the achievement of a specified level of security for the security target.

As explained in the description of the context, the two chains of communication that are addressed by this preliminary security study are:

· the analog radio-telephone system for controller-pilot voice communication, with 2 variants at the level of the wireless link: the 25 kHz and the 8.33 kHz channel spacing schemes ;

· the digital data link based on the VDL Mode 2 standard  and the associated AVLC protocol, which can support 2 different upper layer variants: the AOA system (ACARS on AVLC, that is the direct transmission of ACARS blocks into AVLC frames) and the ATN system (that is an end-to-end ISO stack consisting of TP4/ISO-IP/AVLC) ; 

The extendibility to the existing ACARS service operated over analogue 25 kHz channels of the solutions has not been actually addressed due to limited efforts of this study.

The Total System view of the operational communication architecture is:
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This study assumes that both the ATC rooms and the cockpits constitute a significantly more secure environment than the rest of the chain, and that the weakest link is in both cases the A/G VHF channel that connects the ground station to the aircraft radio.

In practice, the focus of the study needs to encompass the complete logical link layer, on the one hand, and the A/G segment of the radio chain, on the other hand. We can assume that there are 3 types of security issues:

· cockpit and ACC/TWR security (intrusion risks are mainly physical and should be countered by such measures as staff screening, premises access control etc.) ; these problems are outside the scope of this study ;

· security issues raised by those ground systems external to ACC/TWR premises and the associated ground-ground links (intrusion risks are both physical and logical, and could be countered by such measures as real-time system monitoring, system management ring-fencing etc.) ; since those elements belong to an open and shared ground environment, they are potentially prone to security attacks; however off-the-shelf security mechanisms can be defined in co-operation with the telecom operators to alleviate that sort of risk ; for that reason, the security problems of that shared ground environment are only partly within the scope of this study, and the scope of our investigations in this respect will be limited to assessing the security mechanism commercially available for controlling the access to VHF ground stations for remote configuration and maintenance operations since there is a direct operational impact on the availability of the A/G link (the configuration/maintenance procedures and operators are outside the scope of this study) 

· the main focus of the study, with both physical and logical intrusion risks, is the air-ground link.

Alongside the operational communication architecture exists a system management architecture, that allows supervision activities to be conducted, that enjoy a privileged access to certain components for configuration management, outage recovery and maintenance purposes.

It should also be noted that the diagram illustrates the point-to-point dialogue between pilots and controllers, although the VHF communication is broadcast by nature, and certain services are indeed broadcast rather than point-to-point. Therefore, the 2 types of services will have to be distinguished in the technical analysis of both the threats and the counter-measures. 

Therefore, for this study, the security target is the VHF communication infrastructure. The operators and the proprietary physical environments are out of the scope of the study. The security target comprises:

· The VHF DSB AM infrastructure for air-ground voice communications comprising the aircraft VDR and the VHF ground stations

· The VDL mode 2 infrastructure for air-ground data communications comprises the aircraft VDR and the VDL mode 2 ground stations, including not only the physical layer components (antenna and R/F modulator) but also the ground data-link processor hosting the ground part of the AVLC protocol (which is assumed to be physically co-located with the station)

· In both cases, the protection mechanisms of supervision data exchanges associated with the ground stations to allow for a secure remote configuration and maintenance will be mentioned, but no detailed technical recommendations will be made (this is a local issue to be discussed directly between VHF station manufacturers and their customers).

Our assumptions on the relative intensity of security problems for this system can be summarised graphically as follows:
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3 Identification of threats

The identification of threats applicable to the security target is an initial step instrumental to define the appropriate security measures.

The following table outlines the main threats compromising the security of VHF voice communications and VDL2 data communications. 

	#
	Threat
	Description
	Systems concerned

	
	
	
	25/8.33 DSB-AM
	VDL M2

	2
	Jamming
	Radio communications may be intentionally jammed by a hostile transmitter
	Y
	Y

	3
	System network attack 
	Essential functions of the system may be disabled (including collapse resulting from dummy traffic) or modified by a network based attack, including remote management (confined to network related issues)
	N
	Y

	4
	Masquerade
	Attackers, acting as Pilot or as well as Controller, may pose as authorised personnel and deliberately introduce misleading information 
	Y
	Y

	5
	Replay /Spoofing
	Recorded or modified messages may be transmitted to confuse or mislead system users
	Y
	Y

	7
	Modification of data
	Data messages may be deliberately modified to mislead system users
	N
	Y

	8
	Interception
	Sensitive information may be intercepted by unauthorised personnel
	Y
	Y


Further analysis have been achieved in annexes A to D. The identification of threats comprises 3-steps:

· Determination of the generic threats threatening the security target ;

· Determination of the security target vulnerabilities that might pave the way to threat execution;

· Determination of the specific risks caused to resources of the security target.

These annexes are intended to illustrate that an in-depth threat analysis should be carried out to gather a comprehensive view of diverse attack scenarios. Complex attack scenarios may be also envisaged by combining different communication and navigation means.

4 Analysis of VDL2 security functions

4.1 Overview of VDL Mode 2

VDL2 uses differentially encoded 8 phase shift keying (D8PSK). There are 3 bits encoded per symbol. The data stream is split into sequence of 3 bits. For each group of 3 bits, a change in phase is associated and the symbol is modulated accordingly. The symbol rate is given in bauds, 10500 bauds/per second. The bit rate is given by 3x10500= 31500 bits/second.

The VDL link layer is structured with three sublayers:

A Media Access Control, MAC, based on Carrier Sense Multiple Access, CSMA method. This sublayer is hosted in the VDR and implements the following functions:

· Frequency tuning of the transmitter and receiver

· Data reception of the receiver, data transmission of the transmitter

· Data encoding, Modulation rate, Training sequence, Header FEC, Interleaving, Channel busy to idle detection.

The Data link Services, DLS, sublayer acts as a connection-oriented point-to-point or a connectionless broadcast link over the MAC sublayer. This sublayer is split between the VDR and the CMU. This sublayer implements the following functions:

· Frame assembly and disassembly

· Establish frame synchronisation

· Detection and control of frame errors

· Address recognition

· Generate and verify the frame sequence.

The Link Management Entity, LME, sublayer establishes and maintains connections between airborne and ground stations. This sublayer is hosted in the CMU, implementing the following functions:

· Connection initiation, frequency search and acquisition process

· Link establishment and parameter setting

· Connection handoff

· Connection termination.

4.2 Preliminary definitions

Security functions

Security functions correspond to functions having the capability to protect objects and subjects lying in the security target against internal or external threats. These security functions are drawn from generic security functions such as authentication, integrity, confidentiality. There are specified for a particular environment, the security target. In a network infrastructure, security functions are distributed in the network. The implementation of these functions can fall into one of the following categories.

· They can be tightly linked with existing communication protocols

· They can be implemented like companion protocols hooked somehow in the communication protocol stack with legacy communication protocols

· They can be implemented like ancillary user’s application relying upon services provided by non secure legacy communication protocols.

Cryptographic objects.

There is no way of implementing security functions without cryptographic objects. There is a great deal of cryptographic objects should it be in symmetric or asymmetric cryptography, (algorithms, keys, characteristics of Gallois Fields, etc…). Extensive work have been achieved and still is ongoing in cryptography science. Cryptographic objects are embedded in security functions to protect the security target. Some cryptographic algorithms are more efficient than others. Security functions making use of such algorithms shall be properly specified to take advantage of the intrinsic strength of these algorithms.

In the context of this study, the choice of cryptographic objects is not addressed. This point should be analysed in a complementary study.

Security management and administration

Security management and administration correspond to: 

· process focused on configuration, monitoring and command of entities distributed in the infrastructure and implementing security functions

· staffed activities to administer security policies throughout the target security.

The security management and administration of a security target may represent a significant cost in the overall cost. In the context of this study, the security management and security are not addressed. This point should be analysed in a complementary study.

Symmetric cryptography
Symmetric cryptography corresponds to a family of cryptographic functions based on the principle of one single secret key shared between two entities. Both entities wanting to communicate securely shall agree on a common secret key prior any communication.

For a set of N entities, each entity has the opportunity to communicate with anyother entity. Thus, it means each entity needs to know (N-1) keys.

DES is considered as the most famous cipher function representing the symmetric cryptography familiy.

Asymmetric cryptography
Each entity owns a unique pair of keys, a public key, Kp and a private key, Ks. The keys Kp and Ks are mathematically dependent from each other and it is computationally very difficult to obtain Ks from Kp. Each entity publishes its public key and keeps secret its private key. The key management process is more scaleable than the one used for symmetric cryptography.

With asymmetric cryptography it is possible to build up efficient security functions that can be smartly integrated with telecommunication protocols. Most advance secure protocols combine asymmetric and symmetric crypto functions. In particular, an efficient digital signature scheme can be implemented with asymmetric crypto functions.

A digital signature of a message offers the following advantages:

· proof of origin of each signed message

· proof of integrity of the message contents.

Let us assume A sends a signed message to B, the main computation phases carried out by A and B are illustrated in the following table.

	To send a signed message A…
	To verify the signature of a received message, B…

	1. computes a condensation function or Message Authentication Message MAC over the plain text message bit stream, m. The result, MAC(m) is a string of bits of fixed length depending on the message bit stream
	

	2. ciphers the result of the MAC function with the A’s private key, Eks(MAC(m)) to obtain the signature
	

	3. concatenates the plain text message m with the signature obtained in 2: m || Eks(MAC(m)) and sends the signed message.
	

	
	4. computes the MAC function over the plain text message bit stream, MAC(m’). It is the same MAC function as the one used by the sender.

	
	5. deciphers the received signature with the A’s public key, Kp, U=Dkp(Eks(MAC(m)) = MAC(m)

	
	6. verifies whether MAC(m) = MAC(m’) if yes, the received message has been signed by A; if no the received message has not been signed by A


4.3 Assumptions

The following list summarises the most significant assumptions having a sound impact upon proposed solutions.

1. Security functions shall not require any additional VHF frequency or increased bandwidth

2. Security functions shall not modify the D8PSK modulation scheme

3. Security functions shall not modify the interfaces of the existing communication components (VDR, CMU) integrated in the aircraft communication architecture.

4. Security functions shall not modify the protocol architecture from the perspective of the VDL mode 2 users. It means the services exposed to the VDL Mode 2 users are not modified. Security functions are executed on behalf of VDL mode 2 users.

5. Security functions are predefined and agreed between all of the VDL mode 2 users. It means security functions are not negotiated, algorithms, public parameters describing the mathematics objects are known by all the parties.

6. Security services for VDL2 users should be optional.

7. The administration of security policies shall not generate extra burden over the airlines, ATS providers and ACS providers.

4.4 Authentication and proof of origin

The purpose of an authentication procedure is to ensure with a given level of confidence that an individual’s identity corresponds to the identity he pretends to have.

The authentication allows to ensure that:

· an object has a well known identity

· the claimed identity has not been encroached by the object (should it be intentionally or not).

The authentication procedure is an asymmetrical synchronous procedure taking place between two entities:

· The entity to be authenticated

· The authenticating entity.

The authentication procedure may rely upon a one pass or two passes exchanges, see ISO 9798. Both entities shall demonstrate that they know and/or they have something that no one else shall know and/or have. This primary definition may be conceptually extended by considering the authentication as a means of proving that an object has been stamped by a well known originator. The problem is not to verify the identity of an individual but the origin of an object. An object stamped by an originator may require an appropriate authentication procedure to prove its origin. It means that each object shall embed some credentials to prove its origin at any time.

5 Analysis of potential solutions

Four potential solutions are presented:

· Security mechanisms based on security data embedded into AVLC protocol units

· Security mechanisms based on bit scrambling with a PN sequence generator

· Secure tunnel atop VDL2 communication services

· Firewalls on both extremities of the VDL data link.

5.1 Security mechanisms based on security data embedded into AVLC protocol units

5.1.1 Security requirements related to AVLC protocol units

XID frames

The XID (exchange identity) frames are used by the LME to establish and maintain a communication link with a remote LME. XID frames are not managed within the window-controlled transmission flow. XID frames have a specific numbering scheme with a transmission counter and retransmission counter.

The broadcast XIDs, XID_CMD (P=0) correspond to the GSIFs advertising AVLC services available in a given coverage area. They are periodically broadcast by VDL2 ground station on the signalling frequency, CSC or on a service frequency. GSIFs are received by all aircraft located in the coverage area. The aircraft LME analyses data describing AVLC services advertised by GSIFs. Depending on local policy, it may initiate a link establishment procedure with a ground station listed in the received GSIFs.

A security function is necessary to prove the origin of GSIFs and ensure their integrity.

The connection oriented XIDs are used for the establishment, the update of link parameters and the handoff procedures by the air and ground side.

A security function is necessary to prove the origin of connection-oriented XIDs and ensure their integrity.

INFO frames

Info frames convey data for ATN compliant users and AOA compliant users. They are exchanged in the context of a link connection.

A security function is necessary:

· to prove the origin of INFO frames

· to ensure their integrity

· to detect a replayed INFO frame.

Supervisory frames

Supervisory frames, RR, SREJ, FRMR, DISC have sound impact upon the AVLC state machine. They can not be used to inject forged data into aircraft systems and/or ground systems. They can be forged to create a denial of service situation by sending FRMR or DISC frames. This denial of service will occur between a given aircraft and a ground station. As presented earlier the VDL2 frequencies can be jammed to create a situation of denial of service touching all aircraft in the coverage area. Jamming of the VDL2 frequencies is easy to implement, easy to detect and difficult to prevent.

We assume that the scenario of denial of service between a given aircraft and a ground station making use of AVLC supervisory frames is rather unlikely. Therefore, no security function is foreseen for supervisory frames. This assumption could be revisited in a further study. 

5.1.2 Authentication of the DLCP, proof of origin and integrity of GSIF frames

5.1.2.1 Authentication of the DLCP

The VDRs receive GSIFs broadcast by GSs operated by a DLCP. The authentication of the DLCP aims at ensuring that the GSIFs are actually sent by a GS operated by an authenticated DLCP.

Any aircraft which has not yet authenticated or failed to authenticate the DLCP can still exploit the broadcast data. The level of confidence in the advertised information should decrease if AVLC broadcast services have not been authenticated. Authentication of the DLCP is an initial mandatory step for security services applied to VDL2 point to point connections.

The access to VDL2 communication services is initiated and monitored from the air side on the basis of advertised information broadcast by VDL2 ground stations. It means the lack of confidence in non-authenticated broadcast information is detrimental to the security level of point to point communications.

The following principles should underpin the technical solution for the authentication of DLCP.

· Authentication shall use data information broadcast by the GS, (no point to point communication shall be necessary to implement the authentication of DLCP).

· Each VDR is an authenticator, the authentication procedure is carried out upon reception of GSIF authentication token.

· Although a VDR fails to authenticate the DLCP, this VDR has still the capability to use VDL2 communication services.

· A ground station is not actually aware of the number and identity of aircraft having successfully authenticated the DLCP.

5.1.2.2 Origin and integrity of GSIF frames

The VDR shall have the capability to verify the origin and integrity of incoming GSIF frames. The origin and integrity of each received GSIF shall be verified. When the origin and integrity conditions are not fulfilled for a frame, the VDR has the choice either to discard the frame or use it with a limited factor of confidence.

5.1.2.3 Outlines of a functional solution based on a shared secret key for the authentication of the DLCP, the proof of origin and the integrity of GSIF frames

5.1.2.3.1 Functional scheme

The authentication scheme is a one pass procedure. The basic scenario for the authentication of the DLCP is as follows.

· The authentication session is started by the GS broadcasting a GSIF frame containing an authentication token, Taut,gs,vdr.

· Upon reception of the GSIF, the VDR verifies the authentication token, Taut,gs,vdr.

· The VDR PECT is updated in accordance with the result of the verification of the authentication token. The entry in the PECT table shall describe whether the GS has been authenticated or not.

The authentication token is also used as a proof of origin. There is no sensible solution for a hacker to masquerade the GSIF bit stream as long as the associated authentication token is correct.

The integrity of GSIF frames advertising AVLC services may rely upon the Forward Error Correction, FEC mechanisms used by the VDL2 physical layer. Again there is no sensible solution for a hacker to masquerade the GSIF bit stream as long as the associated authentication token is right. In the case the integrity of a GSIF is not fulfilled, it means that bit errors occurred during the transmission and the bits in error are outside the correction capability of the FEC.

5.1.2.3.2 Key management scheme

p long term secret keys are allocated to a DLCP and known by each GS [AKgs1, AKgs2,… AKgsp] to authenticate the DLCP, prove the origin of GSIFs and prove the integrity of GSIFs. All these keys are statically predefined and known by each authorised entity (GS and VDRs). At any time, there is one and only one AKgs key used for the security functions bound to GSIF frames. The selection of a key is dynamically carried out under control of the GS. The GS advertises to the aircraft which key is used by sending a key index identifying the secret key, for example p identifies AKgsp. This index could be conveyed in a GSIF frame.

A variant of this basic scenario is to derive a key from the selected static key, AKgsp and from a seed randomly chosen by the GS. By advertising a new random seed and key index dynamically from time to time, it is very difficult for an attacker to compromise the keys.

The following diagram depicts the key allocation and selection scheme.
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5.1.2.3.3 Properties of the authentication token, Taut,gs,vdr

The authentication token contains:

· The key index, ik

· A random number, Ra,

· A time variant parameter, Pt

· The result of a cryptographic function, cryptof, applied to the time variant parameter, Pt.

Ra is used jointly with the long term secret key AKgs to compute an authentication session key, DAKgs,vdr. Cryptof is a cryptographic function applied to Pt making use of the authentication session key, AKgs. The time variant parameter evolves according to an agreed rule, the authenticator deciphers the ciphered part of the authentication token, retrieves the time variant parameter and verifies whether it verifies the agreed rule.

The authentication token can be managed according two computation loops:

· Ra and Pt are updated

· only Pt is updated

with respect to their values used in the preceding authentication token.

In the first case, a new authentication session has been started with a new session authentication key. In the second case, we are within an authentication session, only Pt is updated regularly; the authentication token brings a proof of origin.

This property may be used to balance the computation cost of the authentication token by the VDR.

5.1.2.3.4 Feasibility of the solution

The very weak point of this solution is the key management process. Communicate a secret key shared by the aircraft fitted with VDL Mode 2 equipment and operated by different companies is absolutely unrealistic. The secret key will be rapidly compromised.

5.1.2.4 Outlines of a functional solution based on public and private keys for the authentication of the DLCP, the proof of origin and the integrity of GSIF frames

5.1.2.4.1 Functional scheme

Each DLCP has a private key, ks_dlcp and a public key, kp_dlcp known by the aircraft. Each GSIF, sent by GSs is signed by using the DLCP’s private key. The signature is concatenated with each GSIF protocol unit. The GSIF plain text part is not changed. Upon reception of GSIFs, each VDR has the capability:

· to authenticate the DLCP, the only one knowing the private key associated to the public key used by the VDR, unless the private key is compromised no one else can generate a correct signature

· to verify the integrity of the GSIFs with the MAC function

· to ascertain the proof of origin of the GSIFs.

This scheme is scalable and applies whatever the number of aircraft in the coverage area. It is always possible to receive GSIFs without applying security functions on the aircraft side.

The following picture illustrates the functional solution.
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5.1.2.4.2 Key management scheme

The DLCP is responsible for the generation of its private and public key. The public key is distributed to the aircraft via non secure communication channels. Each DLCP should define the appropriate process to distribute its public key to the airlines. The public key distribution process shall be reliable to ensure that the public key has been issued by the DLCP and the public key is correct.

5.1.2.4.3 Feasibility of the solution

Each aircraft receives the public key of the DLCP by a distribution process with a high level of confidence in the accuracy of the data. Existing ATM data vectors might be used to convey the public keys for example flight plans or NOTAM. Other channels such as signed e-mails, and mails are also possible. Each time the DLCP changes its private and public key, all of the aircraft shall be updated, accordingly. The DLCP’s key shall be entered into the CMU.

This solution is scalable, manageable and an appropriate process is feasible to distribute the public keys to the aircraft and initialise the CMU.

5.1.3 Authentication of the VDR, proof of origin and integrity of connection-oriented XID frames

5.1.3.1 Authentication of a VDR by a ground station

The authentication of the VDR by the GS aims at ensuring the identity claimed by the VDR. Upon successful completion of the authentication of the DLCP, a VDR applying security services for VDL2 point to point communications should carry out an authentication procedure with the GS. The authentication of a VDR by the GS is mandatory to benefit from security services applied to point to point communications.

The LME has the capability to initiate a link connection with or without authentication of the VDR. In case, the authentication of the DLCP succeeds, the LME has the choice either to establish a link connection with or without security services depending on the airline security policy. In case of emergency, the authentication of the aircraft VDR might be bypassed to speed up VDL2 communications.

The authentication of a VDR should take place before the establishment of a link connection. 

Once the authentication of the VDR has been successfully achieved with a given GS, it should be possible to propagate the authentication state to the next GS reachable by handoff. This point should be studied in a complementary survey.

5.1.3.2 Proof of origin and integrity of connection-oriented XID frames

The connection-oriented XIDs are exchanged in both directions. The VDR shall have the capability to verify the origin and integrity of connection-oriented XIDs sent by the GS. The GS shall have the capability to verify the origin and the integrity of incoming connection-oriented XIDs sent by the VDR. When the proof of origin or the integrity conditions are not fulfilled for a frame, the VDR or the GS has the choice either to discard the frame or use it with a limited factor of confidence.

5.1.3.3 Outlines of a functional solution based on a shared secret key for the authentication of a VDR, proof of origin, integrity and anti-replay of connection-oriented XID frames

5.1.3.3.1 Functional scheme

The authentication scheme is a one pass procedure. It is assumed there is one long term secret key, Kvdr, uniquely assigned to a given VDR and shared between the VDR and the GS. The basic scenario for the authentication of the VDR is as follows:

· The authentication session is started by the LME. The link establishment request sent by the LME contains an authentication token, Taut,vdr,gs.

· Upon reception of the link establishment request, the GS verifies the authentication token Taut,vdr,gs.

· The link connection context and a security association are created with the result of the authentication procedure.

A security association is a data structure containing relevant static and dynamic information for the execution of security services. For example, the static security association might contain crypto keys, identifiers of algorithms to be used; the dynamic security association might contain counters, timers, volatile parameters updated during the execution of security services. For the sake of efficiency and simplicity, the security association used for the security of point to point communications should have the following capability.

· The static security context should be the same for uplink and downlink directions for a given connection

· The static security context should be the same for all of the data link connections established between a given VDR and a given ground station.

In order to ensure the integrity of connection-oriented frames, an integrity token is added to these frames. The integrity token is computed for each packet, it requires:

· a condensation function, MAC, applicable to the plain text frame

· an integrity key known by the GS and the VDR.

There is one and only one integrity key for each authentication session. The integrity key is computed by each extremity on the basis of a random number, integrated in the authentication token and the long term secret key, Kvdr. As long as the long term secret key has not been compromised, only the remote LMEs sharing this long term secret key will be able to compute the same integrity key. The integrity key is updated at the beginning of each authentication session. The same integrity key is used for both directions. 

The dependency between the authentication token and the computation of the integrity key ensures that the integrity token has been computed by the authenticated entities. Therefore, the integrity token is used to prove that the frame has not been forged and to prove its origin.

The following figure depicts the functional block of the authentication security mechanism for connection-oriented XIDs.
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The following figure depicts the functional block of the integrity security mechanism for uplink connection-oriented XIDs. The same figure applies for the downlink connection-oriented XIDs by swapping the GS and VDR side and keeping the functional blocks unchanged.
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5.1.3.3.2 Key management scheme

There is one long term key assigned to each VDR, Kvdr. The authentication session key, DAKvdr,gs is derived from the long term key, Kvdr and from a random seed, Ra included in the authentication token.

The integrity key, IKvdr,gs is derived from the long term key, Kvdr and from a random seed, Rb included in the authentication token. The integrity key has the same lifetime as the authentication session.

5.1.3.3.3 Properties of the authentication token, Taut,vdr,gs

The authentication token contains:

· A random number, Ra,

· A time variant parameter, Pt

· A cryptographic function, cryptof, applied to:

· A random number, Rb

· The time variant parameter, Pt

· The initial counter value to initialise the anti-replay counter, Iv.

Ra is used jointly with the long term secret key, Kvdr to derive an authentication session key, DAKvdr,gs.

Cryptof is a cryptographic function applied to Rb, Pt and Iv making use of the authentication session key, DAKvdr,gs.

Rb is used jointly with the long term secret key, Kvdr to compute an integrity key, IKvdr,gs. The same integrity key applies for both directions.

5.1.3.3.4 Feasibility of the solution

The very weak point of this solution is the key management process. Each VDR owns its secret key. Each DLCP shall collect the secret keys of the VDRs it serves. The risk of compromise of the VDR secret key is rather high.

In order to work around this problem, the scheme should be augmented by a dynamic protocol allowing to share a common secret computed locally by each peered entity without conveying this secret over the data link. This approach would have a sound impact upon AVLC protocol.

5.1.3.4 Outlines of a functional solution

The outline presented here below is based on public and private keys for the authentication of a VDR, proof of origin, integrity and anti-replay of connection-oriented XID frames

5.1.3.4.1 Functional scheme

A private key, ks_vdr and a public key kp_vdr are assigned to each VDR. The VDR’s private key is known by no one else. Each GS operated by a DLCP knows the public keys of the VDRs that it serves.

The basic scheme of the electronic signature presented in 4.2 is slightly modified with the addition of an anti-replay counter, Arctr. Arctr is concatenated with MAC(m) before the computation of the signature. The signature protects the anti-replay counter. There is one anti-replay counter for each communication direction, both are independent. There is no way of sending the same message with the same Arctr without knowing the private key.

All of the XIDs exchanged in connection mode are augmented with an electronic signature:

· XIDs sent by a VDR are signed with the VDR’s private key

· XIDs sent by a GS are signed with the DLCP’s private key.

XIDs sent by each VDR, are structured as follows:

m || Eks_vdr(MAC(m) ||Arctr) , m corresponds to an XID frame without security data.

XIDs sent by a GS, are structured as follows:

m || Eks_dlcp(MAC(m) ||Arctr) , m corresponds to an XID frame without security data.

This electronic signature is slightly different from the one proposed for GSIFs. The same private key, ks_dlcp can be used to sign XIDs and GSIFs sent by a GS. There is no ambiguity to discriminate the protocol units on the receiver side.

The electronic signature applied to the connected-mode XIDs is a well-balanced mechanism providing:

· The authentication of each VDR by a GS

· The integrity and proof of origin of XIDs sent by a VDR

· The integrity and proof of origin of XIDs sent by a GS

· The anti-replay counter for XIDs sent by a VDR

· The anti-replay counter for XIDs sent by a GS.

The following picture illustrates the functional solution for the downlink communications. The same figure applies for the uplink communications by swapping the VDR and GS side and updating the public and private keys in the figure accordingly.
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5.1.3.4.2 Key management scheme

Each airline is responsible for the generation of private and public keys for each aircraft VDR. The public keys are distributed to the DLCP via non secure communication channels. Each DLCP should define the appropriate process to receive VDRs’ public keys. The public key distribution process shall be reliable to ensure that the public key has been issued by the airline and the public key is correct.

5.1.3.4.3 Feasibility of the solution

The DLCP receives the public keys of VDRs that it serves by a distribution process with a good level of confidence in the accuracy of the data. Existing ATM data vectors might be used to convey the public keys for example flight plans or NOTAM. Other channels such as signed e-mails, and mails are also possible.. Each time an airline changes the private and public key of a VDR, the corresponding public key shall be distributed to the DLCP.

This solution is scalable, manageable and an appropriate process is feasible to distribute the VDRs’ public keys to the DLCP.

5.1.4 Security functions for INFO frames

5.1.4.1 Outlines of a functional solution based on a derived secret key for the proof of origin, integrity and anti-replay of INFO frames

AVLC communication services are seen as a carrier for air-ground applications that shall ensure for both uplink and downlink communications:

· integrity of INFO frames

· proof of the origin of INFO frames

· protection against anti-replay attacks.

We assume that the encryption of the INFO frames is not actually necessary. Encryption services might be implemented by upper layers. This point might be revisited in a further study.

The integrity of INFO frames relies upon the same mechanism as the one proposed for connection-oriented XIDs in section 5.1.3. It uses the same integrity key, IKvdr,gs. This mechanism provides also the proof of origin of the INFO frames.

The anti-replay mechanism should work independently for uplink and downlink communication direction. The mechanism is based on a modulo k counter, Arctr, providing a window starting with Iv for the acceptable packets. The counter is incremented for each frame and included within each payload. The initial value is provided by the VDR. It means that it is not necessary to store and manage the initial values on both extremities. This would require extra management facility to store and retrieve these initial values, specific to each aircraft and each ground station. The initial value is drawn randomly among the acceptable values by the sender. Then this initial value is sent in an unclear format to the receiver during the authentication procedure. The anti-replay function does not apply to AVLC broadcast frames.

The following diagram shows the functional blocks for INFO frames sent by the GS. The same diagram applies to INFO frames sent by a VDR by exchanging roles of GS and VDR.
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5.1.4.2 Feasibility of the solution

The integrity key is derived from a secret key shared between each VDR and the DLCP see 5.1.3.3. Each DLCP shall collect the secret keys of the VDRs it serves. The risk of compromise of the VDR secret key is rather high.

5.1.4.3 Outlines of a functional solution based on private and public keys for the proof of origin, integrity and anti-replay of INFO frames

The same functional scheme as the one proposed in section 5.1.3.4 can be applied. No additional keys are introduced. The DLCP has a couple of keys, a private key, ks_dlcp and a public key, kp_dlcp. Each VDR has a couple of keys, one private key and one public key.

All of the INFOs exchanged in connection mode are augmented with an electronic signature:

· INFOs sent by a VDR are signed with the VDR’s private key

· INFOs sent by a GS are signed with the DLCP private key.

INFOs sent by each VDR, are structured as follows:

m || Eks_vdr(MAC(m) ||Arctr) , m corresponds to INFO frame without security data.

INFOs sent by a GS, are structured as follows:

m || Eks_dlcp(MAC(m) ||Arctr) , m corresponds to INFO frame without security data.

The electronic signature applied to the INFOs is a well-balanced mechanism providing:

· The integrity and proof of origin of INFOs sent by a VDR

· The integrity and proof of origin of INFOs sent by a GS

· The anti-replay counter for INFOs sent by a VDR

· The anti-replay counter for INFOs sent by a GS.

5.1.4.4 Feasibility of the solution

This solution is the same one as described in section 5.1.3.4, see 5.1.3.4.3.

5.1.5 Further considerations with respect to security data embedded into AVLC protocol units

P1 : This preliminary study is focused on a security target representing a subset of the resources backing up the air-ground end-to-end communications. The definition of an efficient cost-effective security solutions should consider a security target including the complete protocol stack and the network management facility. Although the security analysis driven by communication layers is relevant, the potential impacts upon network management functions or service interfaces with upper layers is not addressed. It is likely that the upper layers and the applications will have security functions of their own. The management of cryptographic keys on behalf of security entities lying at different levels of the layered architecture may be optimised in the context of a revised security target.

P2 : As a general principle, the implementation of security mechanisms in the upper layer protocols protects objects in the scope of these communication layers, protocol units, state machines, service interfaces. These security mechanisms are unable to provide protection to resources lying in sub-layers and detect attacks in sub-layers. This point stems from the very principle backing up the architecture of a communication protocol stack. From the user standpoint layer N hides technical details about layer N-1. The reverse proposal is not true. Security mechanisms implemented at layer n-1 might protect protocol units of layer N. The threat analysis applies to the security target. Security mechanisms shall be defined for objects and subjects lying in the functional blocks of the security target. This approach provides a better resolution in terms of protection and detection.

P3 : The key management can be used as a means of modifying the security policy. On the ground side, a secret key can be assigned per GS or per DLCP. On the air side, a secret key can be assigned per aircraft or per airline. This property corresponds to the key specificity. It is unlikely that a complex security infrastructure will emerge as long as a comprehensive security framework has not been set up (security access network, end-to-end security, multi-domain security policies). For the short term, it is recommended to use local key management solutions that could migrate towards further enhanced key management functions

P4 : Security mechanisms based on public and private keys turn to become a widespread solution used in IT security. In the Internet world, powerful protocols implement security services based on asymmetric cryptography, IPv6, SSL, TLS. The asymmetric cryptography uses certificates signed by a certification authority to distribute the public keys belonging to a well-known individual. The certification authority certifies that these public keys belong to a well-identified individual. The certification authority can be an in-house lightweight entity or outsource to an operator providing PKI services.

Basically, a server initiates an authentication of a client by sending a query to the certificate authority to get the relevant certificate. The certificate authority delivers the requested certificates if any providing the public keys of the client to be authenticated. 

The salient points of the asymmetric cryptography are;

· Flexibility for open infrastructure providing services to client, the client population is not known a priori by the provider

· Scalability of the key management infrastructure when the number of entities owning crypto keys increases

· Distribution of public keys does not require secure communication channels

· The private key shall be protected and known by its owner.

Some communication protocols use both symmetric and asymmetric cryptography. In general, asymmetric cryptography is used during the establishment of the context security and symmetric cryptography to secure the exchanges.

In the context of this study, a basic scheme using asymmetric cryptography has been considered. The integration of asymmetric and symmetric cryptography into data link communication protocols might be studied in a complementary survey.

5.2 Other approaches to secure VDL2 communications

5.2.1 Security mechanisms based on bit scrambling with a PN generator

5.2.1.1 Basic principles of the bit scrambling with a PN sequence generator

The VDL mode 2 physical layer uses a bit scrambler to facilitate clock recovery and stabilise the shape of the power spectral density.

The recommended pseudo-noise generator is a 15-stage shift register generator based on the characteristics polynomial X^15+X+1. This polynomial defines the taps configured along the modular in line, external line going from the output of the highest stage of the shift register into the input of the lowest stage of the shift register. This polynomial is primitive and the PN generator is a maximum-length sequence, m-sequence, 2^15-1=32K sequences.

The 15-stage shift register is initialised with a fixed value 1101 0010 1011 001. From this initial value, a PN bit sequence is generated at the clock frequency. On the transmitter side, the PN sequence is combined with the users bits by a modulo 2 addition.

On the receiver side, upon completion of the frame synchronisation, this initialisation value is loaded into the 15-stage shift register. The PN sequence is combined with the incoming bit stream to extract the user’s bit stream.

The knowledge of the initial value and the loading time is necessary to de-scramble the bit stream. Without knowing this initial value, it is difficult to de-scramble the bit stream. The received bit stream has a noise-like distributed shape without distinguishable features. The initial value can be modified randomly to make the de-scrambling more difficult for any entity ignoring the initial value.

5.2.1.2 Feasibility of the solution

The initial load value shall be changed very often to avoid any long path along the PN generator cycle. Within a frame, it is nearly impossible to re-initialise the PN generator. Values generated by the PN generator and containing many zeros should be eliminated. These profiles do not scramble (with a modulo 2 addition) efficiently a user bit stream. Bit streams convey well known repetitive bit patterns in the user data bits, this feature might be used to retrieve the PN generator sequences.

The cycle throughout the 32K sequences is inefficient to provide reliable security functions.

5.2.2 Secure tunnel atop VDL2 communication services

5.2.2.1 Definition

A secure tunnel is a two way communication link between two end points, offering security protection to user packets conveyed throughout the tunnel. Each end point implements security functions. Each end point relies upon underlying communication services which are unaware of the security functions. User’s packets are shrunk at one extremity and reappear to the other extremity. Security protection achieved by the tunnel is a combination of security functions (authentication, integrity, confidentiality, anti-replay) of packets conveyed throughout the tunnel. The security protection granted to packets is specified by:

· The type of packets targeted by the security functions

· The security functions applied to the selected packets.

The security functions apply to the complete packets, the selected packets are considered as a whole and not broken down into substructures. This feature avoids undue complexity and leaves the tunnel transparent for the conveyed packets.

A secure tunnel can be implemented:

· Either by using standard INFO frames to encapsulate another INFO frame containing security information

· Or by a lightweight protocol relying upon VDL2 communication services and implementing security functions applicable to the INFO frame payload.

In the first case an INFO frame will have an outer header and an inner header. This solution is more appropriate for protocol units that can be routed.

The second solution exports the security functions into a thin communication layer inserted between AVLC protocol and upper layer protocol.

5.2.2.2 Secure tunnel over VDL2 data link connections

The secure tunnel is not feasible for the frames broadcast by a GS. To comply with the security requirements ruling the broadcast frames, another solution such as the mechanism presented in section 5.1.1 shall co-exist with the secure tunnel.

A secure tunnel can be implemented over VDL2 D/L connections. Conceptually, the tunnel end points rely upon VDL2 communication services. Only the INFO frames are used to convey secure packets. The subnetwork part of the SNDCF frame mode presented in the ATN SARPs could be an interesting solution for the implementation of a secure tunnel over VDL2. It corresponds to a lightweight protocol layer using VDL2 communication services.

This lightweight protocol can be specified to implement security functions applicable to INFO frame payloads. A complementary study is necessary to investigate this alternative and specifies the security functions that cope with the threats identified in the security target, i.e. VDL2 air-ground data link.

5.2.2.3 Feasibility of the solution

The secure tunnel based on a lightweight protocol has the following advantages:

· Extra-layer developed on top of the standard VDL2 communication services without dependency with the LME protocol state machine, the modifications are exported within the CMU

· Flexibility to specify security procedures, protocol units embedding security information with user’s data

· Flexibility to manage security associations on both extremities.

The secure tunnel has also the following drawbacks:

· no security functions applicable to the AVLC broadcast frames

· attacks taking place at the AVLC level are difficult to detect, for example spoofing of a data link service address; the security context managed by the secure tunnel end points will likely detect something wrong in the INFO frame payload but they will not detect a spoofing attack

· a secure tunnel based on the ATN SNDCF frame mode does not apply to the AOA traffic.

5.2.3 Firewalls on both extremities of the VDL data link

5.2.3.1 Functional aspects

The protection ensured by a firewall is based on the principle that incoming AVLC frames can be trusted provided that they satisfy security policy statements. Security policy is implemented by security statements specifying formal properties and conditions to be met by the inbound AVLC traffic. A firewall behaves as an intelligent filter applied to the inbound traffic.

Basic security statements are scoped on a per AVLC packet basis; it means that the security statements do not require the interpretation of INFO frame contents. For example, during a flight, the firewall might anticipate the radio frequency, the address, the advertised identity of the forthcoming ground station and detect any intrusion caused by an unknown ground station. A ground station fitted with different frequencies shall have one unique address for each frequency. Likewise a ground firewall might know all of the authorised VDR ICAO codes and verify that the incoming calls have been initiated by an authorised VDR. There is one unique address for each aircraft.

More complex statements might be used to correlate information and assess a degree of trust in the incoming frame. This approach requires the interpretation of INFO frame content. The firewall shall be installed ahead of the AVLC entity protecting the AVLC state machines from external intrusions.

The following figure depicts a security solution based on firewalls.

[image: image10.wmf]Air-

ground

interface

Firewall 

A

VDR

CMU

<

Security

Policy

R/F

Equipment

DLP +

Firewall

 G

Towards

End 

Systems

<

Security

Policy


5.2.3.2 Feasibility of the solution

The firewall behaviour is orthogonal to the inbound AVLC traffic and has no impact on the AVLC protocol implementation. The firewalls have been successfully used in the IP network and their security policy widely extended to address IP datagrams, TCP packets and network application services.

Firewall-based solutions might be envisaged if there is no way to set up co-ordinated security policies with clearly delineated security domains administered by different stakeholders. These solutions provide a limited protection against:

· Masquerades of ground stations

· Replay of AVLC INFO frames.

The implementation of an effective security policy for firewalls leads to embed data describing the communication infrastructure, something which is very difficult and costly to operate. Security policies might be tricky to define and it is nearly impossible to demonstrate that there is no security breach.

6 Protection of the network management system managing the VHF ground stations

The VHF network management system is a key element of the availability of the VHF communication services. It is a distributed software application implementing the following main functionality:

· Monitoring of the network resources by collecting data reports,

· Surveillance of the network situation by collecting events, alarms

· Administering and controlling the remote resources by sending configuration data, commands.

An intruder might take partial or total control of the network management system and causes tremendous damages to the overall network.

Whatever the anticipated security provisions over the air interface for voice and data communications, it is recommended to carry out a security survey of the VHF network management system in order to define appropriate and harmonised security policies.

7 security mechanisms applicable to VHF voice communications

7.1 Overview of the ATC VHF Voice Channels

7.1.1 VHF Voice Network operation

In the field of Air Traffic Control, VHF voice communications take place in a fully open system:

· Any aircraft can call any ATC Service
, even if this ATC Service does not have any information about this aircraft.

· Any aircraft can (and often must) listen to "the traffic" i.e. communications between other aircrafts and ATC Service(s),

· Any aircraft may have to relay a communication between an ATC Service and another aircraft, due to bad VHF propagation conditions,

· Some ATC Services may provide a "coupling" between two (or more) VHF channels (any signal received on one channel is transmitted on the other one)
,

· Sometimes, Air Traffic Controllers are listening simultaneously to several VHF channels. The audio signals coming from these channels are mixed up in order to feed only one loudspeaker,

· There is no third part speaker identity proofing (the speaker gives by himself his identification through aeronautical phraseology).

7.1.2 VHF Propagation
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Under normal conditions, VHF propagation is from "Line of Sight" (LOS) kind, taking into account a radio-electric radius, which is 4/3 of the actual earth radius. As a rule of thumb, the maximum communication range D, in km, between two "objects" at an altitude of a1 and a2  (in m) is given by
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It is therefore possible to have clear communication conditions between an aircraft and stations A and B and no communication between A and B: for instance A cannot hear B but the answer from aircraft to B is clear.

For an aircraft flying at high level the VHF range is roughly 200 Nautical Miles, NM.

Under some specific conditions (for instance near the seaside), propagation can be "ducted" and the range can be far greater.
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Up to the Line Of Sight, the signal attenuation is proportional to the square of the distance, i.e. in order to get the same received signal from a transmitter located at 10 km that from a transmitter located at 1km the transmitted power must be 100 times greater.

Beyond the Line of Sight, the attenuation coefficient is very high. Then this coefficient becomes smaller.

Therefore, in order to have clear propagation conditions up to the LOS, it is not necessary to have high-transmitted power: 10W or 50W transmitters are far enough. Nevertheless, a transmitter radiating several kW could provide a jamming signal far beyond the Line Of Sight.

7.1.3 VHF Voice signal modulation

Voice signal is transmitted through Amplitude Modulation. Therefore, the voice signal can be detected by the "envelope" of the carrier (VHF frequency) i.e. by the peak level of each period from the VHF signal. 
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This way for signal transmitting is simple and does not ask for high frequency stability. This stability is provided by the stability of the "Crystal" involved in the VHF signal generation: In order to have a higher stability, crystal must be kept inside a thermo-controlled oven. 

Therefore, with DSB-AM modulation, VHF transmitters and receivers can be kept simple.

If two transmitters are radiating simultaneously and if at the receiver level, one transmission corresponds to a strong received signal and the other transmission a weak received signal, the demodulated signal will only take into account the strong received signal, as shown on the above figures
.
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On the frequency domain side, the modulated signal spectrum includes 

· One ray corresponding to the carrier

· Two symmetrical sidebands. The upper sideband is a copy of the voice signal spectrum (Base Band).

If the transmitter is "on air" without any voice signal, the spectrum is reduced to the carrier itself.

This modulation is not efficient in terms of spectrum occupancy and radiated power.

Whenever a 8.33 kHz channel spacing is in use, the voice signal is limited to something like 2.2 kHz before transmission, in order to avoid interferences with the adjacent channel.

7.2 Description of threats

Annex D provides an exhaustive list of the threats. Here are some technical details on the main threats:

7.2.1 Jamming

VHF-Air band is not very broad and VHF channel frequencies are published. There is no technical difficulty to have a sweeping generator, modulated by some audio frequency or some noise, connected to an amplifier.

It is also possible to have a VHF scanner controlling the VHF frequency of a transmitter (the frequency being generated through a synthesiser).

In both case, the noise will be so painful that the controllers or / and the pilots will not be able to operate the VHF.

The noise will be even more annoying if controllers are mixing VHF channels or using frequencies coupling.

According to the position of the jamming transmitter, due to propagation, the jamming can disturb only Pilots, only Controllers or both Pilots and Controllers.

If there is no modulation on the jamming transmitter a jamming will occur whenever there is another transmission: the noise will be due to the beating between the carrier corresponding to this transmission and the carrier corresponding to the jamming transmitter.

This can be an "accidental jamming": a transmitter, for maintenance purpose can be turned accidentally "on-air".

7.2.2 Intrusion

Anyone can easily buy a transceiver which can operate on VHF-Air bands.

It already happened that someone try to appear to pilots like an Air Traffic Controller, using a correct phraseology.

For Voice Communication, there is also a kind of information included in the voice itself: It is not sure that a pilot would perform all necessary checks if he receives a message "aircraft 123 immediately turn left.." pronounced by a voice looking stressed.

On the other side an intrusion as a pilot should be a lower level threat. 

7.3 Security mechanism

The proposed mechanisms take effect on the electric parameters of the voice signal. They are embedded in the signal processing chain. The technology used is fully different from the technology used in data communications. The ciphering of voice communications is achieved by scrambling the voice signal.

7.3.1 Tactical and strategic operations

The operations of air traffic services are organised into tactical and strategic operations. The VHF-AM voice communications are used for tactical operations. The information, conveyed over the VHF medium are relevant for tactical context. Typically, a data link connection has a limited life-time in the 10 minutes order of magnitude. The significance of the VHF mediated information is bound to a specific operational traffic situation. It is unlikely the breach of the voice communication can be used for potential threats if it does not happen in real time.

A high level of security of analogue voice communications may be tricky and costly to implement. The proposed technical solutions shall ensure that the breach of scrambled voice communications can not be achieved in real time with the operational air traffic situation. As a rule of the thumb, a technical solution ensuring that the breach of scrambled voice communications cannot be achieved in less than one hour is an acceptable solution.

The implementation of security features in the voice communication infrastructure shall be conservative for the existing operational procedures and shall not affect the perception of voice communications by the pilots and the controllers.

There are two basic scrambling mechanisms to secure voice communications:

· Frequency inversion scrambling

· Time domain scrambling.

Any of these mechanisms implies a modification of the processing of the analogue signal.

7.3.2 Voice Scrambling

7.3.2.1 Frequency split and inversion scrambling
Frequency inversion scrambling alters the signal frequency spectrum by dividing the spectrum into narrow bands, translating and / or inverting each band. An inversion frequency, Fi, is fixed for a given period, Ti. The original frequency spectrum is inverted and translated with respect to Fi. Based on this principle, enhanced security can be achieved by hopping or rolling the frequency inversion at different rates. The original frequency spectrum is always inverted with a variable translation depending on the inversion frequency. The receiver shall know the inversion frequency and shall stay synchronise with the sender to modify the inversion frequency. The inversion frequency rate may be more or less time variable making difficult to find out the inverted spectrum provided the inversion frequency remains difficult to predict.

The following figure depicts the inverted frequency spectrum and the inversion frequency.
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A specific mechanism shall be designed to manage synchronously the inversion frequency on both sides. Further analysis is required on the management of security parameters ruling the inversion frequency in coherence between the aircraft and the ground station but the inversion frequency scrambling is not considered as secure enough. 

Such a method is in use for some "trunk systems" i.e. radio networks for security services like fire fighters, ambulances etc.

For VHF Voice channels, due to the low bandwidth authorised by 8.33 kHz channel spacing, the quality for the received voice will be low grade: the switching of frequency bands cannot be sharp, in order to avoid interferences for adjacent channel.

As described here-above, the scrambling seems to be based on a filter bank. Actual systems perform this transformation by software through a DSP (Digital Signal Processor).

7.3.2.2 Time domain digital ciphering
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The ciphering module split the voice signal into blocks. The signal is quantified and samples are rearranged in time by making use of a 72 bits ciphering algorithm. The rearranged blocks are played back in reverse order and transmitted. Time domain ciphered voice signals are completely unintelligible and provide a high level of protection against eavesdropping and masquerades. The cipher requires a Digital Signal Processor, DSP. 

The algorithms are proprietary, they use security context parameters that can be modified on the fly during the communication. The receivers shall remain synchronise with the sender to get the security context parameters (seed to initialise random generators for example). Data packets are periodically sent to maintain the security context between the communicating parties.

7.3.2.3 Summary of voice scrambling methods

The following table summarises the technical features of the different ciphering methods.

	
	Frequency inversion
	Variable split band
	Time domain

	Domain of application
	tactical communications
	tactical communications
	strategic communication

	Scrambling method
	Inversion of the voice frequency spectrum
	1. Split of the voice frequency band into two sub-bands

2. Frequency inversion of both sub-bands

3. Variable split frequency
	4. Split of the voice signal in the time domain and rearrangement of the quantified samples

5. Reshaping of the signal blocks in reverse order before transmission

	Cipher algorithm
	N/A
	Variable split frequency under control of a secure algorithm based on secret keys


	Rearrangement of the quantified samples under control of a secure algorithm based on secret keys


7.3.3 Voice print authentification

Voice scrambling modifies the way VHF frequencies are operated. The fact that pilots are listening to the VHF traffic participates to the Air Traffic Safety. By scrambling the channel (whatever is the method), the system will remove the possibility for other pilots to listen to the whole traffic.

On another side, Voice scrambling needs to have specific Transmitters and Receivers, or to add some extra equipment to all Aircraft.

Another possible action is to identify, on the fly, the speaker. Many research laboratories include this topic inside their biometrics researches. The principle is to find some patterns, belonging to the voice signal, that are specific to each speaker. 

The patterns corresponding to all authorized speakers are stored.

Whenever the system receives a Voice signal, it computes the Voice pattern and compares it with stored ones.

 It the computed pattern matches a stored one, the speaker is "authorized". Otherwise, he his a "new speaker": the system asks if the new computed Voice pattern must be stored as corresponding to a new authorized speaker.

One advantage of Voice print authentication over Voice Scrambling is that even if one aircraft is not equipped with the system, the pilot can nevertheless listen to the communication: he will only lack the authentication service.

But the research is presently oriented toward the voice transmission through wide band channels. The target market is physical access to restricted areas. Some experiments should be performed in order to validate this concept under the transmission conditions corresponding to VHF transmission and more specifically to 8.33 kHz VHF channels spacing.

7.3.4 Other protections

7.3.4.1 Carrier detection

7.3.4.2 In-band signalling channel

Technical solution

The proposed technical solution consists in creating an in-band-signalling channel. This in-band channel would carry an authentication message generated by the transmitting station (aircraft or ground station). The receiving station verifies the authentication message to “authenticate” the transmitting station. 

Each station has a private and a public key and has the capability to generate an authentication token. The authentication token contains the station identity (Ground Station or aircraft station) and an electronic signature.

This in-band channel could be created by a modulation of the carrier providing a low bit rate channel
. Further study should investigate technical possibilities to accommodate a low bit rate channel in the available frequency spectrum. 

Operating method
The authentication situation of the VHF GS can be made available to the pilot (MCDU) by a status message advertising a GS authenticated or not. This functionality improves the “communication situation awareness” of the pilot.

Likewise, the authentication situation of the aircraft VDR can be made available to the controller (radar display) by a status message advertising an aircraft VDR authenticated or not.

Appropriate complementary procedures based on voice and/or data link services might be used to confirm or not the authentication failure.

The level of security depends on the signature scheme selected. The public keys can be distributed in accordance with the procedures outlined in the solutions presented for the VDL mode 2 communications.

Such a solution does not impose stringent conditions upon the migration plan:

· Non-equipped aircraft can communicate with an equipped control centre 

· Equipped aircraft can communicate with non-equipped control centre.

The ground infrastructure and the aircraft fleets can migrate independently at their own pace.

Introduction of required functions

The following functions have to be introduced:

· In the VDR and ground station:

· Processing of the authentication message

· Processing of the in-band signalling channel (based e.g. on the carrier modulation).

· In the CMU a mechanism to introduce the GS public keys. In the GS a mechanism to introduce the VDR public keys.

· An update of the pilot’s and controller’s HMIs to display the authentication status.

7.3.4.3 Multi transmission 

A good protection can also be brought by the diffusion of critical information through several distinct channels:

· VHF Voice,

· Satellite,

· Mode S,

for instance.

7.3.4.4 Transmitter localisation

Installing several VDF (VHF Direction Finder) on the airport and on other specific locations like transmitter or receiver centres could greatly enhance the safety of VH Voice Communication:

· A calling Aircraft could be clearly identified on a radar screen,

· It could be possible to have an estimate on the location where an unknown transmitter is radiating.

Of course, this VDF system should receive the help from a mobile detection unit (generally under the control of an organisation outside the Civil Aviation Authority).

8 Synthesis of surveyed solutions

8.1 Solutions for VDL mode 2 communications

The surveyed solutions are:

1
Security mechanisms based on security data embedded into AVLC protocol units

2 Bit scrambling with a PN sequence generator

3 Secure tunnel atop VDL2 communication services

4 Firewalls on both extremities of the VDL data link.

The following table summarises the key points of the solution N° 1.

	Functional characteristics
	Evaluation of the solution
	Organisational impact

	- The VDL2 data link protocol is augmented with security functions based on asymmetric cryptography with private and public key.

- Each DLCP owns a private and public key pair. Each aircraft owns a private and public key pair.

- Broadcast GSIF are signed with the DLCP’s private key.

- Uplink INFO frames are signed with the DLCP’s private key

- Downlink INFO frame are signed with the aircraft’s private key
	- This solution would require a software update of the CMU and a revision of the VDL2 SARPs. The AVLC protocol machine state should not be impacted.

- This solution fully meets the security requirements.

- A raw estimate of the PDUs overhead is 60 bits.
	- Aircraft’s public keys are distributed from the airlines to the DLCPs. Secure e-mail services can be used to distribute these public keys. The DLCP updates the aircraft’s public key table in each GS.

- DLCP’s public keys are distributed from the DLCP to the airlines. An IC smart card can be generated to store this public key. This IC cart could be read by the VDR.


A variant of solution 1combining asymmetric and symmetric cryptography is proposed. Its main benefit is to alleviate the CPU load for computation of INFO frames security functions.

	Functional characteristics
	Evaluation of the solution
	Organisational impact

	- The VDL2 data link protocol is augmented with security functions based on asymmetric and asymmetric cryptography with private and public key.

- Each DLCP owns a private and public key pair. Each aircraft owns a private and public key pair.

- Broadcast GSIFs are signed with the DLCP’s private key.

- During the connection establishment, a sequence based on asymmetric cryptography properties is created to generate a common secret key in both extremities.

- Uplink INFO frames are added a security token computed with the common secret key

- Downlink INFO frame are added a security token computed with the common secret key
	- This solution would require a software update of the CMU. The AVLC protocol machine state should not be impacted.

- This solution fully meets the security requirements.

- A raw estimate of the PDUs overhead is 60 bits.
	- Same impacts as with solution 2.


It is noteworthy that this solution N° 1 provides the same level of security to ATN and AOA traffic.

The following table summarises the key points of the solution N° 2.

	Functional characteristics
	Evaluation of the solution
	Organisational impact

	The scrambling shift register is used to cipher the bit stream transmitted over VHF. The scrambling register generates 16-bits sequence cycle. The shift register is randomly initialised with a value selected in the cycle

The transmitter and the receiver shall be synchronised for the initialisation of the shift register. Both ends shall know the value to load and when to load this value.

The protection relies upon the difficulty of retrieving the initial value loaded into the shift register.
	The cyclic nature of the bit sequence generated by the scrambler is a very weak point. With well known bit patterns appearing in the VDL2 protocol, it is possible to retrieve the scrambling sequence.

A protocol shall be defined to synchronise both the transmitter and the receiver.

This solution does not fully meet the security functions requirements, integrity, proof of origin and anti-replay.

This solution raises also a safety issue. If for any reason the aircraft bit scrambler does not synchronise with the ground bit scrambler, no communications are no longer possible.
	This solution would require the sharing of secret data between the aircraft and the GSs. It is nearly impossible to define secure organisational procedures to distribute these secret data.


The other solutions N°3 and 4 are not included in this final table, they have too important secure flaws and their implementation is tricky as well.

The following table summarises the level of protection offered by solutions 1 and 2.

	#
	Threat
	Description
	Level of protection

	
	
	
	Solution 1
	Solution 2

	2
	Jamming
	Radio communications may be intentionally jammed by a hostile transmitter
	N
	N

	3
	System network attack 
	Essential functions of the system may be disabled (including collapse resulting from dummy traffic) or modified by a network based attack, including remote management (confined to network related issues)
	N
	N

	4
	Masquerade
	Attackers, acting as Pilot or as well as Controller, may pose as authorised personnel and deliberately introduce misleading information 
	Y
	Y

	5
	Replay /Spoofing
	Recorded or modified messages may be transmitted to confuse or mislead system users
	Y
	Y

	7
	Modification of data
	Data messages may be deliberately modified to mislead system users
	Y
	Y

	8
	Interception
	Sensitive information may be intercepted by unauthorised personnel
	N
	Y


N = The solution does not offer any protection

Y = The solution offers a protection.

Although the protection perimeter of solution 2 seems greater than the one of solution 1. The strength of security mechanisms provided by solution 1 is higher than the strength of security mechanisms provided by solution 2.

8.2 Solutions for voice communications

Among the diverse solutions sketched in sections 7.3, none of them represents a feasible solution without sound impacts upon the quality of pilot-controller communications or the utilisation of radio resources of the today infrastructure.

9 Conclusions

The lack of security features of voice and data communications is very detrimental to the flight safety. Security of VHF communications should be firstly addressed in a security policy, coherent with safety objectives. The security functions embedded in the voice and data communication elements should be consistent with the security policy of VHF communications.

This preliminary study presents feasible technical solutions to embed security functions in both the processing chain of the voice VHF analogue signal and the VDL mode 2 communication protocol. None of these solutions can be deployed without impacts upon the avionics and ground components.

The AVLC protocol can be augmented to hook security mechanisms with security data embedded in AVLC protocol units. Combinations of asymmetric cryptography and symmetric cryptography might be introduced to define very efficient security procedures.

The VHF voice communications face two requirements that are tricky to reconcile. On one hand, a lot of pilots use the VHF voice communications, captured by any VHF transceiver tuned to the same frequency as a key input for air traffic situation awareness. On the other end, security functions shall restrict somehow the communications to authorised parties in an open environment.

Further study of the identified security functions is highly recommended in order to detail some technical points:

· Refinement of the specification of security functions, security management

· Refinement of an incremental solution paving the way to progressively strengthened security levels should it be for voice or data communications

· Refinement of the security mechanisms proposed for VHF voice communications.

None of these solutions provides an efficient solution against jamming of VHF frequency should it be for voice and data communications. Frequency hopping from a jammed frequency to a clean spare frequency could be the basic mechanism of an effective security plan tightly bound with ad-hoc operational procedures.

Finally, in order to progress an effective security plan of VHF communications in Europe, short term and long term recommendations are outlined in sections 10 and 11.

10 Short term recommendations

For the short term, the following actions are proposed.

1. Complement of this preliminary study by additional tasks:

· Refinement of the technical solutions based on security data embedded into AVLC protocol units with integration of asymmetric and symmetric cryptographic functions, key management procedures

· Assess and compare the frequency split and scrambling solution against the ciphered digitised voice, by taking into account the physical parameters of the VHF voice communications

· Widen the security target to include the station management system.

2. Creation of a task force with participation of the main stakeholders (aircraft manufacturer, airlines, DLCPs, CAAs, Eurocontrol) to elaborate a security plan for VHF voice communications and VDL mode 2 data communications

3. Management of a European co-ordinated program for implementation of the security plan of VHF communications

4. Analysis of security breaches occuring in operational context in Europe:

· to assess the appropriateness of security mechanisms for voice and VDL mode 2 communications

· to verify and adjust, if necessary, the security policy of CNS/ATM communications.

5. The security mechanisms implemented for voice communications and VDL mode 2 communications should be consistent with a high level security policy for CNS/ATM communications. This security plan should be defined and endorsed by the Regulation Committee.

6. It is likely that conformance with the security policy of CNS/ATM communications, endorsed by the Regulation Unit will be submitted to a certification process. This certification process will give evidence of the level of security achieved by a VHF communication infrastructure and will give evidence of interoperability between different sources. In order to carry out a cost-effective certification process, certification aspects should be addressed during the lifetime of the VHF security project.

11 Long term recommendations

The ongoing efforts devoted to the definition of new data link technology should include security aspects as an instrumental functionality. Security mechanisms have a sound impact upon the communication protocol architecture. Re-engineering of CNS/ATM systems is a very costly operation with the certification of avionics systems.

The availability of a security policy dealing with CNS/ATM communications should be proactively promoted.

The relevance and feasibility of a distributed detection system having the capability to detect any attack taking place in the VHF communication infrastructure should be analysed. Specific action plans might be triggered to work out the attack scenario.

Such a system should be part of a wider spectrum protection programme encompassing other salient transmission means of relevance to CNS-ATM services, especially regarding navigation (protection of GNSS and ILS signals), and also the ground data networks for surveillance and flight data distribution.
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Annex A: Identification of threats

A.0 Introduction

The identification of threats applicable to the security target is an initial step instrumental to define the appropriate security measures.

The identification of threats is a  3-steps analysis:

· Determination of the generic threats threatening the security target  ;

· Determination of the security target vulnerabilities that might pave the way to threat execution;

· Determination of the specific risks caused to resources of the security target 

A.1 Determination of generic threats for the security target

A.1.2 Selection of generic threats

Annex B provides a list of generic threats widely used in security studies for IT system. Among the miscellaneous threat classes proposed in this list 10 classes have potentially generic threats of interest for this study.

In conclusion, the selected generic threats for the system are the following ones:

18- Passive listening

19- Robbery of supports or documents

20- Robbery of material

21- Internal disclosure

22- External disclosure

25- Saturation

27- Destruction of equipment

29- Information with no origin guarantee

30- Trapping of the material

31- Illicit use of the material

32- Software's spoiling

33- Software's trapping

36- Data's spoiling

39- Misuse of access rights

40- Usurpation of access rights

41- Breaking of an action

A.1.3 Impact of the generic threats

On those different threats, a classification of the impact has been done. The impact can be, for the information:

· on the availability (A)

· on the integrity (I)

· on the confidentiality (C).

This classification appears in the last columns of the table of the annex B, where are presented the different selected threats in function of their rough impact.

A.0 Determination of the specific vulnerabilities

A vulnerability is a functionality or property of an object belonging to the security target, that can be used to carry out the execution of a threat scenario. This functionality or property may be a built-in functional flaw or a procedural flaw.

The vulnerabilities are related to the generic threats identified above. A pre-defined list of vulnerabilities has been used and associated to six groups of resources :

1. Software and hardware components

2. Air-ground communication services

3. Ground-ground communication services

4. Site hosting technical equipment and personal

5. Staff

6. Organisation.

Only 1 and 2 are within the security target perimeter.

The table given in annex C lists the identified vulnerabilities. This table illustrates the diversity of vulnerabilities influencing the provision of air-ground communication services.

A.1 Determination of the specific risks caused to resources of the security target

The specific risks for the security target are identified for each type of information and are related to the threats.

Those specific risks have to be identified for the exchanges for VHF DSB-AM voice system and for the VDL Mode 2 in the two configurations.

We have to make clear that within the list of generic threats we have identified, some of them have not been retained for the following reasons:

· No vulnerabilities concerning the entities "software & hardware" and "air-ground communication services"

· attack impossible to do on the air-ground voice and data communication;

· threat not concerning the entities we are interested in;

· the airborne side has been seen cursory.

The table given in annex D lists the identified specific risks for the system. It presents :

· the information exchanged ;

· the threats that have been identified as relevant ;

· an explanation of the repercussion of the threat (sketch of scenario) ;

· the precision of the service on which the threat has a consequence

Annex B: List of threats relevant for the study

	THEME 
	THREAT
	IMPACT

	
	
	N
	A
	I
	C

	I

PHYSICAL

MISHAP


	1- FIRE

2- FLOODING

3- POLLUTION

4- MAJOR ACCIDENTS
	X

X

X

X
	
	
	

	II

NATURAL

EVENTS


	5- CLIMATIC PHENOMENONE

6- SEISMIC PHENOMENONE

7- VOLCANIC PHENOMENONE

8- METEOROLOGICAL PHENOMENONE

9- SWELLING OF RIVER
	X

X

X

X

X
	
	
	

	III

LOSS OF

ESSENTIAL

SERVICES 
	10- FAILURE OF THE AIR CONDITIONING

11- LOSS OF ENERGY SUPPLY

12- LOSS OF TELECOMMUNICATION MEANS
	X

X

X
	
	
	

	IV

DISTURBANCE

RELATED TO

RADIATION
	13- ELECTROMAGNETIC RADIATION

14- THERMIC RADIATION

15- ELECTROMAGNETIC IMPULSE (IEM)
	X

X

X
	
	
	

	V

ALTERATION

OF THE 

INFORMATION
	16- INTERCEPTION OF COMPROMISING INTERFERENCE SIGNALS

17- ESPIONAGE AT A DISTANCE

18- PASSIVE LISTENING

19- Robbery of supports or documents
20- Robbery of material

21- Internal disclosure

22- External disclosure

29- Information with no origin guarantee
30- Trapping of the material

31- Illicit use of the material

33- Software's trapping

39- Misuse of access rights

40- Usurpation of access rights

42- FRAUD
	X

X

X
	X

X

X

X

X
	X

X

X

X
	X

X

X

X

X

X

X

X

X

X

	VI

TECHNICAL

FAILURE
	23- MATERIAL BREAKDOWN

24- MATERIAL MALFUNCTIONING

25- MATERIAL OVERLOADING

26- SOFTWARE'S MALFUNCTIONING

28- EFFECT ON THE MAINTENABILITY OF THE SI
	X

X

X

X

X
	
	
	

	VII

PHYSICAL

ATTACK
	27- Destroy of materials
	
	X
	X
	

	VIII

ILLICIT

ACTIONS


	30- Trapping of the material
33- Software's trapping
39- Misuse of access rights
40- Usurpation of access rights 

41- Breaking of an action

42- FRAUD
	X
	X

X


	X

X

X
	X

X

X

X



	IX

ALTERATION

OF THE 

FUNCTIONS
	20- MATERIALS ROBBERY

25- SATURATION

28- EFFECT ON THE MAINTENABILITY OF THE SI 

30- Trapping of the material 

31- Illicit use of the material
32- Software's spoiling
33- Software's TRAPPING

34- fraudulent copy of a software

35- use of a fraudulent copy of a software
36- Data's spoiling

39- Misuse of access rights
40- Usurpation of access rights
41- Breaking of an action
42- FRAUD

43- EFFECT ON THE  AVAILABILITY OF THE PERSONAL
	X

X

X

X


	X

X

X

X

X

X


	X

X

X

X

X

X
	X

X

X

X

X

X

X

	X

ERROR
	37- KEYBOARDING ERROR

38- ERROR IN USE
	X

X
	
	
	


N: not relevant

A: availability

I: Integrity

C: confidentiality

Annex C: List of the vulnerabilities associated to the threats

	Threat Number
	Vulnerabilities
	Software & hardware
	A/G communication service
	G/G communication service
	site
	staff
	Organisation

	18
	Material with elements allowing passive listening (wires, connection plug…)
	
	X
	
	
	
	

	
	Network has characteristics allowing passive listening
	
	
	X
	
	
	

	
	Easiness to enter the site
	
	
	
	X
	
	

	
	Easiness to capture the transmissions outside the site
	
	
	
	X
	
	

	
	Lack of awareness for the confidentiality concerns
	
	
	
	
	
	X

	19
	Easiness to enter the site
	
	
	
	X
	
	

	
	Easiness to enter the premises
	
	
	
	X
	
	

	
	Lack of vigilance
	
	
	
	
	X
	

	
	Lack of moral or ethic rules
	
	
	
	
	X
	

	
	Few awareness to the security concern
	
	
	
	
	X
	X

	20
	Attractive material (market, technological, strategic worth)
	X
	
	
	
	
	

	
	Easily transportable material (portable computers,…)
	X
	
	
	
	
	

	
	Easiness to enter the site
	
	
	
	X
	
	

	
	Easiness to enter the premises
	
	
	
	X
	
	

	
	Easiness to cross the controlled access points
	
	
	
	X
	
	

	
	Easiness to enter by an indirect access
	
	
	
	X
	
	

	
	Lack of moral or ethic rules
	
	
	
	
	X
	

	
	Lack of awareness of the security rules
	
	
	
	
	
	X

	
	Personal doesn't take into account the materials
	
	
	
	
	
	X

	21
	Systems allowing an easy exchange of the information (floppy disk, e-mail,…)
	X
	X
	X
	
	
	

	
	Confidentiality not respected
	
	
	
	
	X
	

	
	Few awareness to the security concern
	
	
	
	
	X
	

	
	Lack of proceedings for the control of the use of the communication tools
	
	
	
	
	
	X

	
	Lack of awareness for the confidentiality concerns
	
	
	
	
	
	X

	22
	Systems allowing an easy exchange of the information (floppy disk, e-mail,…)
	X
	X
	X
	
	
	

	
	Confidentiality not respected
	
	
	
	
	X
	

	
	Personal easy to manipulate
	
	
	
	
	X
	

	
	Few awareness to the security concern
	
	
	
	
	X
	

	
	Lack of proceedings for the control of the use of the communication tools
	
	
	
	
	
	X

	
	Lack of awareness for the security concerns
	
	
	
	
	
	X

	
	Confidentiality not respected
	
	
	
	
	
	X

	25
	Possibility for the materials to be subject to a too important number of requests
	X
	X
	
	
	
	

	
	Bad estimation of equipment performances
	X
	X
	
	
	
	

	
	Network can induce overload for the system
	
	
	X
	
	
	

	
	Network allow to overload the system with intensive requests or interference
	
	
	X
	
	
	

	
	Lack of instructions related to the use of computer material
	
	
	
	
	
	X

	27
	Weakness of the materials
	X
	
	
	
	
	

	
	Personal not meticulous
	
	
	
	
	X
	

	29
	Data coming from external sites
	
	X
	X
	
	
	

	
	Lack of attention
	
	
	
	
	X
	

	
	Few awareness to the security concern
	
	
	
	
	X
	

	
	Credulity
	
	
	
	
	X
	

	
	Lack of instructions
	
	
	
	
	
	X

	
	Lack of awareness for the confidentiality concerns
	
	
	
	
	
	X

	
	Lack of protocols to select the information
	
	
	
	
	
	X

	
	Excessive confidence in the partners or in the third information retrieval centre
	
	
	
	
	
	X

	
	Lack of guarantees in the supplied delivery
	
	
	
	
	
	X

	30
	Possibility for putting in additional material elements to stock, transmit or spoil
	X
	
	
	
	
	

	
	Easiness to enter the site
	
	
	X
	
	
	

	
	Easiness to enter the premises
	
	
	X
	
	
	

	
	Easiness to cross the controlled access points
	
	
	X
	
	
	

	
	Easiness to enter by an indirect access
	
	
	X
	
	
	

	
	Personal easy to manipulate
	
	
	
	
	X
	

	
	Lack of planning for the control of the materials
	
	
	
	
	
	X

	31
	The system is connected to external networks 
	X
	X
	
	
	
	

	
	Possibility to use an "access" in a program
	X
	
	
	
	
	

	
	Easiness to enter the site
	
	
	X
	
	
	

	
	Easiness to enter the premises
	
	
	X
	
	
	

	
	Easiness to cross the controlled access points
	
	
	X
	
	
	

	
	Easiness to enter by an indirect access
	
	
	X
	
	
	

	
	Lack of moral or ethic rules
	
	
	
	
	X
	

	
	Access granted without legitimate need
	
	
	
	
	X
	

	
	Possibility to use resources without any control (material accessible for anybody …)
	
	
	
	
	
	X

	
	Lack of instructions related to the use of computer material
	
	
	
	
	
	X

	32
	Possibility to modify or change programs
	X
	
	
	
	
	

	
	Possibility to be contaminated by a virus
	X
	
	X
	
	
	

	
	Possibility to exploit the asynchronous functioning of some parts or controls of the operating system
	X
	
	
	
	
	

	
	Few awareness to the security concern
	
	
	
	
	X
	X

	
	Personal easy to manipulate
	
	
	
	
	X
	

	
	Lack of instructions related to the use of computer material
	
	
	
	
	
	X

	33
	Possibility to create or modify system controls 
	X
	
	
	
	
	

	
	Possibility to introduce pirates' software
	X
	
	
	
	
	

	
	Possibility to modify or change programs
	X
	
	
	
	
	

	
	Possibility of presence of  hidden functions introduced in design or developing phase.
	X
	
	
	
	
	

	
	Use of material not assessed
	X
	
	
	
	
	

	
	Easiness to enter the site
	
	
	
	X
	
	

	
	Easiness to enter the premises
	
	
	
	X
	
	

	
	Easiness to cross the controlled access points
	
	
	
	X
	
	

	
	Easiness to enter by an indirect access
	
	
	
	X
	
	

	
	Lack of moral or ethic rules
	
	
	
	
	X
	

	
	Personal easy to manipulate
	
	
	
	
	X
	

	
	Lack of security measures in the design, setting-up and operating phases
	
	
	
	
	
	X

	36
	The system allow to have access to data (databases…)
	X
	
	
	
	
	

	
	Possibility to act on the transmitted data using the communication medium
	
	X
	X
	
	
	

	
	Easiness to enter the site
	
	
	
	X
	
	

	
	Easiness to enter the premises
	
	
	
	X
	
	

	
	Easiness to cross the controlled access points
	
	
	
	X
	
	

	
	Easiness to enter by an indirect access
	
	
	
	X
	
	

	
	Personal easy to manipulate
	
	
	
	
	X
	

	
	No capacitation defined for the personal
	
	
	
	
	
	X

	
	Lack of instructions related to the use of computer material
	
	
	
	
	
	X

	
	Lack of control of the operations performed
	
	
	
	
	
	X

	39
	Preeminence of the categorisation of the personal
	
	
	
	
	X
	

	
	Lack of moral or ethic rules
	
	
	
	
	X
	

	
	The notion of "right" isn't defined for the personal
	
	
	
	
	X
	

	
	Lack of rules defining the rights
	
	
	
	
	
	X

	
	Allocations of the users are not clearly defined
	
	
	
	
	
	X

	40
	The system is connected to external network
	X
	X
	
	
	
	

	
	The network allow to non authorised persons to benefit of rights they don't have
	
	
	X
	
	
	

	
	Lack of moral or ethic rules
	
	
	
	
	X
	

	
	Access granted without legitimate need
	
	
	
	
	X
	

	
	Possibility to use resources without any control (material accessible for anybody …)
	
	
	
	
	
	X

	
	No capacitation defined for the personal
	
	
	
	
	
	X

	41
	Treatment of information needs an human intervention
	X
	X
	
	
	
	

	
	Network allow to use the system services from outside, without identification/authentication (internet, phone...)
	
	
	X
	
	
	

	
	Problem of responsibility 
	
	
	
	
	X
	

	
	Lack of confidence in the organisation
	
	
	
	
	X
	

	
	Lack of definition of the responsibilities
	
	
	
	
	
	X


Annex D : list of the threats associated to voice and VDL2 data communications

	Threat n°
	Information
	Scenarios

	18
	Pilot message /

Controller message
	Eavesdropping (recording) of the messages exchanged between the aircraft and the ground station by an attacker.

The consequence is low, as the confidentiality of the information isn't an important concern for those transmissions. The consequence can be the possibility, by interpretation of the eavesdropped messages, to realise the threats described below

	25
	Pilot message /

Controller message
	Jamming of the VHF frequency: an attacker can emit a continuous and intensive signal. 

The consequence will be here the possibility of the total loss of the availability of the transceiver

	29
	Pilot message /

Controller message
	If there is no proof of the origin, an attacker can send a message with no proof of origin that could be trusted by the receiver.

The consequence could be the possibility to take into account false instructions for the pilot or for the controller (Impact on integrity)

	36
	Pilot message /

Controller message
	Interception and destruction of messages.

The consequence could be the possibility not to take into account important information or the loss of understanding (Impact on availability and integrity)

	40
	Pilot message
	Masquerade as a pilot: an attacker can give false information to the controller.

The consequence will be the loss of integrity

	
	Controller message
	Masquerade as a controller: an attacker can give false instructions to the pilot. 

The consequence will be the loss of integrity


	System
	Information
	Risk n°
	Sketch of scenario
	Impact

	
	
	
	
	A
	I
	C

	VDL Mode 2
	GSIF (sent by GS)
	18
	Attacker will try to catch a signal in order to interpret it and to extract relevant information
	
	
	X

	
	
	25
	An intensive and continuous interference done by an attacker could make the emission ineffective
	X
	
	

	
	
	32
	The spoiling of the software could make the ground station ineffective or the information changed
	X
	X
	

	
	
	36
	Interception of data could make the GSIF message not transmitted
	
	X
	X

	
	XID-RSP
	18
	Attacker will try to catch a signal in order to interpret it and to extract relevant information
	
	
	X

	
	
	25
	An intensive and continuous interference done by an attacker could make the emission ineffective
	X
	
	

	
	
	29
	In the aircraft, the information could be received from an other transmitter than the ground station
	X
	X
	

	
	
	32
	The spoiling of the software could make the ground station ineffective or the information changed
	X
	X
	

	
	
	36
	Interception of data could make the XID-RSP message not transmitted
	
	X
	X

	
	
	40
	An external person could continue to emit replacing the real transmitter
	X
	X
	X

	
	XID-CMD
	18
	Attacker will try to catch a signal in order to interpret it and to extract relevant information
	
	
	X

	
	
	25
	An intensive and continuous interference done by an attacker could make the reception ineffective
	X
	
	

	
	
	29
	the information could be received from an other transmitter than an aircraft
	X
	X
	

	
	
	32
	The spoiling of the software could make the ground station reception ineffective or the information changed
	X
	X
	

	
	
	36
	Interception of data could make the XID-CMD message not transmitted
	
	X
	X

	
	
	40
	An external person could continue to emit replacing the real transmitter
	X
	X
	X

	
	INFO (sent or received by GS)
	18
	Attacker will try to catch a signal in order to interpret it and to extract relevant information
	
	
	X

	
	
	25
	An intensive and continuous interference done by an attacker could make the emission ineffective
	X
	
	

	
	
	29
	In the aircraft (the ground station), the information could be received from an other transmitter than the ground station (the aircraft)
	X
	X
	

	
	
	36
	Interception of data could make the INFO message not transmitted
	
	X
	X

	
	
	40
	An external person could continue to emit replacing the real transmitter
	X
	X
	X

	
	Supervision (sent and received by GS)
	18
	Attacker will try to catch a signal in order to interpret it and to extract relevant information
	
	
	X

	
	
	25
	An intensive and continuous interference done by an attacker could make the emission ineffective
	X
	
	

	
	
	29
	In the aircraft (ground station), the information could be received from an other transmitter than the ground station (aircraft)
	X
	X
	

	
	
	36
	Interception of data could make the supervision message not transmitted
	
	X
	X

	
	
	40
	An external person could continue to emit replacing the real transmitter
	X
	X
	X

	
	
	41
	Reception of a false message
	X
	X
	


A: availability

I: Integrity

C: confidentiality

� "Service" is to replace  "Tower" , "Approach " or "En-Route" Control


� This facility may be used, for instance in case of sectors grouping


� Assuming the radiated Channels are not exactly on the same VHF frequency, (the carriers are not synchronous), but the two VHF frequencies are compatible to the same VHF channel.


� The type of modulation to be used would be subject of different parameters such as the stability as specified within the VHF DSB-AM system standards. It would need to be investigated.
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