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What is ATS-Global?
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U.N. Security Council Resolution .

* UN Security Council Resolution 2396
* Adopted by the Security Council at its 8148th meeting on, December 21, 2017

* Requires Member States to develop and implement systems to collect biometric data and to
develop watch lists or databases of known and suspected terrorists, including FTFs

* Obliges Member States to require airlines operating in their territories to provide API to the

appropriate national authorities and to develop the capability to collect, process, and analyze
PNR data

 UN Security Council Resolution 2178

* Adopted by the Security Council at its 7272nd meeting, on September 24, 2014.

* Requires countries to address the FTF threat, including the prevention of suspected FTFs from
entering or transiting their territories and implementation of legislation to prosecute FTFs.

* UN Security Council Resolution 2482
* Adopted by the Security Council at its 8586th meeting on, July 25, 2019

* calls on countries to implement obligations to collect and analyze API/PNR data and ensure
that it is used by, and shared, with competent national authorities to make connections
between individuals associated with organized crime; and to stop terrorist travel. ﬁﬁ



The Benefits of Partnership

* Sharing Information. Exchanging traveler data, targeting rules,
methodologies, trend analysis and results to advance mutually
agreed border law enforcement and security goals

e Security. Enabling governments to own and manage their travel
data - how and with whom it is shared

e A free software license for the latest version of ATS-G

» Assistance with Airline connectivity and implementation of best
practices



Maritime Data

Maritime Passenger/Crew Data

e Currently no international data standard.
* Some vessel operators are still utilizing non-digital (paper)
passenger/crew manifests.
* Electronic Notice of Arrival/Departure (eNOAD)
e US standard for maritime passenger/crew data.
* |International push to use eNOAD as the standard for maritime data.

Y|+ ¢, & | % | AllVoyages v
SORTETD 4 ETD: FROM 2/10/2017, TO 11/7/2019
Drag a column header and drop it here to group by that column
Origin Destination
P.. H.. Operator ID/IMO# Flag Call Sign Seaport Country Seaport Country LPOC | NPOC | ETD ¢ ETA

3 0  PULLMANTOUR 1111 WS ZB8819 CTG co PTY PA 11/15/2016 4:00 PM 11/15/2016 4:00 PM



Views | Passengers

Views v Analysis v Admin ¥ Reports User: ewalk1 v 13 & @

Demo Server Time: 4/4/2019 4:06 AM
[AHits
| [lstatus C)“v [¥) | & Exit Designer Mode | # | All Flights v
L
SORT: RecordLocator ¥ EdastName FLIGHT ETD: FROM 7/8/2016, TO 12/29/2021
[“IFirst Name
Passenger Document Flight
: 3 Type
H ¢  Status ¢ Last Name i FirstName : T G ! DOB : Citi... : Num T Co... : | ca L i Origin : [gender : ETA ?  Seat# RecordLocat... |
m M 12/411987 AU P AU aF Il cotumns » [bos 17815AM  1/24/2017 2:35 PM ZVBILB .
P.. F 71501957 NZ P NZ NZ 7911 CHC [age 16 3:55 PM 7131/2016 5:45 PM 009C ZOETQZ
P.. F 7/15/11957 NZ P NZ VA 0101 CHC Hcitizenship 16 3:55 PM 7131/2016 5:45 PM ZOETQZ
B * Needs Review P.. F 7151957 NZ P NZ QF 0154 AKL EZNumber 17 3:05 PM 1/20/2017 5:15 PM 013C ZGCNS2
B * Needs Review P.. F 2/711963  NZ P NZ QF 0132 CHC Erype 17 8:05 PM 1/16/2017 10:00 PM  013C ZDTM93
P.. F 6/18/1949 US P Us AA 0082 AKL country 51:20 PM 8/2/2016 6:30 AM YOPWZT
P.. F 3/71974 NZ P NZ QF 0123 BNE [carrier 17 8:15 AM 1/24/2017 2:35 PM YFPDA4
P.. F 7/21/1959 JP P JP QF 0123 BNE L7 17 8:15 AM 1/24/2017 2:35 PM YCBMF7
P.. M 1/4/1963 NZ P NZ QF 0123 BNE Eorigin 17 8:15 AM 1/24/2017 2:35 PM YCBMFT
P.. M 7/21/1998 AU P AU QF 0123 BNE Ulorigin cn 17 8:15 AM 1/24/2017 2:35 PM YCEMFT
P.. F 10M5M1... AU P AU QF 0123 BNE Mpestination 17 8:15 AM 1/24/2017 2:35 PM X7TEQKK
P.. M 9/9/1992  IN P N QR 0815 HKG [pestcn 18 5:25 PM 3/13/2018 10:10 PM 021K WXO7XJ
P M 9/9/1992  IN P IN QR 0815 HKG etD 18 5:25 PM 3/14/2018 10:10 PM WXQOTXJ
P. M 9/9/1992  IN P N QR 1149  MCT LJETA 188:35PM  3/10/2018 925 PM 012K WXO7XJ
P M 9/9/1992 IN P IN Qr 0818 DOH [Ccreated 18 7:25 PM 3/12/2018 7:45 AM 042A WXOTXJ
P.. M 9/9/1992  IN P N QR 0818  DOH [Dvodified 187:25PM  3/13/2018 7:45 AM WXOTXJ
P. M 9/9/1992  IN Relzarse PN QR 1126 DOH Llseais 10 AM 3/14/2018 8:55 AM 0124 WXOTXJ
[FRecordLocator /
2 4 @ 2 3 4 5 6 7 8 Page 1 of 8 L | 20 v items per page 1-20 of 143 items

—
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Passenger Details

KHOSRAVI, MOHAMMAD

Last Name: KHOSRAVI [3 Gender: M Citizenship: Unknown Sources: Srtp
First Name: MOHAMMAD [3) DOB: 7/28/1958 Embarkation: Unknown
Middle Name: HOSSEIN Pax Type: Debarkation: Unknown

Details i Disposition Affiliates Concurrent Arrivals Travel History Timeline

DOCUMENTS IMAGES
Type Country Issue Date Exp. Date

No records found.

ENCOUNTERS
Process Date/Time Location/Station Disposition Disposition Reason Disposition Details

7/27/2018 12:00:00 AM Unknown - MIGRACIONES fraudulent documentation
ARMIGO001

EXTERNAL CHECKS ;
Program/System Transaction ID Requested On Response Received Status

libragy Is not fegistered ¢'n this coOmputer.
SRTP ARMIG180416100823045321 8/1/2018 12:05:43 PM ® REQUESTED LeDgnaxon.

Bitmap ARMIG180416100823045321 8/1/2018 12:05:43 PM 8/1/2018 3:54:41 PM A HIT

Interpol ARMIG180416100823045321 8/1/2018 12:05:43 PM ® REQUESTED ’

Other 7/27/2018 12:00:00 AM

HITS

A Case # Description Last Hit Date Status

4 External Hits




Passenger Details| PNR Comparison Tool

* The PNR Comparison feature displays a side
by side comparison of the changes received
between PNRs. This feature is useful in cases
where multiple PNR messages have been
received to determine the differences
between each message. PNRs To use this
feature, follow the steps below:

1. Click the icon to activate and display the
compare boxes

2. Select the desired PNRs
3. The Compare window will pop-up, scroll
down to view the changes:
* YELLOW - Changed
* PINK - Removed
* GREEN - Added

) PASSENGER NAME

Last Name: LAST NAME Gender: F Citizenship: CA Total Dwell Time: 5 54m
First Name: FIRST NAME DOB:1/31/00 Embarkation: Unknown
Middle Name: Pax Type: PAX Debarkation: Unknown
Details Disposition Source Messages Affiliates Concurrent Arrivals Travel History Timeline 1.
~ Message View ff 17 Message(s)
Leg | Fiight# Origin Destination | ETD ETA FC
9  Type Processed v Booked Route / Embark / Debark
1 WS 2650 vz PVR 1/5/2018 8:15 AM 1/5/2018 1:51 PM
[} PNR(2)  1/17/2018 6:31 AM 8222017 YYZ-PVRYYZ

2 WS 2651 PVR Yvz 1102018 2:45 PM 1M0/2018 8:21 PM

O DCS
Documents (2)

1/16/2018 11:13 PM

1/15/2018 10:02 PM

DCS
Type Name Country Number Gender DOB
P PASSENGER NAME CA AB123456 M 8M14/1968
P PASSENGER NAME CA CD654321 F 61311974 DCs 11212018 6:17 PM
D 1/12/2018 5:47 PM
PNR Names (2) 2, .
First Middle Last O 1 1/12/2018 5:45 PM
FIRST NAME LAST NAME PNR(2)  1/12/2018 201 PM 82272017 YYZ-PVR-YYZ
Form of Payment: =
Compare o x
Credit Cards
[ Changed | Removed | Added ] n
Holder Type
PNR XML 1/12/2018 12:35:02 PM PNR XML 1/13/2018 3:40:27 AM
BT
</BookingName: </BookingName:
/Bcaki nguaneLists /BcokinguaneLists
</PnrElement> </PnrElement>
Baggage (2) </Bookingdistorys </Bookingdistorys
Bag Tag Destnaton | SZrck Iz i
«<SsrDetailInfo> «<SsrDetailInfo>
852385 YYZ <SerialNusber>1</SerialNumbers <SerialNusber>1</SerialNumbers
<Al15egmentsFlag>true</Al1SegmentsFlag>
852384 vz <BookingNameList>
<B ook nghame >
<Name Index>1</Name Inde x>
“PNRMN ame Courit>2</PNRNan=Count>
<LastName>ABDALLAH</LastName>
Name Fi <Forename>MS MONA</Forename>
<InfantFlag-false</InfantFlag-
<GroupFlag=false</GroupFlag>
<VipFlag-false</VipFlag>
P axTyper700</PaxTyper
</BookingName>
“Bookinghana~
<NameIndex>2</Name Inde x>
PNRNamaNo» 2 </PNRN amaN s
“<PNRN ama Cou > 2.</PNRN anaCount>
<LastName>HALAF IR</Las tName>
<Forenane-MR DENNIS</Forenames
<InfantfFlagsfalse</InfantFlags
<GroupFlag=false</GroupFlag>
<VipFlag>false</VipFlag>
P axTypas700</P axTypes
</BookingName>
</BookingNameList>
<code>WVIG</codex
<airlinesWS</airline> ™M
<status>NN</status>




User-defined Rules and Watchlists

* Are the engine for securing international travel and squIy chains. They
protect against terrorism and significant security risks by identifying known
and possible risks

* |dentify and locate known threats — suspected terrorists, foreign fighters,
and transnational criminals, Interpol Lookouts

* Detect potential threats to national security
* No previous encounters with law enforcement / derogatory information

e ATS-G finds affiliates of known threats and affiliates that have suspicious travel
patterns

 Uncover additional information about terrorist and criminal networks and
activities

* Follow the evolution of threats and adjust Rules proactively




Scenario Rules

Qi Exclusion Group Conditions
=) PASSENGER - GENDER EQUALS MALE
@ PASSENGER - AGE BETWEEN 16 AND 45
DOCUMENT - ISSUANCE COUNTRY EQUALS BG
@ FLIGHT - DIRECTION EQUALS INBOUND
= LASTJOURNEY - ROUTE COUNTRIES EQUALS TR-IQ-JO-YE-LY

Shdd Mew Condition

Sadd Mew Condition

=) PASSENGER - GENDER EQUALS MALE
(=) PASSENGER - AGE BETWEEN 16 AND 50

=)FLIGHT - DIRECTION EQUALS INBOUND

(=) JOURNEY - ROUTE COUNTRIES EQUALS TR-LB-IQ-JO-AF-LY-TN-SO-YE-PK-SY
=)NAMEORIGIN - FIRST AND LAST NAME NOT EQUAL TO TRAVEL ORIGIN COUNTRY 25%

Conditions




Passenger Details | Visual Link Analysis

e ATS-G identifies high-risk

persons by tracking traveler and e |
identity data (APl and PNR data) R |
and analyzing patterns, trends, j
characteristics and relationships O 3
that can be visualized.

e ATS-G finds matches for known v .

patterns of interest between
linked objects like email
addresses, phone numbers,
concurrent arrivals and other
data elements.




The Benefits of External Connectivity

 Utilizing ATS-G to screen against INTERPOL databases

* Provides for screening against INTERPOL SLTD and TDAWN databases and
simultaneous searches against other holdings within ATS-G

» SLTD database 167 member countries, 40M+ stolen/lost travel documents

» Helps to identify criminals subject to INTERPOL notices when checking their
travel documents.

e The local National Crime Bureau (NCB) central point of contact for verifying
possible matches







