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Jeen de Swart

Senior Information Security Architect
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CSCA DS PKI chain

Document Signing
CA Certificate X509
  Cds
- issuer CSCA
- DSCA Public Key
  KPuds
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CSCA DS PKI chain

Document Signing
CA Certificate X509
  Cds
- issuer CSCA
- DSCA Public Key
  KPuds

A serious threat ….
- Quantum Computer breaks the PKI
- Passive Authentication is broken
- A worldwide threat
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The Good News !

Document Signing
CA Certificate X509
  Cds
- issuer CSCA
- DSCA Public Key
  KPuds

A Quantum Proof Passport is created
- A PKI with Post Quantum Algorithms
- A Quantum Proof Signature
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The Good News !
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WORLDWIDE IMPLEMENTATION 
OF PQC IN EMRTDs

From Governmental Perspective
Costs and Effectiveness

PKI
HSM

A new HSM is necessary
An update of CA is necessary
A X.509 PQC CSCA certificate
Create a link certificate
Publish and Upload
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WORLDWIDE IMPLEMENTATION 
OF PQC IN EMRTDs

X.509 Certificates
- Conform profile ICAO9303
- Only new algorithms
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WORLDWIDE IMPLEMENTATION 
OF PQC IN EMRTDs

HSM

PKI and Printing Facility

A new HSM is necessary

An update of DS is necessary

A X.509 PQC DS certificate

EF.SOd signed by PQC DS
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WORLDWIDE IMPLEMENTATION 
OF PQC IN EMRTDs

A Quantum Proof Passport is created

Document Signing
CA Certificate X509
  Cds
- issuer CSCA
- DSCA Public Key
  KPuds
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WORLDWIDE IMPLEMENTATION 
OF PQC IN EMRTDs

Border Control
Some vendors are already updating

An update of BC system is necessary

Document Signing
CA Certificate X509
  Cds
- issuer CSCA
- DSCA Public Key
  KPuds

Passive Authentication
- Mandatory proces
- Does not change
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WORLDWIDE IMPLEMENTATION 
OF PQC IN EMRTDs

Document Signing
CA Certificate X509
  Cds
- issuer CSCA
- DSCA Public Key
  KPuds

Full Switch Over At Once solution
Hybrid solution



13

TR
IP

 2
02

4
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OF PQC IN EMRTDs
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WORLDWIDE IMPLEMENTATION 
OF PQC IN EMRTDs

Document Signing
CA Certificate X509
  Cds
- issuer CSCA
- DSCA Public Key
  KPuds

Full Switch Over At Once solution
Hybrid solution

Maintenance of two PKI chains

No more trust:
One country One CSCA
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WORLDWIDE IMPLEMENTATION 
OF PQC IN EMRTDs

Document Signing
CA Certificate X509
  Cds
- issuer CSCA
- DSCA Public Key
  KPuds

Hybrid solution 1

Double Signing in One EF.SOd

Needs extra coding in DocSigner
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WORLDWIDE IMPLEMENTATION 
OF PQC IN EMRTDs

Document Signing
CA Certificate X509
  Cds
- issuer CSCA
- DSCA Public Key
  KPuds

Hybrid solution 2

Signing in two different EF.Sod’s

Needs significant change in chip

Needs complex coding in DocSigner
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WORLDWIDE IMPLEMENTATION 
OF PQC IN EMRTDs
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CA Certificate X509
  Cds
- issuer CSCA
- DSCA Public Key
  KPuds

Hybrid solution 2

Signing in two different EF.Sod’s

Needs significant change in chip
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Needs complex coding in BC System
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WORLDWIDE IMPLEMENTATION 
OF PQC IN EMRTDs

Document Signing
CA Certificate X509
  Cds
- issuer CSCA
- DSCA Public Key
  KPuds

Government 
costs

Complexity PKI Border Control

Full Switch Over At 
Once

$
+ Needs new HSM for CSCA 

and DS

Needs CA and DS update 
for handling PQC

Needs Inspection 
System update for 
handling PQC

Hybrid Solution 1

$$
++

Needs change in chip with 
EF.SOd, double signature

Needs new HSM for CSCA 
and DS

Needs CA and DS update 
for handling PQC

Needs maintenance for 
double PKI

Needs Inspection 
System update for 
handling PQC

Needs extra Inspection 
System update for 
handling EF.SOd.

Hybrid Solution 2

$$$

+++
Needs change in chip with 
two EF.SOd’s. Extra secure 
token (marking) in chip is 
necessary.

Needs new HSM for CSCA 
and DS

Needs CA and DS update 
for handling PQC

Needs maintenance for 
double PKI

Needs Inspection 
System update for 
handling PQC

Needs extra complex 
Inspection System 
update for handling 
more EF.SOd’s.
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Book with thesis, use case

and implementation

Mail:
s.lepstra@justid.nl
j.deswart@justid.nl
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Thank you!
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Thank You
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