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INTERNETWORKING

Characteristics of a Network

*Speed: Speed is a measure of how fast data is transmitted over the network.

*Cost: Cost indicates the general cost of components, installation, and maintenance of
the network.

*Security: Security indicates how secure the network is, including the data that is
transmitted over the network.

*Availability: Availability is a measure of the probability that the network will be available
for use when it is required. °

* Scalability: Scalability indicates how well the network can accommodate more users
and data transmission requirements

*Reliability: Reliability indicates the dependability of the components (routers, switches,
PCs, and so on) that make up the network. This is often measured as a probability of
failure, or mean time between failures (MTBF).

*Topology: There are two types of topologies: the physical topology, which is the
arrangement of the cable, network devices, and end systems (PCs), and the logical
topology, which is the path that the data signals take through the physical topology.
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INTERNETWORKING

Network topology
* Network topology is the arrangement of various network elements used in

data transmission and formation of interconnections like nodes and links with
each other. This linking of various elements is known as network topology.

*Network topology is of two
types: Bus

Common topologies:

* Physical topology

NEh'i'ﬂl'H

Backbone
* Logical topology Ei:l

-_m o -

Point-to-Point
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OSI REFERENCE MODEL

OSI Reference Model

* The Layered Approach
* Analogy: Airline System

ticket (purchase) ticket (complain)

baggage (check) baggage (claim)

gate gate
(load people, bags) (Unload people, hags)

takeoff landing

airplane routing airplane routing

ticket (purchase) ticket (complain)
baggage (check) baggage (claim)
gate gate
(load people, bags)  (unload people, bags)
takeoff landing
airplane routing airplane routing

airplane routing
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INTERNETWORKING

OSI Reference Model Overview

* The Open System Interconnection (OSI) reference model is a framework for

defining the conventions and tasks required for network systems to communicate
with one another.

e The purpose of the OSI model was to assist vendors and communications software
developers to produce interoperable network systems

e The OSI model is based on a widely accepted structuring technique called layering

e The layering approach was developed to address the following goals:

e Provide a logical decomposition of a complex communications network into
smaller, more understandable and manageable parts.

e Provide standard interfaces between network functions and modules.

¢ Provide a standard language for describing network functions, to be used by
network designers, managers, vendors, and users

REDDIG Il | Network Course | Module 1 | 7



INTERNETWORKING

OSI Reference Model - Layers

° = . . * N/w access to Application e.g. Web Browser
7 Iayers . . Appllcatlon Layer (IE, Mozilla Firefox, Google Chrome)
* Each layer communicates with s
its peer |ayer’ and With |ayer 0 | < ~ » Type of Data; HTTPS — Encryption Sevices
. oMl Presentation Layer
above and below it. . ,
° Different protocols at each ‘- isszr:ts::ind Ends session and also keeps them
layer .
° Upper Iayer deal with il Transport Layer » Defines Ports and Reliability
application issues, and are \
. . N
L * Logical or IP addressing; Determines Best
ImplementEd in software ¢ Network Layer path for the destination.
* Lower layers handle data J 8 |
1 . ‘* Switches
.transport ISSU?S, and are ? Data Link Layer I. MAC Addressing
implemented in software and K 8 '
hardware ! S— | « Cable
P-hy5|ca| Layer * Network Interface Cards — Electric Signals
b N J
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INTERNETWORKING

OSI model Vs TCP/IP model
0S|I MODEL  TCP/IP MODEL

APPLICATION

*TCP/IP is a standard protocol used
for every network including the
Internet, whereas, OSl is not a
protocol but a reference model
used for understanding and TRANSPORT TRANSPORT
designing the system architecture.

PRESENTATION APPLICATION

NETWORK INTERNET

*TCP/IP is a four layered model,
DATA LINK

whereas, OSI has seven layers. NETWORK
INTERFALCE

PHY SICAL
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INTERNETWORKING

* OSI Model - Encapsulation and PDU (Protocol Data Unit)

* Encapsulation describes the
process of putting headers (and
sometimes trailers) around some
data.

* A PDU represent a unit of data
with headers and trailers for the
particular layer.

* PDU names:

Transport Layer—Segments
Network Layer—Packets
Data Link Layer—Frames
Physical Layer— Bits

i 05l Model . I 08I Model
D d ta Application Application
! |
Data Presentation PLH . Presentation
! |
Data Session vk SN SLH . Session
! |
S eg ment Transport PLH ?a;{‘ll TLH . Tramsport
! |
PECl(Et Metwork ALH NI I_@Er TLH ' Metwork
| |
Frame Data Link | acr O SEH BRI v BT . Data Link
! |
Bits Physical 1nMnMNMNMMUL Bits Physical

I — |
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INTERNETWORKING

OSI LAYER 4 — TRANSPORT

* Transport layer communication falls under two categories:

e Connection-oriented — requires that a connection with specific agreed-upon
parameters be established before data is sent.
e Connectionless — requires no connection before data is sent.

* Connection-oriented protocols provide several important services:

e Segmentation and sequencing — data is segmented into smaller pieces for transport.
Each segment is assigned a sequence number.

e Connection establishment — connections are established, maintained, and ultimately
terminated between devices.

e Acknowledgments — receipt of data is confirmed through the use of acknowledgments.
Otherwise, data is retransmitted, guaranteeing delivery.

e Flow control (or windowing) — data transfer rate is negotiated to prevent congestion.

*The TCP/IP protocol suite incorporates two Transport layer protocols: Transmission Control
Protocol (TCP) and User Datagram Protocol (UDP)
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INTERNETWORKING

OSI LAYER 3 — NETWORK

* The Network layer (Layer-3) controls internetwork communication, and
has two key responsibilities:

¢ Logical addressing — provides a unique address that identifies both the
host, and the network that host exists on.

e Routing — determines the best path to a particular destination
network, and then routes data accordingly.

* Two of the most common Network layer protocols are:
¢ Internet Protocol (IP)
¢ Novell’s Internetwork Packet Exchange (IPX).
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OSI REFERENCE MODEL

OSI LAYER 2 - DATA LINK

 While the Network layer is concerned with transporting data between
networks, the Data-Link layer (Layer-2) is responsible for transporting data
within a network.

* The Data-Link layer consists of two sublayers:
e Logical Link Control (LLC) sublayer
e Media Access Control (MAC) sublayer

* The data-link frame contains the source and destination hardware (or
physical) address. Hardware addresses uniquely identify a host within a

network, and are often hardcoded onto physical network interfaces.

* The most common hardware address is the Ethernet MAC address.
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OSI REFERENCE MODEL

OSI LAYER 1 - PHYSICAL

*The Physical layer (Layer-1) controls the signaling and transferring of raw bits
onto the physical medium.

*The Physical layer is closely related to the Data-link layer, as many
technologies (such as Ethernet) contain both datalink and physical functions.

The Physical layer provides specifications for a variety of hardware:
® Cabling
e Connectors and transceivers
e Network interface cards (NICs)
e Wireless radios
e Hub
* Physical connector types and pinouts

REDDIG Il | Network Course | Module 1 | 14



OSI REFERENCE MODEL

OSI Layers Key Concepts

* The transport layer is responsible for
the delivery of a message from one
process to another. Uses segments.

* The network layer is responsible for the
delivery of individual packets from the
source host to the destination host.

* The data link layer is responsible for
moving frames from one hop (node) to
the next.

* The physical layer is responsible for
movements of individual bits from one
hop (node) to the next.

Data

Segment
Header

Data

Data

Network
Header

Segment
Header

Data

Segment

Frame
Header

Network
Header

Segment
Header

Data

Frame
Trailer

0111111010101100010101101010110001

Packet

Frame
(medium dependent)

Bits
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LANs and VLANSs

LAN Reference Model

7 application

6 presentation

5 session

4 transport

3 network

2 data hink

1 physical

IEEE LAN Reference model

e

Logical Link Control (LLC)

Medmm A“ ess(juutml ( I\'IAC)

—

Physical

\J

IEEE LAN standards
(802.x)

* LLC sublayer (802.2): Common to all 802.x MAC standards. Define the interface

with the upper layer and the LLC sublayer takes the network protocol data, which
is typically an IPv4 packet.
* MAC sublayer: Data Encapsulation and Media Access Control in order to avoid

collisions
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LANs and VLANSs

Collision Domain

Media Access Control in Ethernet

Carrier Sense Multiple Access with Collision
Detection (CSMA/CD)

CSMASCD controls access to the shared media, If there is a
collision, it is detected and frames are retransmitted.

°Ethernet is a multi-access network!
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LANs and VLANSs

Ethernet — Different Ethernet Standards

Commercial , UTP/IOF — segment distance
name bps Standard | year Name Cabling Pails Connector Codification Half duplex | Full duplex
802.3 1983 10Base5 Coax-thick - AUI Manchester 500m n/a
Ethemet | 10Mbps 8[:2.3;5} 1985 10Base?2 Coax-thin - BNC Manchester 185m n/a
802.3i 1990 10BaseT UTP-cat.3 2 RJ45 Manchester 100m 100m
802.3 1993 | 10BASE-FL FO 2 SC onfoff Manchester | 2000m >2000m
802.3U 1995 | 100BaseTlXx UTP-cats 2 RJ45 AB/5B 100m 100m
Etﬁea?get 100Mbps| 802.3u | 1995 | 100BaseFX FO 2 SC AB/5B 412m 2000m
TIA/EIA-785] 1999 | 100BasesX FO/led 2 SC AB/5B 300m 300m
802.3z | 1998 | 1000BasesSX FO 2 SC 8B/10B 275-316m | 275-550m
GigabitEth. | 1Gbps 602.32 1995 | 1000BaselLXx FO 2 SC 8B/10B a16m 550-10000m
802.3z | 1998 | 1000BaselLH FO 2 SC 8B/10B nia 100km
802.3ab | 1999 1000BaseT |UTP-cat. oe 4 RJ45 PAMS 100m 100m
802.3ae | 2002 | 10GBASE-CX4 | InfiniBand 4 CX4 8B/10B nfa 15m
10Gigabit- 10Gbps 802.3ae | 2002 | 10GBASE-SR FO 2 SC 64B/66B nia 26-300m
Eth. g02.3ae | 2002 | 10GBASE-LR FO 2 SC 64B/66B n/a 10km
802.3ae | 2002 FO 2 SC nia
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LANs and VLANSs

Binary/DecimaI/HexadecimaI Conversion

e T T T R

0000 0000 O 0001 0000

0000 0001 1 01 0001 0001 17 11
0000 0010 2 02 0001 0010 18 12
0000 0011 3 03 0001 0011 19 13
0000 0100 4 04 0001 0100 20 14
0000 0101 5 05 0001 0101 21 15
0000 0110 6 06 0001 oO110 22 16
o000 O111 7 o7 0001 oO111 23 17
0000 1000 & 08 0001 1000 24 18
0000 1001 9 09 0001 1001 25 19
0000 1010 10 OA 0001 1010 26 1A
0000 1011 11 OB 0001 1011 27 1B
0000 1100 12 0C 0001 1100 28 1C
0000 1101 13 oD 0001 1101 29 1D
0000 1110 14 OE 0001 1110 30 1E
0000 1111 15 OF 0001 1111 31 1F
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LANs and VLANSs

The media access control address (MAC address)

e A MAC address is given to a network adapter when it is manufactured. It is
hardwired or hard-coded onto your computer's network interface card (NIC)
and is unique to it.

e MAC Address: 48-bits written as 12 hexadecimal digits

The Ethernet MAC Address Structure

Vendor Assigned

Organizationally Unique ldentifier (OUI) (NIC, Interfaces)

Different display

s 24 Bits 2 | =2 24 Bits . formats:
T N 08:00:69:02:01:FC
s ex al S ex al =
g b i B 08-00-69-02-01-FC
0800.6902.01FC
S 00-60-2F e | — 3A-07-BC —
e Cisco - | i particular device —i
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LANs and VLANSs

The Ethernet frame
Frame size : Min 64 byies Max 1518 bytes

48

_ PAYLOAD (46-1500 Bytes) FCS

DA - Destination MAC address et Lk Header

SA - Source MAC address 0800 IP Datagram (46-1500 Bytes)
TYPE=> 1500

FCS - Frame check sequence ——
o ARP Req PAD

ARP Reply (28 Bytes) | (18 Bytes)

m RARP Req PAD

RARP Reply (28 Bytes)| (18 Bytes)

0x888E =802 1X
0x8863=PPPoE Control frames
06864 =PPPoE Data frames

*The minimum size of an Ethernet frame is 64 bytes
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LANs and VLANSs

Unicast Communication

*Unicast is a type of Server

1 i | need 1o send this frame lo Server IP: 192.168.1.200
communication where IP: 192.168.1.5 l' ﬁrfe bl ‘D" MAC: 00-07-E8-42-AC-28
data is sent from one R e *_"

}
computer to another g 1 =
computer. - G ae '

p EnurcaHust__..‘" "'-.___g.
) _-=""  Unicast IP and MAC destination addresses " ~~_
*There is only one sender, e g e 1 1 soNtFS U for N3 pincd =
and one receiver. el | Sy

00-07-E9-42-AC-28| 00-07-E9-63-CE-5] 1921681200 | 192168.1.5 User Data Trailer
Dest MAC Source MAC + Dest IP Source |P * A

v

IP Packet

v

Ethernet Frame
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LANs and VLANSs

Broadcast Communication

* Broadcast is a type of | need to send Broadcast
|
iwata.ll::-alllh:ﬁt_s-

communication where data a
is sent from one computer 'i",.-———f*-’-'-'f-f-*--w- -'
once and a copy of that data '™ 121813 g

MAC: 00-07-E9-63-CE-53

will be forwarded to all the st =
devices.
_~="  Boadcast|P and broadcast MAC destination
> addresses are used by the source to forward a

- [
P / packet to all hosts an tha network
" l
il"

FF-FF-FF-FF-FF-FF 00-07-E9-63-CE-53 1821681255 | 19216815 | UserDala | Traller

A Dest MAC Source MAC + Dest IP ~ Source IP A A

.

IP Packet

v

Ethernet Frame
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LANs and VLANSs

Multicast Communication

* Multicast is a type of

communication where multicast Multicast Destinaton u
traffic addressed for a group of |nsadin send foa gD o B
devi th t K r~ ;hmhmmammmm , =
evices on the network. B 109 168 1 & |
MAC: 00-07-E9-63-CE-53 »

* IP multicast traffic are sent to a il '
group and only members of that ;,,-“”#mmmpmummmﬂmm N D
group receive and/or process S G -7

the Multicast traffic. . / | g

01-00-5E-00-00-0A | 00-07-E9-63-CE-53| 2240010 | 19216815 | UserData | Traller
A Dest MAC Source MAC * Dest IP Source IP .1; A
.
IP Packet
Ethernjt Frame
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LANs and VLANSs

Collision and Broadcast domains
This device:

- Ends Collision Domains
- Continues Broadcast Domains

This device: q Ethernet Switch
[ —

- Continues Collision Domains
- Continues Broadcast Domains

These devices:
- End Collision Domains

Ethernet Hub - End Broadcast Domains

f Firewall
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LANs and VLANSs

Switch Ethernet Operations

 Switch filters packets :
— Frame only forwarded to the necessary segments

— Segments become separate collision domains

* Switches forward frames selectively :
— Forward frames only on segments that need them

* Switch mac-address table :
— Maps destination MAC address to outgoing interface

* When a frame arrives :

— Inspect the sourceMAC address

- Associate the address with the incoming interface

—Store the mapping in the switch table (time-to-live field to forget)
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LANs and VLANSs

Switch Ethernet Operations

e When frame arrives with unfamiliar destination:
— Forward the frame out all of the interfaces
—... except for the one where the frame arrived

MAC Port MaC Port
The MAC address % 3 A
Labie is ) MAC acidress
Incomplete. Hos 8 tables are liméed B Host B
in size C

‘AtoB

c ! iJIIII
Al [
Part 2

Awp | |"™ T
a H . ‘ Host C does not see traffc o
™ Port 1 O G WO T To Hakt B - Port 1 Haost B anymora
Hast A Port 3 l Host A Port 3
Hist B |8 unknosn so the it MAL address table has
5 .

switch will flood the m;m ost B is
frarmse, 3 ;

Host C Host C
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LANs and VLANSs

Switch Port Settings

e Auto (default for UTP) - Method to automatically select ‘best’ transmission
method between link partners. Negotiates half/full duplex with connected device.

e Full — sets full-duplex mode
e Half - sets half-duplex mode
e Auto is fine if both devices are using it.

e Potential problem if switch uses it and other device does not. Switch defaults to
Half:
* Full one end and half the other — errors (late collisions).

e Full-duplex Ethernet supports simultaneously communication by providing
separate transmit and receive paths
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LANs and VLANSs

Ethernet - Interface Performance Problems
* Duplex mismatch: one side of a network link operating in full-duplex and the
other side operating in half-duplex

NIC Switch
Settings Setd ngi

Setting: 10/Half

Setting:  10/Full 1Q/Full

Comments

- -
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LANs and VLANSs

Switch Ethernet - Interface Status Codes

Line Status Protocol Interface Typical Root Cause
Status Status

Administratively | Down disabled The interface is configured with the
Down shutdown command.
Down Down notconnect No cable; bad cable; wrong cable pinouts;

the speeds are mismatched on the two
connected devices; the device on the
other end of the cable is (a) powered off,
(b) shutdown. or (¢) error disabled.

Up Down notconnect An interface up/down state is not
expected on LAN switch physical
interfaces.

Down Down (err- | err-disabled Port security has disabled the interface.

disabled)

Up Up connected The interface is working.
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LANs and VLANSs

VLAN Overview

. Traditional LAN Segmentation VLAN Segmentation
* Created by software running sharlll LAN 3
on Layer 2 switches AM& J H Q.
e Switches maintain a bridging | _____ Floor3 _ _ _ _ ___
table (broadcast domain) for VLAN T yian 2
each VLAN 4@ g_ “ﬁ
e Switches can support multiple || _____ Floor2  ______
VLANSs

* Switches perform filtering
and forwarding based on VLAN
ID
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LANs and VLANSs

Benefits of VLANSs
e Security

Groups that have sensitive data are separated from the rest of the network.
e Cost reduction
Cost savings result from less need for expensive network upgrades and more
efficient use of existing bandwidth and uplinks.
e Higher performance
Dividing flat Layer 2 networks into multiple logical workgroups (broadcast
domains) reduces unnecessary traffic on the network.
e Broadcast storm mitigation
Dividing a network into VLANs reduces the number of devices that may
participate in a broadcast storm.
e VLANs make it easier to manage the network.
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LANs and VLANSs

Switch Port Tagged vs. Untagged

"Edge ports are not tagged, they are just “members” of a VLAN

*You only need to tag frames in switch-to-switch links (trunks), when
transporting multiple VLANs

=A trunk can transport both tagged and untagged VLANs

TRUNK VLAN 200, 201

SWITCH 2

UNTAGGED 201

SWITCH 1

UNTAGGED 200

TAGGED 200, 201

I UNTAGGED 201 UNTAGGED 200 I
SERVER 1 I I PC 2
SERVER 2 PC 1

“Port Untagged (other vendors) = Interface Access (Cisco)
"Port Tagged (other vendors) = Interface Trunk (Cisco)
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LANs and VLANSs

IEEE 802.1Q VLAN Frame
Mt Frame Max 1518 B

8B 6B 6B 2B 46-1500B 4B

src | dst | Type/
Pre | MAC | MAC | Length i
802.1q Frame
e : Max 1522 B — .
88 6B 6B 4B 2B 46-1500B 4B

src | dst

Pre MAC | MAC CRC

Type/
Length

.__\_\_-.

1%6b 3b 1b 12Bb—

TPI (Priority| CFI gaaie i mie

-:‘L-'- — -

—> TIF(Tag Control Information)

>TPID(Tag Protocol Identifier Field) = 8100 (Etherpet)
* VLAN ID is a 12-bit field and can have a value between 0 and 4095.
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LANs and VLANSs

Switch Interface Configuration
No VLAN Tagging

VLAN VLAN 2 VLAN 2
Switch (config-if) switchport mode access

VLAN Tagging

VLAN 1 VLAN 1
VLAN 1 and VLAN 2 VLAN 2

Switch (config-if) switchport mode trunk
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LANs and VLANSs

Native VLAN

* An 802.1Q trunk port supports traffic coming from many VLANs (tagged
traffic) as well as traffic that does not come from a VLAN (untagged traffic).
* The 802.1Q trunk port places untagged traffic on the native VLAN.
 Native Vlan (Cisco) = PVID - Port VLAN ID (non-Cisco switches)

Native VLAN frames will Frames received untagged on
be sent untagged on an an 802.1Q trunk port will be L
802.1Q trunk. forwarded to the native VLAN. :
-
10.3.3.1 l l 10.3.3.2
8021Q 8021Q g\;

10.2.2.1 [ETH[DATA | VLANA 102.2.2
7 Ports d\ :
orts an
v/ Devices with No Ny L
& -
10.1.1.1 10.1.1.2

: Trunk Capability
4

&

wes === =B VLAN1 untagged traffic (native VLAN) |2
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LANs and VLANSs

Ethernet Loops

* Broadcasts and Layer 2 loops can be a dangerous combination.

* Ethernet frames have no TTL field

 After an Ethernet frame starts to loop, it will probably continue until
someone shuts off one of the switches or breaks a link.

* Physical loops without STP can be disastrous

Segment A Segment 1

Continuous
Flooding

=

+—
Segment 4

v
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LANs and VLANSs

Spanning Tree Protocol (STP)

e The algorithm used to create this loop free logical
topology is the spanning-tree algorithm.

e Allows redundancy without loops

* The loop free logical topology created is called a
tree.

e |t is a spanning tree because all devices in the
network are reachable or spanned.

e Slow to converge, so now there is Rapid Spanning
Tree
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LANs and VLANSs

Spanning tree algorithm

* STP uses the Spanning Tree Algorithm (STA) to determine which switch
ports on a network need to be configured for blocking to prevent.

* STA designates a single switch as the root bridge and uses it as the
reference point for all calculations. This is done using messages called
BPDUs (Bridge Protocol Data Units).

* The switch with the lowest BID becomes the Root Bridge.
Bridge ID — bridge priority (0-65,535) + MAC Address

 When STA has determined which paths are to be left available, it
configures the ports into distinct port roles.
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LANs and VLANSs

Root Bridge Election

Switches exchange BPDU'’s to perform the election process, and the lowest

Bridge ID determines the Root Bridge:

® SwitchB, SwitchC, and SwitchE

have the default priority of
32,768.

e SwitchA and SwitchD are tied
with a lower priority of 100.

e SwitchA has the lowest MAC

. Priority: 100
address, and will be elected the  wac: 000044445555 _i

Root Bridge.

SwitchA
Priority: 100
MAC: 0000.1111.2222

SwitchB

MAC: 0000.2222.3333 _i

Prionty: 32,768

SwitchC
Priority: 32,768
MAC: 0000.6666.7777
SwitchE
Priority: 32,768
_ MAC: 0000.8888.9999

SwitchD

REDDIG Il | Network Course | Module 1
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LANs and VLANSs

Spanning tree Port Roles

*Root port:
-Switch ports closest to the root bridge.

If there two equal cost paths from switch to root bridge:
-Which port has lowest port priority? 128 is the default
-Which port has lowest interface ID?

-Port with lowest value becomes root port, other
becomes alternate port and is blocked

Designated Port - FAO/1 FA0/2 - Designated Port

*Designated port:
-One designated port per segment
-Designated port receives and forwards frames

-All ports on the root bridge are designated
FAQ/6 - Root Port

o

FAOQ/5-Blocking (non-designated port)

Root Port - FA0/3

*Non-designated port (alternate port):
-Is blocked to prevent loops

-Does not forward frames or populate its
MAC address table

-Does continue to receive BPDUs

FA0/4 - DP
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LANs and VLANSs

Spanning tree Port States
* When a bridge is first attached to a network segment, and before it can
start forwarding data, it goes through a series of states while it processes
BPDUs and learns the topology of the network

Blockin
(loss of BPDU detected)
( max age = 20 sec)
i Blocking
Listening [mnf:ﬂsitl:l Iis::;ning
4—— afteritdecides |g—J Linkcomesu
(forward delay = 15 sec) it is a root .
ort or a
l designated port)
Learning
(forward delay = 15 sec)
Forwarding

*Port Fast feature allows the port to go directly from blocking to forwarding
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LANs and VLANSs

LEDs

Netgear Switch L Hardware:

NETGEAR PROSAFE FSMTI6
Ed frare NN EN KD EN Ed ED NN ED RY LGS DM e RE LR IeD LCD DND MG B RS R BN GE) BO M & S OO

) -lw

Reset R.J-45 jacks copperffiber
combo ports

CommandS: LED Description
tE|net 10.100.XX.51 or 52 PWR (Power) + Solid green. Power is supplied and the switch is working.

+ Blinking green. Power-on self-test (FOST) in progress.
+ Solid yellow. System is booting up.
+ Blinking yellow. FOST, CPU, or power supply has failed

(M4100-26G) #show version + Off_ Power is disconnected.
(M4100-26G) #ShOW run FAN + Yellow. The fan has failed.

+ Green. The fan is operating normally.
(M4100-26G) #show mac-addr-table 101100 (port 1 10 24) O ACT LED
(M4100-26G) #show vlan (1 LED per port) + Off. No link is established on the port.

_ + Solid green_ A valid 100 Mbps link is established on the port.
(M4100 26G) #show port status all + Blinking green. The port is sending or receiving packets at 100M.
(M4100-26G) #show interface counters + Solid yellow. A valid 10Mbps link is established on the port.

+ Blinking yellow. The port is sending or receiving packets at 10
Mbps.
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LANs and VLANSs

VLANs REDDIG2

eVlan 1 - Local network for Intra-Network Elements Communication
Subnet — 10.100.XX.0/24
eVilan 100 — AMHS
Subnet — 10.0.AA.0/24
eVian 101 - RADAR
Subnet — 10.0.BB.0/24
eVilan 102 - AIDC
Subnet — 10.0.CC.0/24
eVian 120 - NATIVE SERVICES
Subnet — 10.120.XX.0/24
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Operating Cisco 10S Software

Introduction to Cisco I10S

* Cisco Internetwork Operating System (10S) is an operating system used on
Cisco devices, such as routers and switches. It is a multitasking operating
system that implements and controls logic and functions of a Cisco device.

* The user can interact with the system using a command line interface (CLI) or
a graphical user interface (GUI).

« Command Line Interface (CLI):

e User interacts directly with the system in a text-based environment by
entering commands on the keyboard at a command prompt.

e The system executes the command, often providing textual output.

e CLI requires very little overhead to operate. However, it does require that
the user have knowledge of the underlying structure that controls the
system.
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Operating Cisco 10S Software

Cisco 10S CLI Command Modes

* User EXEC Mode: It is mostly used to view statistics and run commands
like ping or telnet

privileced EXEC Mode: It i User EXEC Mode S
° . Ctrl-Z (end)
rivi eg_e . ode t.IS Privileged EXEC Mode Router#configure terminal |« =
called privileged because it I e
Global Configuration Mode |Router (config) # |4
allows you to execute more _c—
powerful commands, such
as reload. Configuration Bromat
. . Interface Router (config-if) #

* Global Conflguratlon Mode: It Subinterface Router (config-subif) #
iS used tO make gIObaI Changes C:?ntroller Router{cc}nf:'!.g—c?ntrallerl#

. . Line Router (config-line) #
to the de\"Ce and Change its Router Router (config-router) #

configuration
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Operating Cisco 10S Software

Cisco — Types of Memory

e ROM: The Read-Only Memory (ROM) on a Cisco device is like the ROM on a
computer in the sense that it stores the POST and the boot loader program.
The boot loader program is responsible for locating the 10S.

e Flash: The flash memory is used to store the Cisco 10S. Can be expanded
using PCMCIA (removable) cards.

e RAM: RAM is used to store things like the routing table on a router, or the
MAC address table on a switch. It is also used to store the running-config.
RAM is also known as volatile RAM, or VRAM.

e NVRAM: Non-volatile RAM (NVRAM) is used to store the startup-config,
which is copied to the running-config on bootup after the 10S is loaded.
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Operating Cisco 10S Software

Cisco — Types of Memory

10S show commands can provide information about the configuration, operation and status of
parts of a Cisco router.

Router## show version

Router# show flash

Y RAM NVRAM y! Flash
Internetwork Operating System
Active Tables Backup
Programs | Configuration and Configuration
File Buffers File
A A

}

Routerff show processes

CPU

= |

Router$# show running-config

Routerf show memory
Routerff show stacks
Router#§ show buffers

Router#f show interface

l

Router$f show startup-config
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Operating Cisco 10S Software

Cisco 10S boot sequence

Power On Self Test —checks the hardware

The ROM loads the Bootstrap program and
searches for the 10S

10S from Flash is loaded

Boot process is completed as everything is
loaded into the RAM

What could be wrong if the Router does not boot:
Configuration file has missing or incorrect boot system statement
 Incorrect configuration register value

Corrupted flash image

Hardware failure
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Operating Cisco 10S Software

Configuration Register

e Cisco equipments use a 16-bit software configuration register, with which you can
set specific system parameters. Settings for the software configuration register are
written into (NVRAM).

* The register can be used to recover a lost password (into the ROM monitor).

¢ 0x2102=load IOS from flash and then the
configuration from NVRAM. The router looks in
NVRAM for the boot sequence

e 0Ox2100=Load ROM Monitor Mode
e Ox2101=load Mini-I0OS from ROM

e Ox2142=|oad I0S from Flash and do not load
startup-config

Modifying the Configuration-Register @7

Router#config t
Router(config)#config-register 0x2102
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Operating Cisco 10S Software

Cisco Device — Basic Commands

#1: The "?“

#2: show running-configuration

#3: copy running-configuration startup-configuration
#4: show interface

#5: show ip interface

#6: config terminal, enable, interface, and router

#7: no shutdown

#8: show ip route

#9: show version

#10: debug
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Operating Cisco 10S Software

Cisco Hardware

e The routers used in REDDIG are of

the 2900 family.

Cisco 2901

DDD I:II:II:I::I:I

_? han

@
%ﬁl‘ﬁ¢
W

B

Y | O

. I

1 EHINIC slats 1 01,2, and 3 (0, Far right)

Z USE setial part

3 | A port

4 |RJ-45 serial consale port

5 |10/100M1000 Ethernet ports (GEOM)

G 10410011000 Ethemet port (GEDID)

7 | Ground

8 |USB0 and USB1 (1, Top)

b CnmpactFIash3 0and1

I

®)

\

O

- alﬂm |

1) Power supply
2) PVDM3-1

3) PVDM3-0

4) DIMM socket
5) ISM

®
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Operating Cisco 10S Software

Cisco Hardware
* Cisco 2911

oooDoooooDDooooopDoecoD D
ko) ocooooCoDooooooooPpDDoooo oD
CoOooQDoooodDoooDooopoDooooooD
| PR eSS eSSl s oo leRooeew

| cocodoccacocooehoocanon |

-]
L]
2E0ETE

® @ ® @® @
T |EHwiIC slots™ 0,1, 2, and 3 (0, Far right) 2 |USB serial port
I |ALK 4 RJ-45 serial console port
5 101 00/1000 Ethernet port (GEO/D) 6 10110071000 Ethernet port (GEOM)
7 1041001000 Ethernet port (GEOSZ) 8 Jsaa
9 |UsSB1 10 | Ground
11 [AC or DC or AC-POE Power Maodule 12

Cl:lr‘m:lEII:tFIEISr‘l2 0 and 1 (0, Righty

13 | genice module slat 1

1)
2)
3)
4)
5)

Power supply
PVDM 3 -1
PVDM 3 -0
DIMM socket
ISM
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Operating Cisco 10S Software

External Configuration Sources

Cisco Devices can be configured from many

sources:.

e Console — direct PC serial access
e Auxilliary port — Modem access
¢ Virtual terminals — Telnet or SSH

daccess

e TFTP Server — copy configuration

file into router RAM

e Network Management Software

— Cisco Prime

7 !
Console Port

Auxiliary Port (Router only)

. 4
>4

.
v

[
4 gTeInet

[ i
Interfaces | p

| Virtual Terminal

s

# | TETP
i

\Web or Network
Management
‘Server
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Operating Cisco 10S Software

Cisco Basic Initial Configuration Steps

1.Configure the host names: Router(config)#hostname R1
2.Disable that name resolution: R1(config)#no ip domain-lookup
3.Protect the 'privileged exec mode' with a password using MD5 encryption algorithm:
R1(config)#enable secret cisco_enable
4.Encrypt the password with 'over-shoulder' algorithm: R1(config)#service password-encryption
5.Protect the access to the console port 0: R1(config-line)#password cisco_console
R1(config-line)#login
6.Configure the console port 0 such, that system messages sent to the screen, do not interfere with what you
are typing: R1(config-line)#logging synchronous
7.Configure and enable the router's interface Ethernet: R1(config)#interface f1/0
R1(config-if)#ip address 192.168.1.254 255.255.255.0
R1(config-if)#no shutdown
8.Configure and enable the router's interface serial: R1(config-if)#interface s0/1
R1(config-if)#ip address 172.31.1.1 255.255.255.252
R1(config-if)#no shutdown
9.Enable the remote access to your devices via telnet: R1(config-if)#line vty 0 4
R1(config-if)#password cisco_remote
R1(config-if)#login
10. Save the configuration on both switch and the router so it is available after reload/power cycle:
R1#copy running-config startup-config

REDDIG Il | Network Course | Module 1 | 57



Operating Cisco 10S Software

Cisco 10S Privilege Levels

Cisco 10S permits to define multiple privilege levels for different accounts. This
could be useful when many people work on the same router different roles
(operator, tecnhician, network manager)

e Privilege level 0 - No Access at all

* Privilege level 1 - User Mode (also known as "user EXEC" mode)

* Privilege level 15 - Privileged mode (enable mode or "privileged EXEC" mode)
e Privilege level 2 through 14 are available for customization. For example:

Router# username user_6 privilege 6 password pass_6
Router# privilege exec level 6 show running
Router# privilege exec level 8 configure terminal

User user_6 is able to Telnet in and execute the show run command, but user
cannot configure anything (configure terminal is at level 8)
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Operating Cisco 10S Software

Cisco 10S Software Packages and licenses

e After the introduction of Cisco I0S 15.0 and ISR2 (1900, 2900 and 3900)
routers, the features available on a router are unlocked with various licenses.
e Specifically, we have four technology package licenses:

Security Unified Communication Data
Cisco I0S Firewall, CUBE, SRST, Voice Gateway, MPLS, BFD, RSVE
SSL VPN, DMVPN, IPS, CUCME, DSE, VXML etc. L2VPN, L2TPv3, IP SLA etc.
GET VPN, IP sec elc. Devices: 2900, 3900 Devices: 1900, 2900, 3900
Devices: 1900, 2900, 3900
A A
IPBase
BGP OSPF. EIGRP ISIS, RIP PBR IGMP, Multicast

Default image for Access Routers
Devices: 1800, 2900, 3900

Licenses has two types:

e Evaluation (Temporary) License: which mean will be available with all functionality for
trial period would be 60 days

e Permanent License: which mean you must get new license from cisco to run it for ever
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Operating Cisco 10S Software

CDP ( Cisco Discovery Protocol)

e CDP is a proprietary protocol designed by Cisco System for Cisco devices. CDP
helps administrators in collecting information about cisco devices.

e CDP messages are not forwarded. It means you can get CDP information only
about the directly connected devices.

e CDP messages contain useful information about cisco device including following:
e |OS version number
e Hardware platform and capabilities Who are your neighbors?

e Layer 3 address (IP address) of device

e PortID ,...._..

e Device type

e Name of device configured with hostname

CDP (Cisco proprietary protocol) = LLDP (IEEE standart)
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Operating Cisco 10S Software

CDP and LLDP examples in REDDIG Network:

Netgear 4100:

(MA100-26G) #show 11dp remote-device all

LLDF Remote Dewice SUmmary

Local
Interface RemID

e-— or {giuit

Port ID

Tem r'-laItIE Cisco 2911:

rertisement versi
Management addr

L] I::
abitEther

a3 58C

SEMN—SWI B

tisement ve
addr
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Monitoring Cisco Devices

System Message Logging

 Many network administrators overlook the importance of router logs.
* Logging is critical for fault notification, network forensics, and security
auditing.

* By default, the router sends all log messages to its console port.

* Terminal logging is similar to console logging, but it displays log
messages to the router's VTY lines instead. You need to need activate it
for each required line.

 Buffered logging creates a circular buffer within the router's RAM for
storing log messages.

* The router can use syslog to forward log messages to external syslog
servers for centralized storage.
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Monitoring Cisco Devices

System Message Logging

Cisco log messages are categorized by severity level. Note that the lower
the severity level, the more critical the log message is.

Highest U emergencies System is unusable | LOG_EMERG
Level
1 alerts Immediate actionis | LOG_ALERT
needed
2 critical Critical conditions LOG_CRIT
exist
- E errors Error conditions exist | LOG_ERR
4 wamings Warning conditions | LOG_WARNING
exist
5 notifications Normal but LOG_NOTICE
significant condition
6 informational Informational LOG INFO
messages only
Lowest 7 debugging Debugging LOG DEBUG
Level messages
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Monitoring Cisco Devices

System Message Format

* The log message is broken into three sections that are delimited by
colons.
Router# show log

*Dec 18 17:10:15.079: %LINEPROTO-5-UPDOWN: Line

protocol on Interface FastEthernet0/0, changed state
to down

* A timestamp: *Dec 18 17:10:15.079

* The facility on the router that generated the message: %LINEPROTO

* The severity level: 5

A mnemonic for the message: UPDOWN

* The description of the message: Line protocol on Interface FastEthernet0/0,
changed state to down
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Monitoring Cisco Devices

Simple Network Management Protocol (SNMP)

* SNMP is an application layer protocol that provides a message format for
communication between what are termed managers and agents
 Supports message exchange using UDP/IP to port 161

The MIB
Components: O
* Manager: - — e~
Polls agents on the network s ~
. . . The Cisco Router and
Correlates and displays information T*(‘fe_sg?gfo'\gf;fg)ef SNMP Agent Software
e Agent:

Collects and stores information

Responds to manager requests for information and generates traps.
e MIB:

Database of objects (information variables)

Read and write community strings for controlling acces
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Monitoring Cisco Devices

SNMP operations

| want to check the MIB variable
to find out if Gi0/0 is UP/UP

The MIB
___________ SNMP GET ___ ...
Router 1
Send text, Turn Red, Etc. My Gi0/0 Interface Failed!
Take a Look!

R The MIB
e
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Monitoring Cisco Devices

The Management Information Base (MIB)

* MIB defines each variable as an object ID (OID)
* Organizes into a hierarchy of OIDs, usually shown as a tree:

Root
. I I | .
ceitt iso joint-iso-ccitt
: T f OID examples:
suﬁéam ldanﬁﬁ&dogganiutlun 1.3.6.1.2.1.1.1 - sysDescr
| 1 ] 1.3.6.1.2.1.1.2 - sysObjectID
e 1.3.6.1.2.1.1.3 - sysUpTime
1.3.6.1.2.1.1.4 - sysContact
Itk 1.3.6.1.2.1.1.5 - sysName
| : ! ] | | 1.3.6.1.2.1.1.6 - sysLocation
ity DIRRE sxperiment| it el e 1.3.6.1.2.1.1.7 - sysServices
[ : | —1— 1 — T 1
system interface At P lemp
1 2 3 4 5
e
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Monitoring Cisco Devices

SNMP Community string

* The “SNMP Community string” is like a user id or password that allows
access to a router's or other device's statistics.

* If the community string is correct, the device responds with the
requested information.

* If the community string is incorrect, the device simply discards the
request and does not respond.

* There are two types of community strings in SNMP Version 2c:

* Read-only (RO): Provides access to the MIB variables, but does not allow
these variables to changed, only read. Because security is so weak in version
2¢, many organizations only use SNMP in this read-only mode.

* Read-write (RW): Provides read and write access to all objects in the MIB.
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